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» Executability of statements

» Modeling Timeouts

» [opadeiypata



SPIN & PROMELA

> http://spinroot.com/

» Manuals

» Oomnyiec eykatdotaong oe Windows-UNIX
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PROMELA

» I'\oooa yio v Tpodiaypogn (specification) ko tnv
ermaAnOevon (verification) TtpwtokOAAwmV

» Mo evdola@épel | TANPOTNTO Kol 1 AOYIKT) opBoTTO T™V
TPOTOKOAA®V

» Movtého emPePaimong (validation model) = uepikn
eptypoen (BAPog 6TOVC d1UOTKOGTIKOVG KAVOVEC)

> Aev Hog evolapEPOVV AETTOUEPELEC DAOTTOINONG (TT.Y.,
akppng popeomoinen)

» Mmnopel Oum¢ va meptAopuPdvet o) vrodEcelc yio
CUUTEPIPOPA TOL TTEPPAALOVTOC, B) amaitoelg opOOTNTOG



Validation Models

» Aopopd pe LovtéLlo vAomoinonc?

» H d10popd 6TO LOVTEAD KOl GTO KTiPLO TOL
PTLAYVEL EVOC TOAMTIKOC UNYOVIKOS =2
EAEYYOC OTL O1 GYEOLUGTIKEC APYES Elval
CWOTEC

»H PROMELA powéler apxetd pe t C



ToOmotl avtikeluEvmv

> AlSp'y oo {EQ (koBoMkd avTikeipeva)

» KovaAto unvoudtmy (kaboikd 1 tomucd g
olepyocia)

> MS’EOLBM]TE’IQ (KaBoAKA 1) TOTIKA GE Olepyocin)



Alepyaoiec

proctype A() { byte state; state = 3 }

» The process type is named A. The body of the declaration, enclosed in
parentheses, consists of local variable or channel declarations and
statements. The declaration above contains one local variable
declaration and a single statement: an assignment of the value 3 to
variable state. The semicolon is a statement separator (not a statement
terminator, hence there is no semicolon after the last statement).

» PROMELA defines two different statement separators: an arrow, ->,
and a semicolon, ;. The two separators are equivalent. The arrow is
sometimes used as an informal way to indicate a causal relation
between two statements.



Alepyaoiec
THE INITIAL PROCESS

» O opiouodg proctype dnAwmvet T coumepipopd g dlepyaciog Kot dev TV ektelel. Apyikd
ekteAeiton o diepyacio : init process otnv Promela, n omoia givat avtictoyn g
function main() evoc standard C mpoypdaupatoc.

» The smallest possible PROMELA specification is : init { skip }

= where skip is a null statement. Only slightly more complicated is the PROMELA equivalent of the
famous ‘‘hello world’” program from C:

e init { printf("hello world\n") }

» More interestingly, however, the initial process can initialize global variables, create
message channels, and instantiate processes. An init declaration for a two-process system:

init { run A(); run B() }

» This init process starts two processes, which will run concurrently with the init process
from then on. In the above case, the init process terminates after starting the second
process, but it need not do so.

= Runis aunary operator that instantiates a copy of a given process type (for example, A). It does not wait for the
process to terminate. The run statement is executable and returns a positive result only if the process can effectively

be instantiated. It is unexecutable and returns zero if this cannot be done, for instance if too many processes are
already running.



A1EPYOUCTEG

active [2] proctype you_run ()

{
printf(“my pid is: %d\n”, pid

$spin you_run.pml
My pidis 0O
My pidis 1

2 processes created



A1EPYOUCTEG

proctype you_run(byte x)
{

}

init {
run you_run(0);
run you_run(1)

printf("x = %d, pid = %d\n", x, _pid)

$spin you_run2.pml
x =1, pid=2
X=0, pid=1



A1EPYOUCTEG

proctype you_run(byte x)
{

¥
init { pid pO, p1;

printf("'x = %d, pid = %d\n", x, _pid)

PO = run you_run(0);
pl =runyou_run(l);
printf("pids: %d and %d\n", p0, pl)

$spin you_run2.pml
x =1, pid=2
Pids: 1 and 2
x=0, pid=1



A1EPYOUCTEG

active proctype splurge(int n)
{ intp;

printf("%d\n", n);

p = run splurge(n+1)

$spin —T splurge

0

1

254

Spin: too many processes created (255 max)
255 processes created



Alepyaoiec

» Mo dtepyacio tepuotifel OTav PTACEL GTO
TEAOG TOV COUOTOC TOV proctype “}”

» Mo otepyacio mebaivel Otav mebdvovv
TPWOTA OGEC ONLUIOVPYNONKOY HETA OO VTN



A1EPYOUCTEC
bool toggle = true;
Int cnt;

active proctype A() provided (toggle == true)

{
do
.. cnt++; printf("A: cnt=%d\n", cnt); toggle = false
od

¥

active proctype B() provided (toggle == false)

{
do

.. cnt--; printf("B: cnt=%d\n", cnt); toggle = true
od
¥

$spin toggle.pml

A: cnt=1
B:cnt=0

A: cnt=1
B:cnt=0



Kovaito umvouotmv

chan gname = [16] of {short, byte, bool}
N\

user defined ,predefined type
(even other channels)

gnamelexprl, expr2, expr3
ghame?varl,var2,var3
ghame?constantl, var2,constant2
gname?eval(varl),var2,var3
len(gname)
(a>b && gname?[msg0])
g?<eval(y), x> /* there is message and the first field has value equals the value of y*/
gname!!'msg0
gname??msg0



MeTaBANTEC Kot TOTTO1 0E00UEVDV

Type Typical Range
bit 0,1

bool false, true
byte 0..255
chan 1..255
mtype 1..255
pid 0..255
short 215211
int -281...231-1

unsigned 0..2"-1



MeTaBANTEC Kot TOTTO1 0E00UEVDV

init {

[* x declared in outer block */

int x;

{/* y declared in inner block */
inty;
printf("x = %d, y = %d\n", X, y);
X++;
y++,

}

[* y remains in scope */
printf("x = %d, y = %d\n", X, y);
by

$spin scope.pml
x=0, y=0
x=1,y=1

1 process created



MeTafANTES Kot TOTOL OEOOUEVIDV

bit x; Vi /* two single bits, initially O * /
bool turn = true; /* boolean value, initially true */
byte al[l2]; /* all elements initialized to 0 */
chan m; /* uninitialized message channel */
mtype n; /* uninitialized mtype variable * /
short b[4] = 89; /* all elements initialized to 89 */
int cnt = 67; /* integer scalar, initially 67 * /
unsigned v : 5; /* unsigned stored in 5 bits * /

unsigned w : 3 = 5; /* value range 0..7, initially 5 */



mtype

mtype = { appel, pear, orange, banana };
mtype = { fruit, vegetables, cardboard };

init {
mtype n = pear; /* initialize n to pear */
printf("the value of n is %e\n", n);
printf("the value of n is %d\n", n);

$spin mtype.pml
the value of n is pear
the value of nis 3



[Tivakec 000 010GTACEWMV

typedef Array {
byte el[4]
}

Array al4]

a[i].el[j]

2NUELDMON: 0EV UTOPOVUE VO TEPACGOVUE GOV OPIG LA
Eva Tivako 6€ uio véa olepyacia



EKTEAECILOTNTO ONADMGEDY

» Aev vmapyet otopopd petaly statements (print,
assignment, i1/0) & expressions

» Olec o1 ONAmcelc elvan eKTeEAESIIEG N
UTAOKOPIGUEVES OVAALOYOL LE TIC TIUEC TWV
LETOPANTOV KOl TA TEPLEYOLEVO TOV KOAVOALDV

» Mo O1epyacio TepUEVEL YL EVOL YEYOVOC VL
cuuPet mepruEvovtoc pia ONAmGo™N va yivel
EKTEAEGIUN

ILy., while (al=b) skip <=2 (a==b)



Assignments & Expressions

» c=c+1; c=c-1 /* valid */
» Cc++;c-- [* valid */

» b=c++ /* not valid */

» --C; ++c/* not valid */

» variable = expression (first cast to integer then cast
to type of variable, possibility of truncation)

> (exprl ? expr2 : expr3) /*not valid*/
> (exprl -> expr2 : expr3) /*valid*/



Control Flow

»atomic sequences
» deterministic steps
» Selections

» Repetitions

» Escape Sequences



Atomic sequences

> A sequence of statements enclosed in parentheses prefixed with the keyword
atomic indicates that the sequence is to be executed as one indivisible unit,
non-interleaved with any other processes. It is an error if any statement, other
than the first one, can block in an atomic sequence. The executing process
will abort in that case.

atomic { /* swap the values of a and b*/
tmp=Db;
b=a;
a=tmp

Init{ /* none can start executing until all have been initialized*/
atomic{
run A(1,2);
run B(2,3)



Data structures

typedef Field {
short f = 3;
byte ¢

b

goo.a[2] = goo.fld2.f + 12

typedef Record {
short a[3];
int fld1;
Field fld2;
chan p[3];
bit b

b

proctype me(Field z) {
z.0=12

b

init {
Record goo;
Field foo;

run me(foo)

}



Deterministic steps

dstep { /* swap the values of a and b*/
tmp=Db;
b=a;
a=tmp

Extelelton mdvto o pio EVTOAN

1.  H extéheon eivor mAvTo oTIOKPATIKT). AKOUO KOL OV VITAPYOVY UN
ALTIOKPOTIKA Prinata wavo Oa eTtAvovTOL LE TOV 1010 TPOTO

. Agv emtpémovton goto

. H extéleon toug oev umopel va, d1aKomel oo Un EKTEAECIUA
statements



Selection

If

:: (a<b) -> optionl

.. (a==Db)->option2

fi

» A sequence can be selected only If its first

statement 1s executable. The first statement
IS therefore called a guard.



Selection

#definea 1

#define b 2

chan ch = [1] of { byte };
proctype A() { chla }
proctype B() { ch!b }

proctype C()
{if
;2 ch?a
::ch?b
fi
}
init { atomic { run A(); run B(); run C() } }

» This example defines three processes and one channel. The first option in the
selection structure of the process of type C is executable if the channel contains a
message a, where a is a constant with value 1, as defined in a macro definition at the
start of the program. The second option is executable if it contains a message b,
where b is a constant. Which message will be available depends on the relative
speeds of the processes.



Selection

byte count;

active proctype counter()
{

If

;o count++

:: count--

fi
}



Repetition

byte count;

active proctype counter()
{
do
;. count++
:: count--
.. (count == 0) -> break
od
}

» Only one option can be selected for execution at a time. After the option
completes, the execution of the structure is repeated. The normal way to
terminate the repetition structure is with a break statement. In the example, the
loop can be broken when the count reaches zero.



Repetition

['a v emiPoAn termination, uTopovE Vo KOVOVLE TNV AKOAOVOM
LETOTPOTY:

byte count;

active proctype counter()

{
do
.- (count 1=0) ->
if
;. count++
.. count--
fi
.. (count == 0) -> break
od



Repetition

byte count;

active proctype counter()
{
do
:: (count 1=0) ->
if
:: count++
:: count--
;. else
fi
.. else -> break
od

}



Jump

Another way to break the loop is with an unconditional jump: the infamous goto
statement. This is 1llustrated in the following implementation of Euclid’s
algorithm for finding the greatest common divisor of two positive numbers:

proctype Euclid(int X, y)

{
do
C(X>y)->x=x-y
H(X<y)->y=y-Xx
.. (Xx ==Yy) ->goto done
od;

done:
printf("answer: %d\n", x)

}

init { run Euclid(36, 12) }

The goto in this example jumps to a
label named done



ITapaoeiyuoto

» The following example specifies a filter that
receives messages from a channel in and
divides them over two channels large and
small depending on the values attached. The
constant N Is defined to be 128, and size Is
defined to be 16 In two macro definitions.



ITapaoeiyuoto

#define N 128

#define size 16

chan in = [size] of { short };
chan large = [size] of { short };
chan small = [size] of { short };
proctype split()

{ short cargo;

do

.. in?cargo ->

if

.. (cargo >= N) -> large!cargo
.2 (cargo < N) -> small!cargo

fi

od

¥

init { run split() }



ITapaoeiyuoto

A process type that merges the two streams back into one, most likely in a
different order, and writes it back to the channel in could be specified as:

proctype merge()
{ short cargo;

do

if

.. large?cargo

.- small?cargo

fi;

inlcargo

od

by



MODELING PROCEDURES AND

RECURSION

Procedures, even recursive ones, can be modeled as processes. The return value can be passed back
to the calling process via a global variable or via a message. Example:

proctype fact(int n; chan p)
{ int result;

if

t(h<=1)->pll
t(n>=2)->

chan child = [1] of { int };
run fact(n-1, child);
child?result;

pIn*result

fi

k

init

{int result;

chan child = [1] of { int };
run fact(7, child);
child?result;

printf("result: %d\n", result)
¥

The process fact(n, p) recursively calculates the factorial of n,
communicating the result to its parent process via channel p.



MESSAGE-TYPE DEFINITIONS

Constants can be defined using C-style macros. PROMELA
allows for message type definitions of the form:

mtype = { ack, nak, err, next, accept }

The definition is equivalent to the following sequence of macro definitions.
#define ack 1

#define nak 2

#define err 3

#define next 4

#define accept 5

A formal message-type definition is the preferred way of specifying the message
types since it defers any decision on the specific values to be used. At the same
time, it makes the names of the constants, rather than the values, available to an
Implementation, which can improve error reporting. There can be only one
message-type definition per specification.



MODELING TIMEOUTS

2 types of statements with a predefined meaning in PROMELA: skip and break.

Another predefined statement is timeout. The timeout statement allows a process
to abort the waiting for a condition that can no longer become true, for example,
an input from an empty channel. The timeout provides an escape from a hang
state. It can be considered an artificial, predefined condition that becomes true
only when no other statements in the distributed system are executable.

Note that it carries no value: it does not specify a timeout interval, but a timeout
possibility.

A simple example is the following process that sends a reset message to a channel
named guard whenever the system comes to a standstill.

proctype watchdog()

{ do

.- timeout -> guard!reset
od

}



STATEMENT TYPES

Basic types of statements defined In
PROMELA:

» Assignments and conditions
» Selections and repetitions

» Send and receive

» Goto and break statements
» Timeout

The skip statement was introduced as a filler to satisfy syntax requirements. It is not
formally part of the language but a pseudo-statement, a synonym for another statement with
the same effect. Trivially, skip is equivalent to the condition (1); it is always executable and
has no effect.



LYNCH’s PROTOCOL REVISITED

mtype = { ack, nak, err, next, accept }

proctype transfer(chan in, out, chin, chout)

{ byte o, i;
in?next(0);

do

:: chin?nak(i) -> out'accept(i); chout!ack(o)

.- chin?ack(i) -> outlaccept(i); in?next(o); chout!ack(o)

:: chin?err(i) -> chout!nak(o)

od

}

init

{ chan AtoB = [1] of { byte, byte };
chan BtoA = [1] of { byte, byte };
chan Ain = [2] of { byte, byte };
chan Bin = [2] of { byte, byte };
chan Aout = [2] of { byte, byte };
chan Bout = [2] of { byte, byte };
atomic {

run transfer(Ain, Aout, AtoB, BtoA);
run transfer(Bin, Bout, BtoA, AtoB)
h

AtoBlerr(0)

}

R

AR

el i I el HOEma

The channels Ain and Bin are to be filled with token messages of type
next and arbitrary values (e.g., ASCII character values) by
unspecified background processes: the users of the transfer service.
Similarly, these user processes can read received data from the
channels Aout and Bout. The processes are initialized in an atomic
statement and started with the dummy err message.



Escape Sequences

{P} unless {Q}
A,

do
- bl1->B1
h2->B2

od unless {c->C}
D



Escape Sequences

A,

do
:bl1->B1
:b2->B2

::C - >break
od
C,
D



Other message types

mtype = { offhook, dialtone, number, ringing,
busy, connected, hangup, hungup };



Example phone line

active proctype pots()

{ chanwho;
idle: line?offhook,who;
{ who!dialtone;
who?number;
if

.- who!busy; goto zombie
.- who'ringing ->
who!connected,;

if
. who'hungup; goto zombie
.- skip
fi
fi
} unless
{if

. who?hangup -> goto idle
.- timeout -> goto zombie
fi

}

zombie: who?hangup; goto idle

}



Example phone line

active proctype subscriber()
{ chan me =[1] of { mtype };
idle: line!offhook,me;
me?dialtone;
me!number;
if
. me?busy
. me?ringing ->
if
.. me?connected;
if
. me?hungup
.. timeout
fi
.- skip
fi
fi;
melhangup; goto idle

}



Repetition

mtype = { msg, ack };

chan to_sndr = [2] of { mtype, bit };
chan to_rcvr = [2] of { mtype, bit };

active proctype Sender()
{ intseq_out, seq_in;

[* obtain first message */
do
:: to_rcvr!msg(seq_out) ->
to_sndr?ack(seq_in);
if
;. seq_in == seq_out ->
/* obtain new message */
seq_out =1 - seg_out;

:else
fi
od
}
active proctype Receiver()
{ intseq_in;
do

.. to_rcvr?msg(seq_in) ->
to_sndrlack(seq_in)

.. timeout ->  /* recover from msg loss */
to_sndrlack(seq_in)

od



Repetition

mtype = { msg, ack };

chan to_sndr = [2] of { mtype, bit };
chan to_rcvr = [2] of { mtype, bit };

active proctype Sender()
{ int seq_out, seq_in;

[* obtain first message */
do
:: to_revr!msg(seq_out) ->
to_sndr?ack(seq_in);
if
11 seq_in == seq_out ->
[* obtain new message */
seq_out =1 - seq_out;
:else
fi
::timeout->to_rcvr!msg(seq_out) ->
to_sndr?ack(seq_in);
if
11 seq_in == seq_out ->
[* obtain new message */
seq_out =1 - seq_out;

else
fi
od
}
active proctype Receiver()
{ int seq_in;
do

2 to_revr?msg(seq_in) ->
to_sndrlack(seq_in)
od



Synthetic version

mtype ={msg, ack };

chan to_sndr = [2] of { mtype, bit };
chan to_rcvr = [2] of { mtype, bit };

active proctype Sender()
{ int seq_out, seq_in;

/* obtain first message */
do
:: to_rcvrimsg(seq_out) ->
if
::to_sndr?ack(seq_in);
if
i1 seq_in ==seqg_out ->
/* obtain new message */
seqg_out =1 - seq_out;
selse
fi
::timeout-> to_rcvr!msg(seq_out)
fi
od
}

active proctype Receiver()
{ intseq_in;

do

;2 to_revr?msg(seq_in) ->
to_sndr'ack(seq_in)

::to_revr?msg(seq_in)

od



Producer-Consumer

mtype ={ P, C };
mtype turn = P;

active proctype producer()
{
do
o (turn ==P) ->
printf("Produce\n");
turn=C
od

}

active proctype consumer()
{
do
o (turn==C) ->
printf("Consume\n");
turn =P
od



Data Transfer Protocol

mtype = { ini, ack, dreq, data, shutup, quiet, dead };

chan M = [1] of { mtype };
chan W = [1] of { mtype };

active proctype Mproc()

{
W!ini; [* connection  */
M?ack; [* handshake  */
timeout -> [* wait */
if [* two options:  */
- Wlshutup [* start shutdown */
- Wldreq; [* or request data */
do
. M?data ->W!data [*send data  */
. M?data ->W!shutup;  /* or shutdown */
break
od
fi;
M?shutup; [* shutdown handshake */
WIlquiet;
M?dead

active proctype Wproc()

{
W?2ini; [* wait for ini  */
M!lack; [* acknowledge */
do [* 3 options:  */
- W?dreq -> [* data requested */
MI!data [*send data  */
.- W?data -> [* receive data */
skip [* no response  */
.- W?shutup ->
M!shutup; [* start shutdown */
break
od;
W?quiet;
MI!dead
}



Data Transfer Protocol

mtype = { ini, ack, dreq, data, shutup, quiet, dead }; active proctype Wproc()
{
chan M = [1] of { mtype }; W?ini; [* wait for ini >/
chan W = [1] of { mtype }; M!ack; [* acknowledge */
active proctype Mproc() do [* 3 options:  */
{ :: W?dreq -> [* data requested */
Wlini; /* connection  */ === Midata- - - - - - /*-send-data- - - -5/~ - - - -~ - - :
M?ack: /* handshake  */ E :: W2data -> /* receive data  */ :
'+ Mldata !
timeout -> /* wait */ i - W2shutup -> !
if /* two options: */ I |\_/|_'§hljt_up_, _____ /_*_ §t_<':1_rt_s_hqt_dpy\1r1 _f/ _______ )
:: Wishutup [* start shutdown */ d_break
_______ W!dreq. ______/*orrequestdata*/________ o0
? - * i *
(I;/CI). data -> [* receive data  */ Woquiet:

.- Wldata [*send data  */
- Wishutup;  /* or shutdown  */

i M!dead

M?shutup; [* shutdown handshake */
W!quiet;
M?dead



Alternating bit protocol

mtype = { msg0, msg1, acko, ackl };

chan to_sndr = [2] of { mtype };
chan to_rcvr = [2] of { mtype };

active proctype Sender()

{

again: to_rcvr!msgl;
to_sndr?ackl;
to_rcvr!msgo;
to_sndr?ackO;
goto again

¥

active proctype Receiver()

{

again: to_rcvr?msgl;

to_sndrlackl;
to_rcvr?msgo;
to_sndr!acko;
goto again



Rendezvous Communication

mtype = { msgtype };
chan name = [2] of { mtype, byte };

active proctype A()

{ name!msgtype(124);
name!msgtype(121)

h

active proctype B()
{ Dbyte state;
name?msgtype(state)

¥



