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Abstract. In the current era, where data is expanding due to the
unforeseen volume, velocity, and variety of data types produced by IoT
devices, there is an imperative need to manage such data in remote
IoT environments. However, these complexities have been inadequately
addressed by conventional data management methods. In such scenarios,
Distributed Hash Tables (DHTSs) have emerged as an effective solution
for efficient data storage and retrieval. Conversely, the dynamizature of
IoT data presents its own set of challenges, such as decreased perfor-
mance, inconsistent data, and increased overhead. To improve the per-
formance of DHT's, we examine their algorithmic properties in cloud, fog,
and edge computing environments, taking into account network designs,
resource availability, latency requirements, and data proximity. This sur-
vey explores the adaptation of algorithmic elements in DHT's for optimal
data administration in these cloud computing environments. Moreover,
we examine advanced techniques such as effective hashing, adaptive rout-
ing, defect tolerance mechanisms, and load balancing. In addition, we
address the challenges of managing vast and diverse volumes of [oT data,
taking into account the unique features and constraints of cloud, fog, and
edge environments. We also conduct contemporary research on security
and privacy, focusing on algorithmic and architectural solutions for data
integrity, confidentiality, and availability. This work enhances our com-
prehension of dynamic DHT algorithms and their potential for effective
data management across multiple computing paradigms by investigating
state-of-the-art research.

Keywords: DHTs + Cloud Computing *+ Fog Computing - Edge
Computing - [oT Systems

1 Introduction

In the information era, where data is generated at an unprecedented scale, speed,
and diversity due to the advent of the Internet of Things (IoT) devices, robust
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data management mechanisms are of paramount importance. Traditional data
management techniques have had their limitations exposed due to these evolving
complexities. Therefore, Distributed Hash Tables (DHTs) have been highlighted
as a viable option for managing data in remote IoT contexts due to their effective,
scalable data storage and retrieval capabilities. However, because of the dynamic
and diverse nature of IoT data, these typical DHTs encounter their own difficul-
ties, which can result in issues with decreased performance, inconsistent data,
and higher overheads.

The demand to overcome these limitations and enhance the capabilities of
DHTs is driving a new line of research into the algorithmic properties of DHTs in
various computing environments, including cloud, fog, and edge computing. Due
to variances in their network designs, resource availability, latency requirements,
and closeness to data sources, each of these paradigms calls for certain algorith-
mic considerations and adaptations. This research provides an in-depth analysis
of these algorithmic elements, evaluating how the methodology and underlying
algorithms of DHT's can be tailored for optimal data management in the cloud,
fog, and peripheral computing contexts. Focusing on the sophisticated algorith-
mic approaches inherent to DHTS, such as effective hashing, adaptive routing,
fault tolerance mechanisms, and load balancing, we provide an analytical per-
spective on the operation of DHTs in these three distinct contexts. We focus on
how these algorithmic choices operate while managing massive and varied data
volumes produced by IoT systems, taking into consideration the unique proper-
ties and limitations of cloud, fog, and edge settings. Apart from that, we examine
state-of-the-art methods in security and privacy research and difficulties linked
to DHTs, highlighting algorithmic and architectural solutions that seek to guar-
antee data integrity, privacy, and availability. Additionaly, this work contributes
to a deeper comprehension of the dynamic nature of DHT's algorithms and their
potential for effective data management across many computing paradigms. We
focus on underpinning the most recent findings in this field, offering insights into
the potential advantages and the likely future advances that can arise.

The rest of this survey is organized as follows. Section 2 presents the back-
ground and related work in the field of Distributed Hash Tables (DHTs) as
well as their algorithmic concepts. In Sect.3, we present DHTs suitable for
Cloud Computing while highlighting decentralized task management, privacy-
preserving aggregation, and object storage. Section4 presents DHTs in Fog and
Edge Computing Environments along with data management and use cases,
while Sect.b5 presents the Open Problems and Challenges. Ultimately, the sur-
vey concludes in Sect. 6 where the findings are presented as well as some possible
Future Directions on DHTSs.

2 Background and Related Work

The rapid growth in the volume, variety, and velocity of data has necessitated
the development of innovative storage and management solutions to meet the
demands of modern Big Data Systems. Traditional centralized data storage sys-
tems face limitations in scalability, performance, and fault tolerance as data
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volumes continue to expand. In response, Distributed Hash Tables (DHTs) have
emerged as an essential technology, offering decentralized, scalable, and fault-
tolerant mechanisms for distributed data storage and retrieval.

In this section, we overview the background and related work of various
DHTs, highlighting their distinctive contributions, optimizations, and applica-
tions in the context of Big Data Systems and Big Data Management.

— Pioneering DHTs: Chord, Kademlia, and Pastry are considered pioneer-
ing DHTSs, as they laid the groundwork for many subsequent designs. These
early DHTs introduced key concepts such as consistent hashing, logarithmic
routing tables, and baseSS routing, which remain relevant and influential
in contemporary DHT implementations. By demonstrating the potential of
decentralized data storage and retrieval, these DHTs helped shape the future
of distributed systems.

— Churn Resilience and Balanced Performance: Some DHTs, like Bam-
boo and Kelips, have been designed to address specific challenges associated
with distributed systems. Bamboo, for example, aims to provide efficient and
robust routing under high churn rates which is a common issue in peer-to-
peer networks. Conversely, Kelips focuses on achieving a balance between
maintenance overhead and lookup performance by implementing a soft-state
peer-to-peer membership protocol.

— Latency Optimization and Locality-Awareness: OneHop and SkipNet
are DHTs that target latency optimization and locality awareness. OneHop
prioritizes low-latency lookups by maintaining a larger amount of routing
information, which results in increased maintenance overhead. SkipNet, on
the other hand, employs the skip list data structure to enable efficient,
locality-aware routing, leading to performance improvements in specific use
cases.

— High-Performance Object Location and Retrieval: Coral is a DHT
specifically designed for high-performance object location and retrieval, with a
specialty similar to the BitTorrent protocol. By optimizing for a particular use
case in the IoT context, Coral showcases the potential of DHTs for supporting
efficient, distributed file-sharing systems.

— Enterprise-Grade DHTs: DHTSs such as Apache Cassandra, Riak, and
Voldemort have been tailored for enterprise use, underpinning large-scale
distributed systems for organizations like LinkedIn and Amazon. These
enterprise-grade DHT's often incorporate additional optimizations and fea-
tures, such as tunable consistency levels, support for complex data types,
and seamless integration with other Big Data technologies. This versatility
renders them suitable for a broad range of industrial applications.

In summary, the variety of options of Distributed Hash Tables has played a
crucial role in advancing Big Data Systems and Big Data Management in the IoT
context. The ongoing adaptation and evolution of DHTs have paved the way for
a new generation of distributed systems capable of managing the ever-increasing
demands of a data-driven society.
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2.1 Literature Review

Through our detailed research, we found a significant gap: there is not a single
review that fully examines DHT-based strategies from various angles, including
the structure and communication of systems, especially in multiple areas like
blockchain, fog and cloud computing, IoT, and edge computing. This also extends
into Online Social Networks (OSNs), Mobile Ad Hoc Networks (MANETS), and
Vehicular Ad Hoc Networks (VANETS). In other words, there is a noticeable lack
of deep-diving research that explores how DHT-based applications can be uti-
lized in different technological fields, even with new insights emerging in specific
domains. For example, interconnected clouds are explored in [82], fog computing
in [35,84,91], and cloud computing in [4,21], each uncovering unique challenges
and opportunities for integrating DHT approaches. In light of this, it is crucial
to pull together these important, yet scattered, insights to better understand
how DHT mechanisms can be applied and integrated into these fast-developing
tech areas.

The sole extant study on DHT-based techniques in the blockchain area is
[8], which provides a cursory evaluation of the application of DHT-based data
storage capability. This work focuses on factors such as privacy, trustworthiness,
integrity, data management and load balancing, all of which are thoroughly
addressed in this survey. In the IoT context, existing DHT-based surveys pri-
marily focus on features such as routing and lookup processes and mobility
management [25]. The DHT-based approaches for scalability and service discov-
ery, which are included in this survey, are, however, not covered in the talks in
those surveys.

Neither of the previous studies, including those by [16,72,99] employ a DHT-
oriented approach in their classification of Online Social Networks (OSNs). They
only cover a brief analysis of DHTs as a potential contender for distributed
routing and storage management among other OSN-based technologies. Aspects
like spam prevention, service discovery, and data dependence management-all
of which are thoroughly discussed in this survey-remain untouched as a result.
The only current DHT-based survey in the realm of Mobile Ad Hoc Networks
(MANETS), [2], concentrates on routing methods without diving deeper into
elements covered by this study, such as data transfer, dynamic topology man-
agement, and traffic overhead relocation. Similar to how our survey covers service
discovery, scalable routing, security, and privacy, the only DHT-based study [13]
in the field of vehicular ad hoc networks (VANETS) to date only looks at the use
of DHTs for distributed cluster management. Furthermore, these existing sur-
veys lack a thorough investigation of the challenges, open problems, and research
guidelines related to the utilization of DHTs in their respective domains.

In summary, this literature review highlights the absence of comprehensive
surveys that encompass DHT-based approaches in various domains, including
fog, blockchain, 10T, edge, OSNs, cloud computing, MANETSs, and VANETS. It
highlights the necessity of a survey that covers the utilization of DHTSs in these
domains and addresses aspects such as integrity, privacy, trustworthiness, data
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management, load balancing, scalability, service discovery, routing, security, and
privacy.

2.2 Definition of a DHT

Distributed Hash Tables (DHTs) are an aspect of decentralized systems that
map keys to values in a way that allows any participating node in the network
to efficiently retrieve the value associated with a given key. Each network node
and data item in a DHT is given a distinct key, which is commonly represented
by an IP/port combination for nodes and by file names or other distinctive
identifiers for data. Assuming that the keys are evenly distributed, this mapping
is deterministic, guaranteeing that for every given input, the associated key will
stay consistent.

DHTs are frequently used as the base for peer-to-peer (P2P) networks with
overlays, where the structure of the DHT defines the underlying network archi-
tecture. This approach enables every network participant to easily find the node
associated with a certain key. Furthermore, data may be stored in the network
and accessed by utilizing the identity of the node linked with the key used to
store the data.

Before we dive into the functionality of Distributed Hash Tables (DHTS) in
the context described, let us briefly introduce the concepts of Voronoi cells, data
points, and Delaunay triangulation to establish a foundation for the forthcoming
discussion. In computational geometry, a Voronoi diagram partitions a plane into
regions based on the distance to points in a specific subset of the plane. Imagine
scattering seeds (data points) across a field. The region of land that is closest
to a particular seed—where any point in that region is closer to that seed than
to any other—forms a Voronoi cell. Essentially, each seed (data point) owns its
own distinct Voronoi cell, comprising all points in a plane that are nearest to it
relative to other seeds. This partitioning offers a structured, yet decentralized,
method to efficiently locate and access data points in a distributed network. In
harmony with this, Delaunay triangulation comes into play by connecting these
data points in a way that no point is inside the circumcircle of any triangle in the
triangulation, creating a network of neighbors that allows for efficient pathfinding
and data retrieval strategies, seamlessly aligning with its application in DHTs.

A DHT can be conceptualized as an area populated by Voronoi cells and
data points. Each node is responsible for preserving the data within its Voronoi
cell, whose boundaries are determined by its closest neighbors. The Delaunay
triangulation pertinent to the node in question includes Voronoi cell neighbors
sharing a border with the node in question. From any node in the network, one
can ascertain, in sublinear time, the node responsible for a particular key or a
specific position in the DHT.

In essence, despite the variability in the specifics of different DHT protocols,
the following features are indispensable to their design:
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— Distance Metric: Central to any DHT is the concept of a distance metric.
This requires establishing a mechanism to calculate the distance between two
items. Once such a metric is defined, it allows us to articulate what it means
to say that a certain node is responsible for the data in its vicinity.

— Definition of Proximity: Proximity or closeness is an essential concept in
a DHT because it determines which node is responsible for which data, which
nodes are its closest neighbours, and how a node should interact with them.
Although the concepts of closeness and distance are interconnected, they are
in fact distinct. To help clarify this point, we refer to the example of Chord
[77], where the distance between two points ¢ and b is defined as the shortest
path around the circle in either direction.

— Midpoint Definition: This function determines the point in the DHT that
is equally distant between any two specified locations.

— Peer Management Strategy: The backbone of a DHT’s definition is its
peer management strategy. Factors such as the size of the peer group, the
data they contain, and the frequency at which their status is checked are all
components of the peer management strategy. Most trade-off decisions are
made at this stage of the DHT configuration process.

Generally, it is not necessary to devise a specific DHT routing scheme. In
accordance with the universal routing concept, which is utilized by all DHTSs, a
message is sent to the closest known node to the destination. The exact routing
scheme employed is determined by the protocol. Kademlia, for example, uses
concurrent iterative queries for routing, whereas Chord permits both iterative
and recursive routing. This illustrates the adaptability of DHT routing mecha-
nisms.

2.3 Terminology

Due to the vast variety of DHTSs, different authors have used different names to
define congruent DHT components, as certain terminology may only make sense
in particular contexts. Due to the fact that this work will discuss numerous
DHTs with distinct terminology, we have developed a unified vocabulary:

key - A common hashing technique uses a 160-bit hash produced by a hash
algorithm that correlates to a distinct! SHA-12.

ID - A key that connects to a certain node is the ID. A node’s ID and the actual
node cannot be distinguished from one another. In this work, nodes, and files
are referred to by their IDs and keys, respectively.

1 One-of-a-kind with a very high probability. Since it is extremely unlikely, formal DHT
specifications frequently ignore the hash collision risk. Any of the collision resolution
techniques, including chaining and linear probing, may be used to handle this for
any file. The only canonical solution to a collision between two nodes, whether it is
a node or a file, is to hope it doesn’t happen.

2 Many businesses are discontinuing SHA1 in 2017 because of the study on hash col-
lisions [76] and the availability of hardware available to do SHA hash collisions.
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Peer - Added to the network of active users. This section makes the assumption
that each peer is made up of a unique set of hardware.

Peerlist - All of a node’s peers that it is aware of. The routing table is the conven-
tional name for this, however, various DHTs [67,94] overload the terminology.
A subset of the entire peer list is any table or list of peers.

Short-hops - The group of peers that, per the DHT’s measurement, are “adja-
cent/nearest” to the node in the keyspace. These are the node’s predecessor(s)
and successor(s) in a 1-dimensional ring like Chord [77]. They may also be
referred to as “neighbours”. The part of the peer list that the node is not
immediately next to is known as a long-hop, alternatively known as extended
connections, shortcuts, or fingers.

Root Node - The node in charge of a certain key is identified as the Root Node.

Successor - The root node’s alternate name. The neighbour who will take up a
node’s tasks if it leaves the network is known as its successor.

n nodes - It refers to how many network nodes exist.

Similarly, with slight variations, all DHTs carry out identical processes.

lookup(key) - This approach locates the root node of the key. The lookup
function must be used in some fashion in almost all DHT operations.

put (key, value) - The root node of the key contains the value. Unless oth-
erwise stated, key is taken to be the hash-key of value. The Tapestry is in
opposition to this idea.

get (key) - Lookup-like, but returns the value stored by key:put. This is a minor
distinction, as lookup (key) may be used to directly query the matching node.
However, many systems utilize backup and caching techniques, which keep
several copies of the object over the network. We can use get if it is a backup
or if we do not emphasize which node provides the value mapped with key.

delete(key, value) - This does not require further explanation as DHTs typi-
cally do not focus on the key deletion and allow the application to make that
choice. DHTs commonly make the assumption that the key-value pairs they
store have a finite lifespan and are automatically deleted after that when they
do address the problem.

Each node must have the ability to join and take care of itself locally.

join(). There are two steps to the join operation. Prior to joining, the connected
node must create its peer list. It must initialize a peer list even if it is not
required to have a complete peer list when it joins. The connecting node must
secondly inform other nodes of its presence.

Maintenance. Typically, maintenance techniques fall into one of two categories:
lazy or active. When doing lazy maintenance, peers are assumed to be in
good health until they prove otherwise, at which time they are immediately
replaced. Peers are periodically ping-ed and replaced in active maintenance if
they can no longer be located. In fact, only neighbors receive proactive care,
while everything else suffers slack upkeep.
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The overlay peerlist, geometry, fault-tolerance and lookup function imple-
mentation in DHTs are all examined in this paper. Since the leave () procedure
is quite straightforward and of little significance, we presume that nodes never
depart the network gracefully and instead always fail unexpectedly.

2.4 Chord

Making a new ring-based DHT without being influenced by the Chord prototype,
often known as Chord, is challenging [77]. It is highly renowned for its user-
friendly routing, rules that make figuring out who owns a key very simple, and
large number of variations. Chord has been awarded the 2011 SIGCOMM Test
of Time Award for its prominence in Computer Science. Recent studies have
revealed that Chord has not been implemented correctly for more than ten years
and that many of the invariant qualities Chord claimed to have may occasionally
fail [92].

List of Peers and Geometrical Distribution. All messages in Chord travel
upstream and wrap around by bouncing from one node to the next with a larger
ID. It is a 1-dimensional flexible ring. A unique m-bit key that corresponds to
one of the 2m spots on a ring or ID is generated for each network participant
and their associated data. Figure 1 depicts a Chord network example.

Fig. 1. 16 nodes in a Chord ring. The fingers are seen cutting through the ring (long
hop connections).

All information whose keys are upstream from its predecessor’s ID and down-
stream from its own ID is controlled by a network node. A node that controls
a key is known as the root or successor of that key. Recursive upstream node
queries are used to carry out the lookup and routing operations. In this strategy,
searching for a key would take O(n) time if you just questioned your neighbors.

The finger table, a database containing m shortcuts to other peers, is present
on each node to expedite lookups. The node that is the successor of the key
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n + 271 mod 2™ is the i-th item in the finger table of a node n. The finger
that is nearest to the key being looked for is queried by nodes during a lookup,
but they do not pass the finger until they get to the root node. The search area
for a key is roughly halved with each hop. With an average number of hops of
10(logy(n)), Chord now has a highly scalable lookup time of log,(n) for any
key [77]. The peer list also contains a list of s fault-tolerant neighbors in each
direction in addition to finger tables. This increases the overall size of the peerlist
to loga(2™) + 2 x s = m + 2 x s, assuming that each entry is unique.

Join Operations. Within the context of network integration, the act of joining
the network entails a series of coordinated operations. This process initiates when
a given node, referred to as n, initiates a request to node n’, seeking assistance in
locating its designated successor (n). This successor node is carefully chosen by
node n based on relevant data, while the maintenance infrastructure promptly
disseminates information to ensure that the existence of node n is acknowledged
by other network nodes. During this transitional period, node n performs a cru-
cial role in assuming certain responsibilities that were previously allocated to its
predecessor’s successor. Under this scenario, node n ensures the continuity and
smooth functioning of the network, mitigating any potential disruption caused
by the transition.

Robustness. In the spectrum of robust network architectures, the Chord pro-
tocol presents a noteworthy approach that ensures data resilience through a
sophisticated backup mechanism. By using a strategy wherein nodes back up
their data to their immediate predecessors, known as upstream nodes, Chord
effectively fortifies the network against potential failures and disruptions. This
mechanism becomes crucial due to the fundamental elements of Chord’s key
management system, wherein a node’s closest successor assumes control over its
keys upon departure or failure.

The employment of backup procedures to the immediate predecessors, or
upstream nodes, serves as a vital safeguard for preserving data integrity within
the Chord network. By distributing the responsibility of data storage among
these preceding nodes, Chord significantly reduces the risk of material loss, par-
ticularly during scenarios where multiple nodes experience simultaneous failures.
The presence of a successor list further diminishes the likelihood of data loss, as
it allows for seamless reassignment of key control in the face of node departures
or failures. It is worth noting that Chord’s robustness is not achieved with-
out an associated cost. In terms of message complexity, the backup mechanism
necessitates O(lg*(n)) messages. This factor indicates the computational over-
head incurred by Chord’s upkeep cycle, but it also demonstrates the protocol’s
meticulous attention to ensuring network resilience. By investing in this level of
redundancy and backup mechanisms, Chord strives to uphold a high degree of
robustness and data availability.

For a comprehensive understanding of Chord’s maintenance cycle, including
detailed insights into its backup mechanisms and resiliency features, interested
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readers can refer to the extensive documentation available in [77] which offers a
comprehensive analysis of Chord’s design principles, architectural nuances, and
contributions to the field of robust network protocols.

Applications. An application of Chord DHT on IoT has been developed in [6].
The application focuses on leveraging the Chord protocol, which is a distributed
lookup protocol for decentralized P2P systems, to enable efficient communication
and coordination among LoRa wireless sensor nodes. LoRa technology is known
for its low-power, long-range capabilities, making it suitable for wireless sensor
networks.

2.5 Kademlia

Since a modified version of Kademlia (Mainline DHT) serves as the foundation
of the BitTorrent protocol, it is possible that Kademlia [50] is the DHT that
is most well-known and often utilized. In order to make nodes able to consume
peer list changes with each query, Kademlia was created.

Peerlist and Geometry. Kademlia employs m-bit keys for files and nodes,
similar to Chord. The binary tree-based architecture used by Kademlia, on the
other hand, uses nodes as the tree’s leaves. The XORing of the IDs of any two
nodes in the tree yields the distance between them. In contrast to Chord, where
distances are not symmetric, the XOR distance metric assumes that they are.

Kademlia nodes use a routing table with m lists, referred to as k-buckets,
to keep information about the network. There are up to k nodes for each k-
bucket that are between 2' and 2i*!', where 0 < i < m. A network subtree
that is external to the node is represented by each k-bucket. The least recently
observed eviction approach, which avoids active nodes, is used to maintain each
k-bucket. The sender’s details are added to the tail of the relevant k-bucket
each time the node gets a message. The information is relocated to the tail if it
already exists. The node begins pinging the nodes in the list from the top down
if the k-bucket is full. In order to make place for the new node at the tail, a
node is deleted from the list as soon as it doesn’t respond. If there are no further
updates to the k-bucket for a while, the node does a refresh on it. A refresh in
the k-bucket is a lookup of a random key.

Lookup. The lookup(key) transmits one message and returns the data for one
node in the majority of DHTs. In Kademlia, both of these elements of lookup are
different: each node that receives a lookup(key) returns the k£ nearest nodes to
key that it is aware of. The lookup is performed simultaneously. The searching
node initiates a lookup (key) process by sending parallel lookups to the o nodes
from the corresponding k-bucket. These alpha nodes will each asynchronously
provide the k closest nodes it is aware of that are closest to the given key. The
node will keep sending lookups as they return their findings until no more nodes
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are identified. If the destination is a network-stored file, the lookup will also be
successful if a node claims to have that file.

Joining. An initial contact is made by a joining node before it does a lookup
on its own ID. New nodes are added to the joining node’s peer list and made
aware of by other nodes at each stage of the lookup method. Last but not least,
the joining node does a refresh on each k-bucket that is farther away than the
node it is aware of.

Fault-Tolerance. By repeatedly executing the store command, per file stored
on the network is actively republished by nodes once every hour. Two opti-
mizations are employed to prevent network flooding. If a node receives a store
command on a file it is holding, the timer for that file is first reset, assuming that
k —1 other nodes also received the command. This indicates that each hour, just
one node republishes a file. Second, a republish does not include lookup. The
puts operation of the file in the k closest nodes to the key during store(data)
operation adds additional fault tolerance. Apart from the operations such as
lookup, there is minimal active or routine maintenance involved.

2.6 CAN

The Content Addressable Network (CAN) [62] runs on a d-dimensional torus,
having the entire coordinate space divided among members, in contrast to the
other DHT's discussed in this article. The keys that are contained in the “zone”
that a node owns are its responsibility. Every key gets hashed into one of the
geometric space’s points.

Peerlist and Geometry. The utilization of a peer list in the CAN (Content
Addressable Network) protocol is characterized by its minimalistic nature, con-
sisting solely of neighboring nodes. To establish an efficient routing scheme, CAN
assigns a distinct geometric area within the coordinate space to each participat-
ing node. In addition, each node maintains a routing table that contains an
extensive list of neighboring nodes in close proximity.

The size of the routing table in CAN is determined by the parameter O(d),
which corresponds to the number of dimensions. This parameter influences the
capacity of the routing table, dictating its ability to accommodate node entries.
In a populated CAN network, characterized by the presence of at least 2d nodes,
a lower bound constraint of 2(2d) is imposed on the routing table size. This
constraint becomes evident upon closer examination of each axis, as it guarantees
that each axis is encompassed by at least one node at both ends. Crucially, when
the network undergoes fragmentation due to a growing number of nodes joining,
maintenance algorithms enable the routing table to dynamically expand and
adapt, ensuring it can effectively accommodate the changing network topology.
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Lookup. The lookup operation in CAN (Content Addressable Network)
involves a structured routing process, in which each node collaborates with its
neighbors. Every node maintains a routing table that establishes connections to
adjacent nodes or those with which it shares a boundary area. According to the
routing method, the lookup message is sent to the neighbor who is closest to
the destination in each hop until it reaches the responsible node. This simplistic
routing approach requires a minimal storage space of 2 - d and achieves an aver-
age path length of % ‘nd ina spatially uniform distribution across the network’s
n nodes. In CAN, the overall time required for a lookup operation is bounded
by the expression O(ni) hops, reflecting the scalability of the network.

Interestingly, during the creation of CAN, Kleinberg was concurrently investi-
gating small-world networks, as mentioned in [40]. Kleinberg’s research on lattice
networks demonstrated analogous characteristics with the introduction of just a
single shortcut. In contrast, CAN stands out as a network without any shortcuts.
In the event of a lookup failure, a node resorts to selecting the next best avail-
able route. But it’s crucial to remember that the greedy lookup strategy might
not always work if it happens before a node can recover from churn-caused dis-
turbances. Unsuitable candidates are found using an expanding ring search as a
fallback method. This approach restarts the greedy forwarding mechanism and
ensures the eventual completion of the lookup process.

Joining. The joining procedure involves splitting the geometric space among
the nodes. In order to locate the node m now in charge of location P, a member
of the node is contacted by node n with position P. The area of node m is
divided so that each node is in control of half once node n informs node m of
its intention to join. After the new zones are defined, n and m build the routing
table for n from its previous neighbors and m. The tables of these nodes are then
updated when they are notified of the most recent changes. As a consequence,
only O(d) nodes are impacted by the join operation. The original publication by
CAN [62], provides further information on this splitting procedure.

Repairing. A node in a DHT alerts its neighbors that it is departing often
has little impact on the network in CAN scenarios. A leaving node’s (f) zone is
simply moved to a neighboring zone of equal size, uniting the two zones. Minor
issues arise when there isn’t an equally-sized neighbor and this isn’t practicable.
Whenever this fragmentation happens, the zone belonging to f is assigned to
the neighbor with the smallest area, which has to remain while it’s been fixed.
Unexpected failures can also be handled very easily. Each node transmits a
pulse to its neighbors that include both that of its neighbors and its own. A node
starts a takeover countdown if it doesn’t hear a pulse from f after a certain
number of cycles and thinks that f has ended in failure. The node attempts to
occupy f’s space by sending a takeover message to all of f’s neighbors after the
timer expires. The volume of the node is included in this message. A node that
gets a takeover message has two choices: it may either reply with a takeover
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message of its own or if its zone is smaller than the broadcaster’s, it can cancel
the countdown.

In CAN, when a node fails, the neighboring node with the smallest zone
typically assumes control of the zone that belonged to the failed node. This rule
produces rapid recoveries that only impact O(d) nodes, but it necessitates the
use of a zone reassignment method to eliminate the fragmentation brought on
by takeovers. In conclusion, fragmentation must be repaired by a maintenance
method even when a failing node is discovered very instantly and recovered
rapidly. As mentioned earlier in the text, Ratnasamy et al. [62] also present the
concept own using landmarks to choose coordinates, rather than a has function.
The round-trip time (RTT) to each of the m landmarks is computed by each
node. Which yields one of m! permutations. The keyspace is partitioned into m!
regions, each corresponding to one of the orderings. A joining node now chooses
a random location from the region corresponding to its landmark ordering.

Design Improvements. Ratnasamy et al. identified a number of improvements
that could be made to CAN [62]. Some of these improvements have already been
explored in Sect. 1. Adding more dimensions to the coordinate space is one way
the system has been modified. Increasing d improves fault tolerance and reduces
path length. One concept Ratnasamy et al. introduces is the idea of multiple
coordinate spaces existing simultaneously, called realities. Each object in the
DHT exists at a different set of coordinates for each reality simultaneously.

So a node might have coordinates (xq,¥o,20) in one reality, while having
coordinates (1, y1, 21) in another. Independent sets of neighbors for each reality
yield different overall topologies and mappings of keys to nodes. Multiple realities
increase the cost of maintenance and routing table sizes but provide greater fault
tolerance and greater data availability. A final modification involves permitting
multiple nodes to share the same zone, meaning that zones are not necessarily
required to split during a join operation.

2.7 Pastry

Both Pastry and Tapestry [67,94], which share many similarities, employ a
prefix-based routing mechanism first developed by Plaxton et al. (see [61]). In
Tapestry and Pastry, every key is encoded as a base 2b number (usually in Pas-
try b = 4, producing a hexadecimal that is easily readable). The peer list that
results most closely resembles an induced hypercube topology [11], with each
node serving as a vertex. The use of a proximity metric is one noteworthy aspect
of Pastry. This statistic indicates that IDs close to the node are used by the peer
list.

Peerlist. Three elements make up Pastry’s peer list: the routing table, a leaf set,
and a neighborhood set. The routing table has 2° — 1 items per row and log,s (n)
rows. The peers in the routing table whose first ¢ digits match the sample node
ID are found at the ith level. As a consequence, peers without a shared prefix
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with the node are found in row 0, followed by peers with a shared prefix in row
1, peers with a shared prefix in row 2, etc. There is one record for each of the
20 — 1 potential differences since each ID is a base 2b number. Using the system
node 05AF as an example, which has a hexadecimal keyspace that spans from
0000 to FFFF and a b = 4 value, we can see how this works.

— A suitable peer for the first level 0 entry would be 1322.

— A suitable peer for the tenth® entry of level 1 would be 0AF2.

— A suitable peer for the ninth level one entry would be 09AA.

— For the second entrance of level 3, 05F2 would be a suitable peer.

The L nodes with the numerically closest IDs are stored in the leaf set, with
half of it being utilized for lower IDs and the other half for bigger IDs. 2° or 20+1
is a common value for the constant L. The leaf set is utilized for routing when
the destination key is close to the ID of the current node. The neighborhood
set includes the L closest nodes, as measured by a certain proximity metric.
However, this set is not typically used for routing purposes.

Lookup. The lookup procedure is a simple example of a recursive process. The
lookup(key) is complete when the leaf set, which are the nodes closest to the
current node, include the key. In this situation, the destination will be either
the current node or the leaf set.

If the target node cannot be instantly identified, the node consults its routing
database to ascertain which node it should connect to next. The length [ shared
prefix in the lth entry of the node’s routing table is searched. The lookup is
continued using the element from this row that matches at least one further
digit of the prefix. The closest ID from the whole peer list is used to begin the
lookup if this item is absent or has failed. Given that the search space is reduced
by 2% for each hop along the routing table, lookup is predicted to take [logys |.

Joining. In order to join the network, node J sends a join message to A, a
node that is close by according to the proximity metric. The root of X receives
the join message., which we’ll refer to as root, much like a lookup. A copy
of each node’s peer list that got the join is sent to J. The routing table’s ith
row is created by copying the ith node contacted during the join, and the leaf
set is created by copying the leaf set from the root. Because join requires that
A and J be near to one other, from A’s neighborhood set, the neighborhood
setting is replicated. This indicates that the neighborhood specified for A would
be nearby. Each node in the table receives a copy of the joining node’s peer list
after it has been created, allowing them to update their routing tables. A join
has a constant coefficient of 3 * 2° and a cost of O(loghn) messages.

3.0 is the Oth level.
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Fault Tolerance. Pastry repairs its routing table and leaf set in a less thorough
manner. If a leaf set node fails, the node contacts the leaf set node with the
lowest or biggest ID, depending on whether the failed node’s ID was smaller
or bigger. The node replaces the rejected item and returns a copy of its leaf
set. When a node fails and the node is present in the routing table, it contacts
another node with an item in the same row to identify a replacement. In order
to maintain track of its members, the neighborhood set is actively monitored.
When a neighborhood set member becomes unresponsive, the node copies the
neighborhood set of another entry and makes repairs from that selection.

Proximity Metric. Pastry’s goal is to minimize the “distance” messages travel,
where distance can be defined by some metric, typically the number of hops.
The keyspace nodes closest to the node make up the leaf set. According to the
distance measure, the nodes closest to the node make up the neighborhood set.
Guarantees routing time is < logn in typical operation. Guarantees eventual
delivery except when half of the leaf nodes fail simultaneously.

2.8 Tapestry

Tapestry [94] is based on the same prefix-based lookup [60] as Pastry [67] and
the peer list and lookup operation share many similarities. Tapestry views itself
more as a DOLR [14]. This essentially means that it is a distributed key-based
lookup system like a DHT [30], but with some subtle differences at the abstract
level which manifest as large % implementation changes. The essential difference
here is that Tapestry has servers publish records/objects on the network, which
direct lookups to the server. The assumption here seems to be that the servers,
not the responsible node, serve the actual data. DHTs care or don’t care on
an application-to-application basis whether keys are associated with records or
content.

Symphony and Small World Routing. Despite the fact that Chord [77]
and Symphony [49] are both 1d ring-based DHTs, [40] uses small world network
principles to build Symphony, which is a comparable DHT. The term “small
world networks” originates from a phenomenon that psychologists observed in
the late 1960s. In the experiments of [52], participants were assigned the task
of delivering a letter to a specific recipient; in one experiment, the recipient was
a stockbroker based in Boston, while in another, it was the wife of a divinity
student in Cambridge. The participants were guided by instructions that allowed
them to pass the letter only to someone they considered to have a stronger
likelihood of personally knowing the intended recipient. For messages to reach
their intended recipient in these communications, there were only an average of
5 hops between a theme and a participant.

This inspired research into building a network with links spread randomly yet
with quick lookup times. Kleinberg’s navigation technique [41] showed that nodes
could deliver messages in (’)(log2 n) hops in a two-dimensional lattice network
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by using just their neighbors and a single randomly chosen® finger. This means
that a O(1) sized routing table may do a O(log®n) lookup.

Peerlist. Symphony employs a 1-dimensional ring as opposed to Kleinberg’s 2-
dimensional lattice®, which is essentially a 1-dimensional lattice, like Chord. As
opposed to employing a keyspace with values ranging from 0 to 2" —1, Symphony
distributes keys with m bits to the modular unit range [0,1). With the help of
%, this position was discovered. Although the design is somewhat arbitrary,
it simplifies the process of making selections from a random distribution.

Similar to Chord, nodes are aware of both their immediate predecessor and
successor. Similar to Chord, Nodes also maintain a list of k¥ > 1 fingers, these
fingers are chosen at random, unlike Chord. The probability distribution for
these fingers is given by the equation e!(+(rand480-1.0) "where rand4s() is a
C function that generates a random float double between “0.0” and “1.0” and
“n” is the total number of nodes in the network. Since n is difficult to quantify
in P2P networks because of their dynamic nature, each node approximates it
based on how close or remote its neighbors are.

In Symphony, it is noteworthy that the links are bidirectional, which leads
to each node having a total of 2k fingers. Essentially, when a node sends a finger
to a peer, the peer responds by generating a finger in return.

Joining and Fault Tolerance. In Symphony, the fault tolerance and joining
procedures are quite simple. In order to retrieve the parent node’s ID after identi-
fying it, to locate the parent node, a joining node requests help from a member.
After integrating itself between its predecessor and successor, the connecting
node creates its fingers at random. The usage of successor and predecessor lists
handles failures of close neighbors. Failures for fingers are handled in a lazy man-
ner, and when one is discovered, another randomly generated connection is used
in its stead.

2.9 ZHT

One of the fundamental principles in DHT design is the recognition that churn
- the continual process of nodes joining and leaving the network - is a critical
factor necessitating ongoing maintenance. In light of this, nodes are designed to
maintain only a minimal subset of the entire network for routing purposes. For
the great majority of distributed systems, storing the complete network is not
scalable owing to bandwidth restrictions and communication overhead brought
on by the frequent joining and departing of nodes.

The bandwidth and memory requirements for every node to store a complete
record of the routing table are insignificant in a system that does not account for
churn. This would be the case with a high-performance computer cluster or data

4 Randomly chosen from a specified distribution.
5 Technically, this is a one-dimensional lattice.
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center, where churn is often brought on by hardware failure rather than user
attrition. Such a mechanism may be seen in ZHT [45] and Amazon’s Dynamo
[17]. A “zero-hop hash table,” or ZHT, makes use of the predictable lifetime of
nodes seen in High-End Computing systems. Nodes are added at the start of a
job and deleted at its completion. ZHT can do a lookup in O(1) time thanks to
this attribute.

Peerlist. ZHT uses a 64-bit ring to operate, giving it a total of N = 264
addresses. ZHT strictly restricts the amount of physical nodes allowed in the
network to m. Resulting in n divisions of % = % keys. The partitions are
distributed equally over the network.

There are ¢ virtual nodes and k physical nodes in the network, and on each of
them, ZHT is being used in at least one instance (virtual node). Each instance in
the ring is in charge of a certain range of partitions. Since the network experiences
minimal or no churn, each node maintains a current list of all other nodes. This
list doesn’t require frequent updates due to the network’s stability. The cost of
memory is remarkably low. The footprint of each instance is 10 MB, and each
item in the membership table only requires 32 bytes per node. This indicates
that there are 0-2 hops involved in routing.

Joining and Fault Tolerance. ZHT employs either a static or dynamic mem-
bership. In the case of static membership, once the network is bootstrapped, it
does not allow any new nodes to join. In the case of ZHT, dynamic membership
allows nodes to join at any moment. A random member is approached and asked
for a copy of the peerlist in order to join. The most severely overloaded node
can be identified by the joiner. To take over the partitions of that node, the
joiner chooses a network address. As per Fault Tolerance, ZHT addresses only
scheduled network exits or hardware failures. For data redundancy, nodes create
backups with their neighboring nodes.

3 DHTs in Cloud Computing

DHTs are pivotal in orchestrating a symphony of seamless interactions within
cloud computing environments, ensuring that resources are utilized efficiently
and that data is accessible in a decentralized manner. Figure2 encapsulates
these concepts visually, providing an illustrative overview of the integral role
and operational mechanics of DHT's in cloud computing environments.

The DHT-based solutions for cloud computing are summarized in Table 1.
This table categorizes various proposed solutions according to certain key
attributes, such as the type of solution (e.g., Infrastructure or Application), the
Distributed Hash Table (DHT) strategy employed, the kind of nodes involved,
the domain (i.e., Centralized, Decentralized, or Distributed), and the primary
benefits associated with the solution. These strategies involve various DHT tech-
niques, like Voldemort, Skip Graph, and Chord, and they cater to different layers
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Fig. 2. An Overview of a DHT System in the Context of Cloud Computing.

and aspects of cloud computing, addressing challenges in storage, computation,
task scheduling, and data distribution, among others. The varied domains and
benefits indicate the versatility and applicability of DHT-based approaches in
addressing the multifaceted challenges encountered in cloud computing environ-

ments.

Table 1. An overview of DHT-based Solutions for Cloud Computing
Solution Type DHT Nodes Domain Benefits
Optimization of | Infrastructure | Voldemort | Servers Centralized Cost Reduc-
Storage  Costs tion
[97]

Optimization of | Infrastructure | Voldemort | Virtual Centralized Cost Reduc-
Compute Costs Machines tion
[98]
Cluster Task | Application Chord Virtual Decentralized | Task Distri-
Scheduling [88] Machines bution
m-Cloud [53] Application | General Cloud Domains | Decentralized | Resource
Integration
Game  Object | Application Chord Game Objects | Distributed Game Data
Storage [39] Management
IPFS [7] Application | Kademlia | Data Objects Decentralized | Distributed
File System
Time-sensitive | Application General Symmetric Decentralized | Temporal
Object Storage Keys Data  Stor-
[89] age
P2P Streaming | Application General Video Chunks Distributed Media Dis-
(27 tribution
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3.1 Decentralized Task Management

A container encompasses a complete runtime atmosphere, encompassing an
application alongside all its prerequisites and libraries essential for execution.
The purpose of containerization is to facilitate software mobility across diverse
computing environments through isolation. A container cloud, meanwhile, refers
to a platform responsible for managing and scheduling the computational tasks
within containers. Kubernetes stands as a prominent instance of such container
clouds, widely employed within the industry.

Clustering the containers is how the container cloud orchestrates them. One
master node oversees the administration of tasks across all of the nodes in each
cluster, which controls how the cluster as a whole is run. However, depending
only on a master node might be problematic since it presents a single point of
failure and can lead to performance bottlenecks as the cluster gets bigger. This
work presents a decentralized task management system based on a Distributed
Hash Table (DHT) to address these scalability and reliability challenges [88].

The suggested approach replaces the whole cluster with a node-based decen-
tralized DHT overlay. This overlay is used by nodes to find other nodes and their
available resources. A node describes its state using a unique key and delivers its
address as the associated value within the DHT to communicate its existence to
others. The management protocol, which runs on each node, obtains from the
DHT the status information of other cluster nodes. Utilizing this data, it makes
informed task scheduling decisions, efficiently distributing jobs across the node
itself or other nodes within the cluster.

3.2 Privacy Preserving Aggregation

A Distributed Hash Table (DHT) structure is used by the m-Cloud [53] system to
aggregate sensor data while protecting user privacy. A federation of many cloud
domains is used in this strategy. Cloud federation is a system concept where
several administrative domains communicate information from their individual
private clouds with one another [78]. A depiction of the cloud federation system
model is presented in Fig. 3, where a larger federated cloud domain consists of
four inner private cloud domains. The sensor data must be collected in parts
by each cloud domain. To protect the privacy of specific sensor data, the data
inside each cloud domain is aggregated before being shared with others.

A Distributed Hash Table (DHT) structure is used by the m-Cloud [53]
system to aggregate sensor data while protecting user privacy. A federation of
many cloud domains is used in this strategy. Cloud federation is a system con-
cept where several administrative domains communicate information from their
individual private clouds with one another [78]. In Fig. 3, a cloud federation sys-
tem paradigm is shown, where a bigger federated cloud domain is made up of
four inner private cloud domains. Some sensor data must be collected by each
cloud domain. To protect the confidentiality of specific sensor data, the data
inside each cloud domain is aggregated before being shared with others.
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With m cloud domains, each sensor divides its data into chunks and shares the
ith chunk with the i** cloud domain. The aggregated data bits inside each cloud
domain are subjected to the calculation function, and the resulting computation
is then forwarded to a single operator. In order to calculate the overall result,
the operator then merges the separate cloud results. Each cloud domain is in
charge of a certain set of keys and runs a DHT node while collaborating with
other domains in a DHT overlay.

To assign sensor data chunks to the cloud nodes, the chunk’s key is computed
using its hash value, and the responsible DHT cloud node for that key is deter-
mined. It should be noted, however, that m-Cloud can only execute aggregated
calculations on certain polynomials. All polynomial functions that can be calcu-
lated in this method are listed in the paper. = + 22 + 23 is an example of such a
polynomial, with m-Cloud splitting and sharing the x term with one DHT node,
2% with another, and so on.

Privacy Aspects of Distributed Hash Tables. Privacy-preserving aggrega-
tion (PPAgg) is crucial in safeguarding the individual data contributor’s privacy
while aggregating data from diverse sources, especially in contexts involving sen-
sitive data such as Vehicular Ad Hoc Networks (VANETS), Federated Learning
(FL), and Smart Grid Systems. In particular, PPAgg ensures secure aggregation
of data and further maintains the confidentiality of each contributor during the
process. Key application scenarios include:

ol

Fig. 3. A depiction of the cloud federation system model.

— VANETSs: Utilizing PPAgg to securely aggregate traffic messages into an
aggregated ciphertext and subsequently batch-unencrypt them, mitigating
privacy, computational, and communication concerns [56,90].

— Federated Learning: Employing PPAgg to aggregate locally trained models
into a global model, ensuring participant privacy throughout the aggregation
process [36,37,47).

— Smart Grid Systems: Facilitating data privacy, confidentiality, authentication,
and integrity during aggregation communication and function queries in fog
computing-based smart grid systems [46,57].
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— IoT: Enabling efficient aggregation of multidimensional data in IoT applica-
tions while preserving data contributor privacy [32,48,58].

Exploring the functionalities of Distributed Hash Tables (DHTS) in decen-
tralized systems, particularly focusing on data storage and retrieval, necessitates
a critical examination of the related privacy aspects. Although DHTs are not
conventionally recognized as primary privacy-preserving solutions, they do offer
scalable and fault-tolerant management of distributed data. However, this comes
with inherent privacy challenges stemming from the systems’ decentralized and
distributed characteristics. Critical points include the potential for nodes to be
manipulated and their vulnerability to assorted attacks.

Evaluating PPAgg and DHTSs collectively, an essential inquiry emerges: is it
plausible to effectively incorporate PPAgg with DHT's to mitigate some inherent
privacy concerns? The objective would be to facilitate data aggregation which,
in turn, guards individual contributions and ensures the protection of each data
point from unauthorized access. Such scrutiny encompasses the implementa-
tion of privacy-preserving mechanisms within a DHT environment and the iden-
tification of challenges and opportunities therein. This balance between data
aggregation and privacy preservation in decentralized networks is pivotal. Con-
sequently, this investigation could lay the groundwork for ensuing research and
modifications in the field, steering towards an augmented privacy framework in
distributed systems.

Solutions for Privacy Preservation in DHTs. Distributed Hash Tables
(DHTs), while widely recognized for their scalability and fault tolerance in man-
aging distributed data, inherently present numerous privacy challenges due to
their decentralized and distributed nature. Noteworthy here are the various ini-
tiatives aimed at securing both user and data privacy while maintaining the
efficiency and functionality of DHTs.

— Employing Oblivious Transfer for Query Privacy: A strategy is intro-
duced to protect the keys involved in DHT queries utilizing oblivious transfer
(OT). The objective is to safeguard the queried key from intermediary peers
involved in routing the queries to their respective destinations, without com-
promising spam resistance [5].

— Adeona and Vanish: These applications utilize DHTs to introduce innova-
tive privacy-preserving solutions. Specifically, Adeona provides a solution for
privacy-preserving laptop tracking, while Vanish aims to safeguard against
retrospective assaults on cloud-archived data [23].

— LaMRD: LaMRD, a location-aware and privacy-preserving multi-layer
resource discovery model for the Internet of Things (IoT), employs DHT
technology to facilitate a peer-to-peer communication framework amongst
fog nodes. This model ensures crucial security properties and reduced latency
as compared to its centralized counterparts [34].

— VPNO: VPNO utilizes a distributed architecture to address the privacy-trust
issue inherent to a VPN’s centralized authority. This system ensures a dVPN
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node manages only pre-approved traffic, without revealing its whitelist or
acknowledging the tunneled traffic through the employment of an attestation
mechanism and a zero-knowledge proof, amongst other strategies [85].

— Laribus: Laribus, designed to detect local man-in-the-middle attacks against
SSL/TLS, allows clients to validate the authenticity of a certificate without
relying on a central notary service or the collaboration of website proprietors
[51].

These studies underscore the feasibility and versatility of DHTs in maintain-
ing data integrity and privacy, highlighting the potential pathways for further
research and technological advancements in this domain.

3.3 Object Storage

The solution presented in Online Gaming [39] aims to create an adaptable infras-
tructure for large-scale peer-to-peer (P2P) online gaming platforms. All of the
game’s elements, including characters, are hosted on a game server, and players
query the server to locate the items with which they interact. This is charac-
teristic of traditional centralized methods. As the number of interacting users
increases, the server’s workload grows proportionally, making this centralized
approach challenging to scale effectively.

To solve this issue, the suggested distributed system spreads user query load
across a Distributed Hash Table (DHT) overlay made up of gaming servers. The
DHT nodes in this arrangement reflect the game objects themselves. By using
hash values as unique identifiers for game objects, these items are uniformly
dispersed between game servers, guaranteeing balanced task allocation.

The Inter Planetary File System, frequently referred to as IPFS [7], is a
peer-to-peer cloud storage platform. The technology is capable of distinguishing
data objects throughout the whole network thanks to its special feature, content-
addressing. IPFS does this by representing peers and data items in the Kademlia
Distributed Hash Table (DHT).

In the case of small objects, typically around 1KB in size, they are directly
stored on the DHT. The key-value pair for these objects consists of the object’s
hash value as the key and the object’s content as the value. On the other hand,
bigger items are held on peers, and the DHT is preserved with the reference to
those peers. In this instance, the key is left unchanged, but the value is changed
to the peer’s address who owns the item.

Because IPFS objects are immutable, new versions of an item will always have
a different hash value and different content. But in order to allow versioning, the
new versions refer to their earlier iterations, resulting in a decentralized object
graph. A graph with a single vertex is created by an item in its original form.
As new versions of an object are created by making modifications directly to a
vertex’s children, each vertex serves as an object representation. It is possible
to view and access all previous versions of an item by navigating through the
object graph.
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The accompanying object graph is completely decentralized and spread
across several peers holding the object vertices of the network since each object
is represented by a DHT node. Through its design, IPFS aims to be flexible
enough for use in a wide range of scenarios, such as serving as a personal syn-
chronization folder, a globally mounted file system, the base file system, or as a
system for sharing encrypted data among distributed virtual machines.

A solution for time-sensitive access control in cloud storage for data objects
is provided by time-sensitive object storage [89]. Under the concept of time-
sensitive access control, sensitive data items are only available after a defined
release time and are no longer accessible to new users after an expiry period.

To achieve this, the user encrypts their owned data objects using an asym-
metric key scheme [38] and stores them on a cloud storage platform. The user
additionally chunkifies the symmetric key and distributes it over a distinct DHT-
based cloud storage made up of non-colluding nodes to provide time-based access
control. This DHT-based cloud storage is distinct from the infrastructure in
charge of maintaining customers’ encrypted data objects and is solely used to
store symmetric key chunks.

The user’s symmetric key is encrypted and kept on each node of this DHT-
based cloud storage system. These encrypted chunks that have expired are
rejected by trustworthy DHT nodes. Even if the information is saved in the
cloud, subsequent users won’t be able to access it since the key will no longer be
in the DHT nodes after the expiration time.

To distribute the symmetric keys of the data objects, a polynomial-based
secret sharing algorithm [31] is utilized. The process divides the symmetric keys
into parts and distributes them among the DHT nodes. Reconstructing a data
object’s symmetric key requires retrieving a data object’s chunks from the DHT
nodes and obtaining a secret timestamp that was supplied by a trustworthy
timeserver at the time the relevant data item was published.

To achieve load balancing in Peer-to-Peer (P2P) video streaming systems, a
two-tier DHT-based architecture is proposed [27]. Supernodes and user devices
make up the first two levels of the architecture. The second tier, which consists
of the users’ devices, is composed of the supernodes, which are owned by the
service provider and are managed by the same administrative domain.

This technique involves each supernode functioning as a service provider in
the first tier maintaining a library of video files and streaming them as required
to the user nodes in the second layer. The number of movies delivered concur-
rently on a supernode determines its load. The load is evenly distributed among
the supernodes by establishing separate DHT overlays for each group of users
watching the same video stream. The service provider’s supernode, which ini-
tially broadcasts the content, is responsible for creating and managing the DHT
overlay of users who are watching a particular stream.

Each stream is segmented into uniform-sized chunks, which are then dis-
tributed across the DHT overlay of devices belonging to users who are inter-
ested in the stream, aiding in load balancing. Instead of directly retrieving video
segments from the content provider’s supernode, users interact with their local
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DHT overlay. By “local DHT”, it is meant that the DHT overlay is specific to
the video stream that the user is watching. This approach efficiently distributes
the load of the supernode across the DHT overlays of all user devices.

3.4 DHTs for Enhanced Data Management in IoT Within Cloud
Computing

Distributed Hash Tables (DHTSs) offer a decentralized method for managing
data and have become particularly important in the intersection of the Internet
of Things (IoT) and cloud computing. Within the IoT domain, a peer-to-peer
architecture utilizing DHTs ensures efficient management of elements like node
IDs, capabilities, and sensor data [83]. This architecture extends its advantages to
cloud services as well, where select peer nodes collaborate to share information,
enhancing both scalability and fault-tolerance [96]. DHTs, with their structured
approach, have also been adapted for larger cloud systems, exemplified by a
cloud model that utilizes a hyperbolic tree structure for its DHT [81]. Further
advancements in the field include the development of a digital twin management
system for IoT devices using blockchain, highlighting the adaptability of DHT-
based solutions [86].

Similarly, the DHT framework is being applied to improve traditional cloud
structures, resulting in superior resource management and utilization [88]. The
importance of distributing tasks evenly across various nodes in IoT-cloud inter-
faces has been addressed by introducing efficient load balancing methods, which
employ algorithms designed for optimal distribution and resource management
[1]. To ensure consistent data management in enterprise contexts, especially with
the rise of industry 4.0 applications, DHTs have been incorporated into cloud
storage systems. This approach facilitates a unified perspective on enterprise
data, made possible by strategic mapping and rule-based systems [59]. These
developments underline the essential role of DHT's in modern data management,
especially within IoT, emphasizing the ongoing shift towards decentralized, effi-
cient, and fault-resistant cloud computing solutions.

4 DHTs in Fog and Edge Computing

DHTs are turning into an increasingly significant technology in the context of
fog and edge computing, considering that they provide an innovative method
for developing and deploying applications in decentralized and distributed envi-
ronments. As the need for real-time data processing and low-latency interac-
tions grows, traditional cloud computing models confront scalability, reaction
time, and bandwidth consumption limits. In contrast, fog and edge computing
paradigms emphasize on the appropriate distribution of computing and storage
resources among edge devices and end-users, which encourages the adoption of
DHT-based applications in these environments.

DHTs, originally popularized in peer-to-peer systems, have found renewed
significance in fog and edge computing due to their ability to facilitate effi-
cient data storage, retrieval, and resource management in highly distributed
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networks. DHT's, as opposed to centralized alternatives that rely on a single
powerful data center, spread processing and storage power across several nodes
positioned closer to data sources and end-users. This decentralized architec-
ture enhances the system’s responsiveness and throughput while simultaneously
reducing network congestion and bandwidth demands, thereby contributing to
a more efficient and high-performing system.

Routers, base stations, and IoT devices serve as important data sources and
processing units in fog and edge computing. DHT-based applications take advan-
tage of these edge devices’ processing power, allowing data to be processed and
analyzed locally rather of having to go to a distant data center. DHT-based
applications increase system performance by relocating computations and data
storage closer to the edge, resulting in faster response times, lower latency, and
better overall system performance.

Fog computing also introduces the idea of fog nodes, which function as pro-
cessing hubs between edge devices and cloud data centers. The aggregation,
filtering, and preprocessing of data from edge devices is crucial, and these fog
nodes, which have more processing and storage capability, are crucial in this pro-
cess. DHTs provide effective data interchange and job allocation between edge
devices and fog nodes by facilitating smooth communication and collaboration
between them.

Numerous benefits result from the use of DHT-based applications in fog and
edge computing. DHTs offer dynamic scalability, fault tolerance, and load bal-
ancing in highly dispersed systems in addition to lowering network traffic and
improving resource efficiency. Due to their decentralized architecture, DHTs offer
the robust advantage of maintaining continuous data accessibility and respond-
ing smoothly to challenges such as node failures, network partitions, and dynamic
modifications in network topology.

The uses of DHT's are becoming more varied and significant as fog and edge
computing continue to spread across several industries. DHT-based applications
are useful in a wide range of use cases, including smart cities, industrial IoT,
healthcare systems, and autonomous cars. These applications provide cutting-
edge solutions that make use of the close proximity of edge resources to improve
effectiveness, dependability, and user experience. They also enable real-time ana-
lytics, collaborative data sharing, content distribution, distributed storage sys-
tems, and more.

In Table2, we compare DHT-based applications in fog and edge comput-
ing, detailing solution type, DHT, nodes, identifiers, utilization, domain, and
references.

Ultimately, applications and infrastructures built on Distributed Hash Table
(DHT) technology play a crucial role in fog and edge computing, improving
resource utilization, data processing, and application delivery in decentralized
and distributed environments. In fog and edge computing systems, DHTs are
essential for delivering low-latency interactions, effective resource management,
and scalable applications because to their capacity to spread storage and pro-
cessing power closer to the edge.
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Table 2. Comparison among DHT-based Applications in Fog/Edge Computing.

Solution Type DHT Nodes Identifiers DHT Utilization Domain References
Two-tier Storage Inf | Chord |Storage Nodes | Content Hash| Object Storage | Decentralized | [74]
Two-tier Overlay Inf Chord Super Peers Peer IDs Routing Overlay Decentralized [15]

Edge Gaming and AR App | General ‘ Game Nodes ‘ Asset ID Hybrid ‘ Distributed ‘ [63]

Access Control Management App | Chord Control Nodes User IDs Object Storage Decentralized [64]

Service Discovery App | General | Service Nodes | Service Name | Routing Overlay | Decentralized | [70]
Content Distribution App | Chord Distribution Nodes Content IP Routing Overlay  Distributed  [54]
Cache-based Storage Inf | Kademlia | Cache Nodes | Content Hash | Object Storage | Decentralized | [12]
Producer-Consumer Buffer App | General Buffer Nodes Content Tag | Object Storage Decentralized [75]
Collaborative Computation App | General |Compute Nodes | Result Hash | Object Storage | Distributed | [73]
Intrusion Detection App | Kademlia Monitor Nodes Packet IP Object Storage Decentralized [71]

Smart Energy Grids App | General | Energy Nodes |Energy ID | Object Storage | Decentralized | [3,18,65]
Intelligent Transportation Systems App | General  Vehicle Nodes Vehicle ID Routing Overlay Decentralized [20,43]
Distributed Healthcare Systems App | General | Device Nodes | Patient ID | Hybrid® | Decentralized | [19,44,66,68]
Resource Discovery (Unreliable Environments) App | General Device Nodes Device URL | Routing Overlay  Distributed  [79]
Resource Discovery (Mobile Environments) | App | General | Mobile Nodes | Resource Tag | Routing Overlay | Decentralized | [24,50]

*Combination of Routing Overlay and Object Storage.

4.1 Data Management with DHT's in Fog and Edge Computing

The role of managing substantial data in edge and fog computing environments
is crucial, given the dispersed nature of these settings. By focusing on processing
and managing data close to the data source, fog and edge computing reduce
latency and enhance real-time data interactions [69]. They effectively navigate
the limitations related to scalability, response time, and bandwidth, which are
often observed in conventional cloud systems.

Distributed Hash Tables (DHTSs), initially developed for peer-to-peer sys-
tems, are vital for managing diverse data flow and storage in fog and edge com-
puting. DHTSs facilitate decentralized processing and storage across nodes, which
are often closer to data sources like Internet of Things (IoT) devices and sen-
sors. Their scalability allows them to adjust their size dynamically, ensuring
balanced load distribution and fault tolerance, even when the network expe-
riences changes. DHTs support scalable object storage and resource discovery
overlays, providing a resilient, scalable, and fault-tolerant data management plat-
form [12,70,71,79].

Implementing DHTs in fog and edge computing offers several key advan-
tages. Firstly, by managing data close to its source, DHT's enhance responsiveness
and throughput, reducing latency and promptly serving data requests. Secondly,
they alleviate network congestion and moderate bandwidth usage by intelligently
routing data and storing it strategically within nearby nodes. Lastly, they bol-
ster overall system performance by improving data interchange and effectively
distributing computational tasks [69,95].

DHTs provide consistent data access and adapt to network changes, main-
taining operational continuity in fog and edge computing environments. Fur-
thermore, critical components such as routers and fog nodes are integrated into
the DHT infrastructure, facilitating a comprehensive and collective approach to
data management.

In the healthcare sector, the management of vast amounts of critical data
from IoT devices highlights the need for proficient data management in fog



Algorithmic Aspects of Distributed Hash Tables: A Survey 159

computing [69]. A DHT-enabled, fault-tolerant data management scheme for
healthcare IoT has been proposed, advocating a strategy to manage data effi-
ciently and reliably, while ensuring low latency, minimal energy consumption,
and cost-effectiveness. DHTs also provide a foundation for enhancing trust
and security in data management across edge computing environments through
blockchain technologies [95].

In conclusion, combining DHT's with fog and edge computing yields a resilient
and scalable data management framework. As edge and fog computing become
more integral to modern distributed systems, DHTs will increasingly guide the
development of efficient and robust data management strategies in decentralized
computing environments.

Utilizing DHTs for Data Management in IoT Within Fog and Edge
Computing. Effective data management remains crucial in Internet of Things
(IoT) systems, especially when operating within the complex environments
shaped by fog and edge computing. Distributed Hash Tables (DHTSs), with their
fundamental capability to efficiently store and retrieve data across a network of
nodes, become notably vital in ensuring smooth and scalable data management
across a broad range of devices.

In this context, the utility of DHTSs can be distilled into a few key points,
showcasing their merit in addressing the unique challenges posed by IoT frame-
works operating in fog and edge computing environments:

— Consistent Data Availability: DHTs ensure that data is always accessible,
even if some nodes face downtime or failure, thus providing a steady data flow
vital for the smooth operation of IoT systems.

— Quick Data Access: The structured nature of DHTs enables rapid and
efficient data access, a necessity for maintaining the real-time responses that
are fundamental in distributed IoT systems.

— Flexible Scalability: DHTs can easily adapt to varying loads, ensuring the
data management layer continually meets the dynamic requirements of the
network without sacrificing performance.

— Even Load Distribution: Through their inherent load-balancing capabili-
ties, DHTs can evenly distribute loads across the network, preventing poten-
tial bottlenecks and ensuring smooth data and computational flow across the
TIoT network.

— Data Security: DHTs can be configured to bolster data security, ensuring
that data interactions and transfers are both safe and reliable within the
network.

— Relevant Data Provision: DHTs enable context-aware data management,
ensuring that pertinent data is prioritized and made accessible as per the
specific demands and operational contexts.

— Efficient Network Management: As [oT networks evolve, DHTs provide
mechanisms to efficiently manage network topology, ensuring that changes in
node statuses are addressed with minimal disruption to data consistency and
access.
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In summary, DHTs stand out as crucial enablers for robust and reliable
data management and processing within IoT frameworks that are situated in
fog and edge computing environments. They ensure not only reliable data avail-
ability, efficient data access, and scalable operations but also facilitate secure
and context-aware data interactions and efficient network management, thereby
enhancing the overall operational efficiency of IoT systems.

4.2 Use-Cases of DHT-Based Applications in Fog and Edge
Computing

DHT-based applications in fog and edge computing exhibit remarkable versatil-
ity, finding utility across an expanding array of use cases within various domains.
Beyond the previously mentioned examples, the following scenarios highlight the
breadth of applications leveraging DHTs:

— Smart Energy Grids: DHTs enable efficient management and coordination
of distributed energy resources in smart grids [3,18,65]. By utilizing DHT-
based applications, energy producers, consumers, and grid operators can
securely exchange information, optimize energy distribution, and enable
demand response mechanisms. This empowers the grid with enhanced relia-
bility, energy efficiency, and integration of renewable energy sources.

— Intelligent Transportation Systems: DHT's are essential to manage the enor-
mous volumes of real-time data in these systems. In order to manage traf-
fic flows effectively, cut down on travel times, and improve road safety,
they enable dynamic routing, traffic prediction, and congestion management
[20,43]). DHT-based systems can also facilitate cooperative communication
between vehicles. Through this feature, vehicles can share information and
collaborate in real-time, thereby enhancing situational awareness and poten-
tially contributing to safer and more efficient roadways.

— Distributed Healthcare Systems: In distributed healthcare systems, DHTs
provide a strong platform for organizing and securely sharing medical data
as presented in [19,44,66,68]. Healthcare practitioners may securely access
patient information, provide remote consultations, and enable dispersed care
teams to make decisions together by utilizing DHT-based apps. The real-
time monitoring and analysis of health data from wearable devices is also
supported by DHTSs, enabling prompt interventions and individualized med-
ical treatment.

— Edge-based AIl: DHTs are being used increasingly to implement edge-based
artificial intelligence (AI) models. By using the computing capabilities of edge
devices, DHT-based applications enable the deployment of AI models closer
to the data source. As a result, real-time and context-aware Al inference at
the edge is made possible, reducing the delay associated with relaying data
to centralized cloud servers for processing. Applications span from object
identification and video analytics in security systems to speech recognition
and natural language processing in smart assistants.
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— Edge Gaming and Augmented Reality: DHT-based applications support inter-
active gaming experiences and augmented reality (AR) applications at the
network edge [63]. By distributing game assets, synchronization data, and
AR overlays across edge devices, DHTSs enable low-latency interactions, mul-
tiplayer capabilities, and seamless AR experiences. This enhances user engage-
ment, reduces network dependency, and enables collaborative gaming and AR
applications in various settings.

5 Open Problems and Challenges

— Typically, decisions regarding the performance of surveyed solutions are typ-
ically made based on the average value of the aggregated data. For example,
when determining whether to be a regular peer or a super peer in the two-tier
DHTs [15,80]. However, it’s important to note that the aggregated average
value may not always be the optimal choice, particularly in situations where
the standard deviation is significantly low or high. This can lead to decisions
that are affected by noise. For instance, in the case of two-tier architectures,
it could result in the majority of nodes being selected as peers or super peers.
Exploring alternative methods of aggregating performance metrics, such as
using the median, for edge and fog computing solutions is a future research
direction that demands further study.

— One of the major issues with DHT-based systems is the expense of stabiliz-
ing lookup tables when nodes fail or move between online and offline states.
According to various study citations [54,79], DHT nodes (such as edge and
fog servers) are configured with their DHT lookup tables by a central registry
server, which regularly updates these tables based on the dynamic behavior
of the nodes. However, it’s crucial to research and includes [29], an efficient
and decentralized DHT stabilizing technique, into the edge and fog comput-
ing ecosystems. This would aid in addressing the distributed lookup table
stabilization’s cost and scalability issues.

— Running distinct requests for each value inside the desired range is a standard
way to handle range queries in DHT overlays. With this method, a range
query with k£ values may be answered in a system with n DHT nodes with
a message complexity of O(k x logn). The range query may result in linear
message complexity if k is greater than n. It is critical to create effective DHT-
based approaches for answering range requests in order to improve system
performance in edge and fog computing ecosystems. Further research should
be conducted to explore and study these techniques, as they have the potential
to significantly benefit system performance in scenarios involving edge and
fog computing.
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— Infrastructure-oriented resource optimization solutions, such as [97,98], often
lean towards centralization by requiring almost the entire system behavior
to be predefined. For example, they could rely on a specified time-based dis-
tribution of data items throughout the whole system. Furthermore, because
they are not designed to respond to dynamic system changes such as abrupt
changes in the distribution of data items, these solutions frequently have
a static nature. There have been several attempts to advance toward com-
pletely decentralized, dynamic solutions, such as [29], which function based
on the local perspective of individual nodes and react to system dynamics
by predicting future behaviour based on current and previous states. A dis-
tributed system adds some mistakes when decisions are made entirely based
on the local view of nodes. An intriguing research topic would be error margin
minimization in decentralized and dynamic systems to calculate operational
trade-off points. This investigation would help understand the limitations and
trade-offs associated with decentralized decision-making in dynamic environ-
ments.

— Integrating DHT's in modern solutions such as autonomous vehicles, requires
the use of technologies, such as the Cloud, which function as gateways or
intermediaries between the DHT and other systems on the network. Cars for
example can submit service requests through these gateways, which transmit
signals on a regular basis to alert them of their presence. If the gateway
vehicles are uniformly disseminated throughout the VANET (Vehicular Ad
Hoc Network), the connection to the DHT is frequently strong. However, this
may lead to conditions of congested channels. It is imperative to conduct
research on the selection of entry-level vehicles in order to comprehend the
trade-offs between performance and cost.

— Due to the dispersion of the VANET, numerous DHTs could exist outside of
the vehicles, such as in the cloud or near edge layers. For service discovery,
messages must be moved from one DHT to another on occasion. The service
discovery messages can be sent and received without cutting the DHTs off
altogether. The development of a suitable communication mechanism to keep
DHTSs connected at both the vehicle and cloud/edge levels is currently ongo-
ing. Before DHT-assisted VANET applications can be effectively deployed,
this issue has to be solved. Finding a reliable and efficient communication
protocol that ensures seamless connectivity among the DHT's in different lay-
ers is crucial for the success of VANET applications [28].

6 Conclusions and Future Work

In conclusion, this comparative survey has explored six prominent DHT algo-
rithms, namely Chord, Kademlia, CAN, Pastry, Symphony, and ZHT, which
offer efficient and scalable solutions for creating peer-to-peer overlay networks.
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These algorithms enable decentralized retrieval and storage of data and mate-
rials, eliminating the need for centralized network management. In contrast to
first-generation peer-to-peer applications that rely on centralized indexes, these
DHT algorithms facilitate content searching without centralized control. As the
demand for P2P applications continues to grow, it becomes essential to develop
systems capable of accommodating expansive network growth and dynamic net-
work topologies. The innovative peer protocols discussed in this survey open
up opportunities for applying peer-to-peer technologies beyond traditional file-
sharing domains.

Future work should focus on advancing the capabilities of distributed hash
tables and their integration with cloud and fog/edge computing paradigms. One
promising avenue is to investigate techniques for efficient data storage and repli-
cation strategies in distributed hash tables operating within cloud and fog/edge
environments. Additionally, future research directions can be directed towards
developing robust and scalable algorithms for DHT stabilization, considering the
dynamic nature of cloud and fog/edge networks. Furthermore, addressing the
challenge of seamlessly connecting multiple DHT's across different layers, such
as vehicles, cloud, and edge, remains an open problem. The practical deployment
of DHT-assisted applications in VANETSs and other distributed systems could
be facilitated by the development of communication protocols that guarantee
stable and efficient connections between DHT's in different environments. In the
context of cloud and fog/edge computing, continued exploration and innovation
in these areas have the potential to significantly improve the performance and
capabilities of DHT-based systems.

Ultimately, the findings of our work are shown in Table3, as presented in
Appendix 6 where each DHT is presented along with key information. This
table delineates key operational parameters and inner aspects of several DHT
models, such as Chord and WiCHORD), among others, offering insights into their
respective efficiencies and methodological variances concerning key management
and node operations. Serving as a comprehensive reference, it thus facilitates an
in-depth understanding and comparative assessment of the various DHT models,
enabling astute decision-making in their application and deployment.

Appendix

In the following section, all DHT-based algorithms and protocols are summa-
rized. The table contains the name of each DHT solution, the size of each routing
table, the lookup and delete key operations, the join and leave operations, as well
as some comments per each method. This table serves as a concluding remark
for our survey, as it presents all information gathered in one easy-to-read place.
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