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To mAaiolo avanTtuénc TwV SIKTUWV VEOC YEVLOC

e Avamrtuén TMOOTIKWY, aflOTMIOTWV Kol ooPoAwyv
urtodopwy, SIKTUWV Kal UTIOSOHWY, AELOTIOLWVTOG rmm—
TLG TEXVOAOYLKEG €€eAi&eLg TPOG OENOG TWV TTOALTWY o 5 g sl ve Deplone

momitoring

(humidity, bacteria, etc.)

e Wndlomoinon, dtacuvdeon Twv MOALTWY, TpooTACLA
Tou TepLBAAAOVTOC, MpooTooia TwV TIOALITWY aTto
bUOLKEC KA TOLOTPODEC, dnuioupyla VEWV
ETIYELPNOLOKWY MOVIEAWV K.AL.

e AloAewtoupykd mAaioclo 4G/5G kKol TAATPOPUOC
«AlKTUOU TV MpaypdTwv»

Mainly provision of eMBB Services
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Wndiakn petafoaon e Ta SIKTLUOA VEAC YVEVLOC

A2 - Access to data:

Connectivity
v' Ubiquitous
v'  Resilient

v’ Secure

Cloud native services,
big data, Al
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Wnorakn Metafaon — Wndrakn kot Biwoiun Owkovopio

GDP increase 1% for every 20% # in ICT investment

>

» Productivity: 20%M by 2025

» Connected devices: 100 Billion by 2025

» Relationship between broadband speed & new skills development, increase reach, etc

» ICT innovation drives inclusive growth and sustainable development
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Katnyopiec unnpeowwv: service categories, use cases, ...

e A service category is a set of services that share some common characteristics in terms
of connectivity

e Three categories defined by ITU: eMBB (enhanced Mobile Broadband), mMTC (massive
Machine type Communictions) and URLLC (Ultra Reliable Low Latency Communications)

e Services within each category may not have the same KPlIs, but at least they share some basic
parameters

e A use case is a real-life application that can cover one or more service categories (eMBB,
mMTC, URLLC)
e A given use case can support different services, belonging to one or more service categories

e A service can be provided within a use case and scenario, with particular characteristics
in terms of KPIs (Key performance indicators)
e E.g. UR/VR applications, UHD video, factory control, etc.
e Each service should have clearly identified KPIs
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IoTexpansmn

will touch virtually all aspects of our liv
Over 43 billion connecte d devices by 2023’
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EtmrékTaon loT yéow TTAQICiou KATAVEUNMUEVN
vonuoouvng - Efficiently expanding the loT
requires a new distributed intelligence paradig

Current Future

Cloud-centric intelligence Distributed intelligence
loT services depends on the central Based on economic and performance
cloud to extract value tradeoffs for I0T use cases

4]
S

-

N
On-device

Latency could be Distribute functions to meet diverse system Latency as low
over 100s mstoday requirements, e.g., latency, privacy as1lms




5G : mpodrlaypadec

1§0[00)4

Mobile Data

5X Volumes 1OX

Lower Latency Battery Life

10-100X 10-100X

End-user Data Rates A Connected Devices

Extr.em.e. Critical Communications Massive Communications Scalfalql!lty
availability Flexibility
Intelligent Transport Systems Connected Sensors
— <5ms e2e delay — >10 years battery lifetime
— 99.999% transmission reliability — >80% cost reduction
— 500 km/h relative velocity — 20 dB better coverage
Source: METIS
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Enriched user experiences,
new use case, new verticals

Distributed functionality

D,
&

Longer latency
Big data/aggregated value

Content/storage/Al/processing

5G low latency
Customized/local value

Content/storage/Al/processing

On-premise control for
ultra-low latency

On-device intelligence
assisted by cloud

Distributed processing,
like boundless XR

ﬁ New services
[ @L .
A | =
e

On-device

Cloud computing, storage,
instant access

Compute, vision, sensing I
Low-latency gamin
Al powered use cases y9 g

Internal Al optimizations

Real time assisted
services like voice Ul




Delivering
onthe 5Gvision

Where virtually everyone and everything is intelligently connected
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SG: E'ITE'ZKTGGr] Tr]g GGl'JpUGTr]Q Powering the digital economy

OIKTUWONG O€ KABETO UTTOOUCTAMATA $ 13 2 Tr| I Ii()n

KAl TNEIOTNT
d 6p(]0 NPIOTNTES in global economic value by 2035

Construction and mining igiti ' Connected healthcare
$389B $1,061B $258B $1,056B

kot Komodietplakoy $4,687B $1,198B $2,242B

tGTHPLOV A
: TEIOBé:E]c?Q%l an |n9%endent study from IHS Markit, Penn Schoen Berland and Berkeley Research Group, commissioned by Qualcomm

Smart manufacturing Intelligent retail Smart cité
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5G Is rapidly
evolving to meet
diverse loT

requirements

A unified innovation platform for
this decade and beyond




5Gis
the common
connectivity

platform

for the IoT

Broad set of devices and services
For all spectrum bands?!and types?

Public and private networks

1. Low, mid, high bands; 2. Licensed, unlicensed, share licensed

Massive
Internet of Things

000000




Building on the 5G NR foundation for expanding into the

High-precision positioning Mission-critical design
Accurate indoor and WT ‘l,_w Ultra-high reliability of

outdoor positioning up to 99.9999%

- New deployment models
£ - New deployments
e.g., lloT and enterprise

Unlicensed spectrum
Improved capacity and |I| :;;% lIl

new use cases

Expanded
Advanced power 5G foundation

saving and mobility !
Better device performance IN Rel '16

and coverage

Sidelink

Advanced safety use cases

/ !L”"" ‘A'A.A.A.A‘
DA A AR AR
L7777 7 7 A
A g
g

+—
Flexible slot-based Scalable Advanced Massive Mobile
numerology channel coding MIMO mmWave
11

framework



5G positioning supports a wide range of IoT use cases

Release 17
Meeting initial accuracy requirements of 3m Enhancing capability and performance
(indoor) to 10m (outdoors) for 80% of time for a wide range of use cases

‘@ Q Centimeter level accuracy

@ @
© == Meeting absolute accuracy requirementst of down to0.2m
RF;)Tugdtrip time Qngle of ar'roi‘vil\/{o\ . T;me_difre;eDnéi f (I Lower |atency
eparture (AoA/Ao of arriva : o

- - : val( ) QIIIIID Reducing positioning latency to as low as 10ms
Supporting new . .
channel models | | D. ngher CapaCIty
for industrial loT l I | @ Scaling to millions of simultaneous devices
SR UL . (e.g., IoT, automotive)

Radius based on RTT

1 5G positioning requirements defined in TS 22.261; 2 Such as GNSS, beacons, sensors, Wi-Fi/Bluetooth

For indoor and Targets various accuracy Complements existing

outdoor applications and latency requirements positioning technologies?




Optimizing 5G NR for Boundless XR experiences ®

(/\ Edge processing framework

Defining a standardized system architecture / interface
(e.g., APIs) for XR split processing over 5G NR

5G NR

Edge Cloud

L Trafficawareness
0 Optimizing XR traffic scheduling’ in the network to

improve user experience and network efficiency

Additional improvements tailoring to the XR use case
and device limitations (e.g., formfactor, power)

@ System enhancements

Use cases in scope

Distributed computing | Split rendering | Cloud gaming
Viewpointdependentstreaming | Conversational XR



.\ .

Narrower bandwidths Lower device FO un d atl on Coverage Repetition and bundling
Fewer receive antennas complexity ERlzation Lower order modulation
Half duplex Sidelink or relays
i
Lower transmit power Reduced power Increased network Reduced signaling overhead
Enhanced power saving modes consumption efficiency Simplified core network
Limited mobility and handovers Better resource management

Scaling down 5G for lower complexity loT devices




eMBB/URLLC

EIAR: N Highest performance
V9 Y
be M &N G
Low-end Low-end
industrial sensors assettrackers
y \
g
\ 4
Smart city Low-end
(e.g., meters) wearables
ﬂ 20.000
u \ O
Agriculture Utility meters

sensors eMTC / NB-IOT

Lowest complexity3, delay tolerant

»‘
F[ . G\o
“re NR-pased massW

5G NR: A unified, scalable air interface allowing

coexistence of a wide range of 5G device classes

1 Also including satellite access; 2 Data rate of 150 Mbps DL / 50 Mbps UL, latency of 10-30 ms, 10-3 to 10-5 reliability, coverage MCL of 143 dB; 3 Data rate of 1Mbps, MCL of 155.7 dB (eMTC) and 164 dB (NB-IoT)




5G NR-Light brings new efficiencies for the 10T o>

Lower device
complexity

Optimized power
consumption

4

Enhanced low-power modes
(PSM and eDRX), lower output
power (e.g., 23/20dBm)

Narrowband operation
(down to 10 MHz), single/dual receiver
antenna, half-duplex operation

Network Coverage
enhancements recovery

(@

Coexistence of half- and full-duplex
devices, reduced control signaling,
small data transmissions

Repetition and bundling of small
payloads, frequency hopping, also
use of relay and/or sidelink

Continue to drive loT expansion as part of 3GPP Release 17




Continued 5G evolution to meet all future 10T needs -

4 High-performance

Evolving from

. Mission-critical (e.g., industrial 10T, C-V2X)
LTE foundation
(Rel-8+)

Enhanced mobile broadband (e.g., smartphones, PCs, XR)

NR-Light for mid-tier loT

Future NR-based massive loT

Enabling in-band
5G NR deployments

O Continued eMTC evolution

O  Continued NB-IoT evolution

v Low-complexity

@ @ @ @ @ @
Rel-13 Rel-14 Rel-15 Rel-16 Rel-17 Rel-18+
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Foundation to 5G leadership is technology leadership

Early R&D and technology inventions essential to leading ecosystem forward

Invention m € Proof-of-concept

Invent new technologies and Deliver end-to-end prototypes and impactful
e2e systemarchitecture X - demonstrations

Vision Standardization

[ )
Identify a problem or need,; ﬂ @ Drive e2e design with ecosystem
establish requirements ‘ and through standards process
L ;\._%Ig :
Commercialization () Trials
@

Engage with global network operatorsto Collaborate on OTA field trials thattrack
deploy new features with standards- 3GPP standardization and drive ecosystem
compliant infrastructure anddevices towards rapid commercialization
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5G system [ J
brings N
enhanced

security and
privacy Tighter security

To expand protection and
increase flexibility

User-plane integrity protection

To support new devices,
use cases, and deployments

/.D
D | ! Unified authentication for SGPP/non-3GPP devices

Security anchor function

3GPP Non-3GPP
access access Network slicing

Building on the
proven, solid security
foundation of 4G LTE

Lower trust in serving networks

Subscription credentials in secure HW element

Enhanced privacy

To eliminate communication
of unprotected device-specificinfo

Ciphered user and device
specific information




Data ownership
Establish ownership structure for
devices and associated data
Local/remote management of devices
Proof of data ownership by device

Data provenance
Establish a single version of the facts

Immutable record of the data origin
and authenticity

Data governance

Control the managementand
access of data

Policy control and enforcement

Audit trail of transactions on the data

End-to-end
data
management
for 5G use
cases

Establishing an audit

chain of control and
access to private data
on top of 5G security




EdbapuoyeEc o€ KAOeTA uUTOCUOTAMOTA

(2 ) FACTORIES OF THE FUTURE ] ENERGY K2 4

© Time-critical process control O Grid access

@ Non time-critical factory automation 2 ‘: ® Grid backhaul
© Assets and interventions
management in Hospital

o Intra/inter-enterprise - il + Smart Cit'ies ® Robotics

communication

© Remote control ’,‘ | > © Grid backbone

© Connected goods > o o : © Remote monitoring
+ Transport : -,:‘ _l; s . " © Smarter medication
+ Wellness

MEDIA &
ENTERTAINMENT

© Ultra High Fidelity Media

® On-site Live Event Experience

© User/Machine Generated Content
© Immersive and Integrated Media

© Cooperative Media Production

AUTOMOTIVE B i © Collaborative Gaming
s ird's Eye View ] g
© Bird's Eye Vi - + eoff.lces

© Automated driving © Digitalization of Transport and Logistics

@ Share My View © Information Society on the road

o)) Agriculture
Disasters & Public Safety SC AN%
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MapoakoAovOnon nepBAAAOVILKWY MOPOAMETPWV
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CLOUD/FOG COMPUTING
NETWORK ARCHITECTURE

[ =
% SERVER & DATABASE

FOG DEVICES

WSN SINK NODE

$ﬂ $ WSN SENSORY NODE

FARMERS / AGENCIES / AGRICULTURAL
Eéﬂ & ENVIRONMENTAL APPS / ETC.
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MapoakoAovOnon nepBAAAOVILKWY MOPOAMETPWV

/ PollutionCtrl
Station
Cloud Platform
¢,
L J
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E¢untva diktua kat epappoyeg yia tnv MoAwtikn MNpootaocia

Search & rescue
Drone as UE

N
‘¢ _Cell-on-wings

IS i _ IAB

(ll» g [ueu

UE-network relay

W ‘

Isolated >R

%)

Operations ¥ (‘I I))

% /

P <

Loss of Jaie:)

Core-connectivity rguuu B
®
i)

Cell-on-wheels,”
AB /)

o
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Apxttektovikn yia cuAAoyn 6edopevwy amo 10T

Data Flow: on the existing loT Solution Architecture

loT Smart loT Networks/

Present Info

: Cloud: laa$ + PaaS + CaaS and Fog Computing Technology for loT
loT Edge devices
Multiple Clients Q D

APl Requests - App From-End
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Edvikdv kot Kanmodictplokdy o
5 Hovemctipiov Adnveov —

(BE . . Software Centric & A ic N ki
[APOER O http://scan.di.uoa.gr | Page 28 | 14 April 2021 chveretenticl Aonomic Retrorindgy




loT PLATFORM for Monitoring Smart Cities’ Pollution

e The Internet of Things platform for monitoring smart cities’ pollution contains
the following components:

e Wired and wireless sensors for various metrics measurements;
e |oT gateway(s)/node(s) for data collection

e |oT communication middleware with security features for sending data to loT
clouds.

e |oT cloud solution for mathematical, statistics, and artificial intelligence (Al)
models for data analytics and data science techniques

SCAN-=
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loT PLATFORM for Monitoring Smart Cities’ Pollution

loT Edge Devices

e |oT wired (Inter Integrated Circuit (12C), Serial Peripheral Interface (SPI), and Universal Asynchronous
Receiver/Transmitter (UART)) and wireless sensors (ZigBee/Z-Wave)used to collect the following data using 5 s
sample rates:

e Temperature (°C), pressure (hPa), altitude (m), relative humidity level (%), carbon dioxide (CO2 ppm), carbon monoxide
(CO ppm), ammonium (NH4 ppm), methane (CH4 pbm), detected Wi-Fi networks, and their signal strength in decibels.
e |oT Smart Objects
e |loT nodes—in production industrial/outdoor MCUs (micro computing units) are used.

e |oT gateways—e.g., development boards (e.g., Raspberry Pi 3 and Nitrogen iMX6) are adequate for pilots, while in
production, real 0T gateways, such as HMS Netbiter or Eurotech or equivalents, should be used.

e |oT networks/internet—communications to the Internet/loT cloud are important and need to be reliable and
secure, ensuring at a minimum coverage across the city. The following network communications may be used:
3G/4G-LTE/5G—I10T-NB, SigFox, LoRaWAN, and Wi-Fi.
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loT PLATFORM for Monitoring Smart Cities’ Pollution

Solution clouds:

° laaS/CaaS (Amazon EC2 with containers as Docker and Kubernetes)—a virtual machine with a Docker/Kubernetes container where it isdeployed: The webserver (Apache Tomcat 9.0) with
RESTful services, the MQTT broker (Mosquitto), node.js 9+ and Node-RED frameworks, and the non Structured Query Language (NoSQL) database (MongoDB).

e |oT PaaS-dedicated cloud (such as Google 10T, Amazon Web Services loT, IBM Bluemix loT, and Oracle 10T) can be used or any cloud provider. These clouds are used for dedicated loT time
series analytics. The data processed in this section is transferred to either the enterprise systems for business intelligence, reports, and forms, or to the front-end consumers that allow data
management and reporting.

Enterprise Systems

e Business intelligence (BI), artificial intelligence (Al) and data analytics clouds or enterprise systems may be used to provide a strong interpretation of the process data. This part is in progress
within the research project of the authors.

Front-end devices for management and reporting (e.g., smart city pollution map creation).

e loT gateway pollution monitoring stations are MQTT-subscribed to the broker topics: “/stations” and “/stations/ {identifier station}”, where {station_identifier} represents the Media Access
Control (MAC) address of the station network interface card if Wi-Fi/Ethernet/GSM networks are used. In these topics, they are waiting for configuration messages. After initialization, the
stations collect data from the sensors at a specific interval and publish an MQTT message to the Mosquitto broker hosted on the AWS EC2 side.

e The Node-RED component persists the data through the MQTT protocol. It launches a stream that listens to messages posted on the topic/sessions, takes over their payload, validates it, and
then stores it in MongoDB.

e The cloud/backend component provides RESTful services for interacting with the MongoDB database (CRUD operations) and with the MQTT broker. The messages, which are published in the
above broker topics, modify the configuration parameters of a station—enable/disable, interval, where data is retrieved/sent.
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APXITEKTOVIKN TNG EQAPHUOYNG

‘ loT Device

_____ _JDBC | ol
Database

Edge Server
Android
Device

MQTT

loT Device
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Baoikn lNepiypaen tng Ebyaoiag (1/3)

Ta Baoika douIka gToIXEIa TNC EPYATIiAC €ival Ta £CNC:
¢-Android cuokeuég. KivnTEC OUOKEUEC TTOU BpiokovTtal OTd
XEPIA TTOAITWYV KAl £XOUV ATTWTEPO OKOTTO TNV EVNUEPWON

TOUC O€ TTEPITITWON AVIXVEUONC KIVOUVOU JEOW
OTITIKOOKOUOTIKWYV €I100TTOINCEWY. ETTIKOIVWVOUV
au@idpoua pe 1o Edge Server peow MQTT TTPpWTOKOAAOU.

Software Centric & Autonomic Networking.
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Baoikn lNepiypaen tng Epyaolag (2/3)

¢ 10T ZUOKEVUEG. 2TATIKEC OUOKEUEC TOTTOBETNMEVEC OTO TTEPIBAAAOV UE OKOTTO
TNV ATTOOTOAN METPNOEWYV TTOU Ba OUAAEYOUV HEOW Miag oeIpag
EVOWMNATWHEVWY alo0NnNTAPWYV TToU Ba KANBEiTE va uAotroinoeTe. EtTikoivwvouv
uovodpopa pe Tov Edge Server yéow MQTT. Autoi o1 aicOnTAPEG €ival o1 £CNC:

> AloBnTtnpac Karmrvou — Smoke Sensor

> AloBnTnpac Agpiwv - Gas Sensor

> AloBnTtrnpac Oepuokpaaiac — Temperature Sensor
> AloBnTnpac Y1repiwdoug akTivoBoAiac — UV Sensor

Software Centric & Autonomic Networking.
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Baoikn MNMepiypa®n tng Ebyaoiag (3/3)

¢:Edge Server (ES). 'Eva atro 1a 1110 Bacikd dOUIKA OTOIXEiIa TG EQAPPOYNG.
Eival utteuBuvocg yia Tnv ouAAoyr Twv deDOUEVWY ATTO TOUC aIoBNTAPEC, YIa
TNV eTTECEPYaOia pEow piag threshold-based Aoyiknc Toug KaBwg Kal yia TIC
ATTOPACEIC OXETIKA YE TNV UTTAPEN KIVOUVOU. EtiTpooBeta, o ES Ba ptropei va
ETTOTITEUEI OAEC TIC OUOKEUEC UE TIC OTTOIEC OIAOUVOELETAI HEOW Mia YPAPIKNG
OIETTAPNG.

¢ MySQL Database. To TeAeuTaio OOUIKO OTOIXEIO TNG Epyaaiag ival n MySQL
Baon dedouévwyv, otnv otroia Ba diarnpouvTal OAEC 01 aviXveUOEIC KIVOUVOU
TTou gvtoTtriovTal aTtro Tov ES yia Adyoucg d1atipnong 1I0TopikouU.

Software Centric & Autonomic Networking.
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TexvoAoyieg

¢:GNU/Linux distribution (Aeitoupyiké ZUoTnUQ)
¢ Java Oracle SE 8

¢ Android Studio (https://developer.android.com/studio/index.ntml)
¢MQTT (http://matt.org/)

¢-Mosquito MQTT broker (https://mosquitto.org/)

¢ Git

Software Centric & Autonomic Networking.
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EKTEAECN epyaoiag

¢ AnuioupyouvTtal OMAdEC EWC 5 ATOUWV, Ol OTTOIEC Ba TTPETTE
va JTTopouV va OOUAEWOUV o€ TouAaxioTov 3 android
TEpMaTIKA Kal 1 [aptop/server.

¢ ATTapaiTNTN €ival N eyypagr) kabe ouddac oTo gitlab
(https://anapgit.scanlab.gr/). @a TTPETTEl va dnuIoupynoeEi Eva veo
gitlab group ava ouada, 1o oTT0iI0 Ba PEPEI TO OVOUA TNC.

¢ ATTapQiTNTN €ival KAl N Eyypa@n cag oTo pabnua oto eclass
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MNapadoTea

>to gitlab group tnc kaBe opadoc xpelaletat va tapadoBolv ta €€Nc:
& [nyatoc kwdkag Twv android epappoywv

& [Tnyatloc KwoLKAC java eEuTtnPETNTN

o OCAN=
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2eAida MaOnuarog - eclass.uoa.gr/courses/DI292/

Avartuén AoyLlopLkou yla Alktua Kat TRAETUKOWWVIES (ALKTUAKOC

=
Mpoypappatiopog) (K23-B) (kezg)
Nancy Alonistioti

Nepwypagry & ¥ o

To pabnua K23p "Avamtuin AoYLOPKOU TNAETILKOWWVLWY - ALKTUGKOC Mpoypaupatiopoc” ouvioTatal 08 YL EKTETAPEVR UAOTIONON SLKTUCKWY
AELTOUDYLWY, TIPWTOKOAWY KOl Epapuoywy. H TIpooEyyLon otoyeUEL OTNV OTASLOKN EE0LKELWOT OTOV TIPOYPAUUATIOPG OF SLAPOPETIKG GLKTUAKO
EMiMeSa. MO CUYKEKPLUEVA TIEPLAAUPAVEL TIPOYPAPUATLONG yia oTaBEpd Kal KVnNTd SKTua Kol @appoyec MeAAOVTIKOU ALOSIKTUOU, KIVINTWY KoL
aoUppaTtwy cuSTnUAatwy. OL pappoyec Kal oL UAOTIOLNELC aWopoUV ETTLONC YVWOLOKA KAl avasiapoppuolpa MEplBaiiovTa KivnTwy Kal acUuppatwy
ETILKOWVWVLWY (JE Xprion TLY. J2ME, Android). TEhoc n avamtugn Ba emektabel pe Xpron TEYVIKWY SLOSIKTUAKOU TIpoYpaupatiopol JE oToyo Tn
BLaYELPLON TWV KIVNTWY CUCKEUWY (OE TipokaBopLapévo TiepLBaihov Tpooopoiwonc).

» Nhnpowpopieg +
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KataBeon & E¢ETaon

¢ KataAnKTIKA nuepounvia uttooAng: 16/01/2022

¢ [1pofAeTOpEVN nueEpopnvia e¢etaonc: 20/01 - 20/02/2022
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BonBoi Mabnuarog

a KovrtotrouAog lNavayiwtng (pkontopoulos@di.uoa.qgr)
ad Koupolouptrdc NikoAag (nkoursioubas@di.uoa.gr)
a MayouAa Aiva (lina-magoula@di.uoa.gr)
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