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1 Introduction

A fundamental objective of cryptography is to enable two people to commu-
nicate over an insecure channel (a public channel such as internet) in such
a way that any other person is unable to recover their message (called the
plaintext) from what is sent in its place over the channel (the ciphertext).
The transformation of the plaintext into the ciphertext is called encryption,
or enciphering. Encryption-decryption is the most ancient cryptographic
activity (ciphers already existed four centuries B. C.) but its nature has
deeply changed with the invention of computers, because the cryptanalysis
(the activity of the third person, the eavesdropper, who aims at recovering
the message) can now use their power.

The encryption algorithm takes as input the plaintext and an encryption
key Kg, and it outputs the ciphertext. If the encryption key is secret, then
we speak of conventional cryptography or of symmetric cryptography. In
practice, the principle of conventional cryptography relies on the sharing of
a private key between the sender of a message and its receiver. If the en-
cryption key is public, then we speak of public key cryptography. Public key
cryptography appeared in the literature in the late seventies. The decryp-
tion (or deciphering) algorithm takes as input the ciphertext and a secret!
decryption key Kp. It outputs the plaintext.

message Encryption »  Decryption [rgssase
public
T channel T
KE KD

Public key cryptography is preferable to conventional cryptography, since it
allows us to secretly communicate without having shared keys in a secret
way: every person who wants to receive secret messages can keep secret a
decryption key and publish an encryption key; if n persons want to secretly
communicate pairwisely using a public key cryptosystem, they need n en-
cryption keys and n decryytlon keys, when conventional cryptosystems will
need at least (2) = nnol keys. But all known public key cryptosystems
are much less efficient than conventional cryptosystems (they produce a

! According to principles already stated in 1883 by A. Kerckhoffs [159], who cited a still
more ancient manuscript by R. du Carlet [41], only the secret keys must be kept secret —
the confidentiality should not rely on the secrecy of the encryption method.



much lower data throughput, because they need much time to encrypt long
messages) and they also need much longer keys to ensure the same level
of security. This is why conventional cryptography is still widely used and
studied nowadays. Thanks to public key cryptosystems, the share-out of the
necessary secret keys can be done without using a secure channel (the secret
keys for conventional cryptosystems are strings of a few hundreds of bits
only and can then be encrypted by public key cryptosystems). Protocols
specially devoted to key-exchange can also be used.

The objective of error correcting codes is to enable digital communication
over a noisy channel in such a way that the errors in the transmission of
bits can be detected and localized (and therefore corrected) by the receiver.
This aim is achieved by using an encoding algorithm that transforms the
information before sending it over the channel. In the case of block coding,
the original message is treated as a list of binary words (vectors) of the
same length — say k — that are encoded into codewords of a larger length
— say n. Thanks to this extension of the length, called redundancy, the
decoding algorithm can correct the errors of transmission and recover the
correct message. The set of all possible codewords is called the code. Sending
over the channel words of length n instead of words of length k slows down
the transmission of information in the ratio of % This ratio, called the
transmission rate, must be as high as possible, to allow fast communication.

corrected
message

message

Y

— Encoding Decoding —»

noisy
channel

In both cryptographic and error correcting coding activities, Boolean

functions (that is, functions from the vectorspace F4 of all binary vectors
of length n, to the finite field with two elements o — denoted by B is some
chapters of the present volume) play a role:
- every code whose length equals 2", for some positive integer n, can be
interpreted as a set of Boolean functions, since every n-variable Boolean
function can be represented by its truth table (an ordering of the set of
binary vectors of length n being first chosen) and thus associated with a
binary word of length 2", and wice versa; important codes (Reed-Muller,
Kerdock codes) can be defined this way as sets of Boolean functions;



- in the case of conventional cryptography, the role of Boolean functions is
even more important; cryptographic transformations (pseudo-random gener-
ators in stream ciphers, S-boxes in block ciphers) are designed by appropriate
composition of nonlinear Boolean functions.

In both frameworks, n is rarely large, in practice, for the reason of ef-
ficiency. The S-boxes used in most block ciphers are concatenations of sub
S-boxes on at most 8 variables. In the case of stream ciphers, n was in gen-
eral at most equal to 10 until recently. However, this has changed with the
algebraic attacks, see [88, 89, 111] and see below. The error correcting codes
derived from n-variable Boolean functions have length 2™; so, taking n = 10
already gives codes of length 1024.

Despite the fact that Boolean functions are currently used in cryptog-
raphy and coding with low numbers of variables, determining and studying
those Boolean functions satisfying some desired conditions (see Subection 4.1
below) is not feasible through an exhaustive computer investigation: the
number |BF,| = 22" of n-variable Boolean functions is too large when n > 6.
We give in table 1 below the values of this number for n ranging between 4
and 8.

n 4 5 6 7 8
’Bfn‘ 216 232 264 2128 2256
~ 6-10% [ 4-10% | 109 | 10%8 | 1077

Table 1: NUMBER OF n-VARIABLE BOOLEAN FUNCTIONS

Assume that visiting an n-variable Boolean function, and determining whe-
ther it has the desired properties, needs one nano-second (109 seconds),
then it would need millions of hours to visit all functions on 6 variables, and
about one hundred billions times the age of the universe to visit all those
on 7 variables. The number of 8-variable Boolean functions approximately
equals the number of atoms in the whole universe! We see that trying to find
functions satisfying the desired conditions by picking up functions at random
is also impossible for these values of n, since visiting a non-negligible part
of all Boolean functions on 6 or more variables is not feasible. The study of
Boolean functions for constructing or studying codes or ciphers is essentially
mathematical. But clever computer investigation is very useful to imagine
or to test conjectures, and sometimes to generate interesting functions.



2 Generalities on Boolean functions

In this chapter and in the chapter “Vectorial Boolean Functions for Cryp-
tography”, the set {0,1} will be most often endowed with the structure
of field (and denoted by F3), and the set F4 of all binary vectors (coders
say words) of length n will be viewed as a Fa-vectorspace. We shall de-
note simply by 0 the null vector in Fy. The vectorspace [y will sometimes
be also endowed with the structure of field — the field Fon (also denoted
by GF(2")); indeed, this field being an n-dimensional vectorspace over Fy,
each of its elements can be identified with a binary vector of length n. The
set of all Boolean functions f : Fy — [F, will be denoted as usual by BF,,.
The Hamming weight wg(x) of a binary vector x € F§ being the number
of its nonzero coordinates (i.e. the size of {i € N/ x; # 0} where N de-
notes the set {1,...,n}, called the support of the codeword), the Hamming
weight wp(f) of a Boolean function f on FJ is also the size of its sup-
port {x € Fy/ f(x) # 0}. The Hamming distance dy(f,g) between two
functions f and g is the size of the set {x € F3/ f(x) # g(z)}, that is, the
support of the function. Thus it equals wg(f @ g).

Note. Some additions of bits will be considered in Z and denoted then
by +, and some will be computed modulo 2 and denoted by &. All the
multiple sums computed in characteristic 0 will be denoted by ), and all
the sums computed modulo 2 will be denoted by €,. For simplicity and
because there will be no ambiguity, we shall denote by + the addition of
vectors (words) of F% or of elements of Fan.

2.1 Representation of Boolean functions

Among the classical representations of Boolean functions, the one which is
most usually used in cryptography and coding is the n-variable polynomial
representation over [y, of the form

f(z) = @ ar <H$l>: @ arz’!, (1)
)

1€P(N) iel IeP(N

where P(N) denotes the power set of N = {1,...,n}. Every coordinate z;
appears in this polynomial with exponents at most 1, because every bit in o
equals its own square. This representation belongs to Fa[z1,...,z,]/(2? &
T1,..., 72D xy). It is called the Algebraic Normal Form (in brief the ANF).

Example: let us consider the function f whose truth-table is



5
5
5
no
5
w
=
2

e Bl Bl Bl Bl K ev) Hen) Nen)
Il B K=l R ==l Bl B ol en) Naw
= O = OOl =IO
e E=l Rl K==] K==] K] il Nen)

It is the sum (modulo 2 or not, no matter) of the atomic functions fi, fa
and f3 whose truth-tables are

L2122 3| fi(@) | fola) [ f3(2) |
0 0 O 0 0 0
0 0 1 1 0 0
0O 1 O 0 0 0
0 1 1 0 0 0
1 0 O 0 0 0
1 0 1 0 1 0
1 1 0 0 0 0
1 1 1 0 0 1

The function fi(z) takes value 1 if and only if 1 @2y =1, 1 @ 29 = 1 and
xz = 1, that is if and only if (1 & 21)(1 & x2) 3 = 1. Thus the ANF of f;
can be obtained by expanding the product (1®x;)(1® x2) 3. After similar
observations on fy and f3, we see that the ANF of f equals (1@ z1)(1 ®
x9)x3 D x1(1 B x2) T3 B T1T273 = T1T2T3 D Tox3 D T3. <o

Another possible representation of this same ANF uses an indexation by
means of vectors of Iy instead of subsets of N; if, for any such vector w,
we denote by a, what is denoted by @y, in Relation (1) (where supp(u)
denotes the support of u), we have the equivalent representation:

f@)= P au | [ 5"
j=1

uelFy

The monomial [[7_, z; is often denoted by z*.



Existence and uniqueness of the ANF By applying the Lagrange in-
terpolation method described in the example above, it is a simple matter to
show the existence of the ANF of every Boolean function. This implies that
the mapping, from every polynomial P € Falxy,...,2,]/(2? ® z1,...,22 @
Zn) to the corresponding function x € Fy — P(z), is onto BF,. Since
the size of BJF,, equals the size of Fo[z1,...,2,]/(22 ® x1,...,22 @ xy,), this
correspondence is one to one?. But more can be said.

Relationship between a Boolean function and its ANF The prod-
uct #! = [[,c; #; is nonzero if and only if z; is nonzero (i.e. equals 1) for
every 1 € I, that is, if I is included in the support of z; hence, the Boolean
function f(z) = @jepn) ar z! takes value

f@)= @ an (2)

ICsupp(x)

where supp(xz) denotes the support of z. If we use the notation f(z) =
@ung a,x", we obtain the relation f(z) = €, @y, where u < x means
that supp(u) C supp(x) (we say that u is covered by z). A Boolean func-
tion f° can be associated to the ANF of f: for every x € F%, we set f°(z) =
Qsupp(z)> that is, with the notation f(z) = ®ueF3 ayx®: f°(u) = ay. Re-
lation (2) shows that f is the image of f° by the so-called binary Mdbius
transform.

The converse is also true:

u=x

Proposition 1 Let f be a Boolean function on Fy and let ®I€P(N) arz!
be its ANF. We have:

VI € P(N), aj = 4 f(x). (3)

x€FY/ supp(x)CI

Proof. Let us denote @%FS/ supp(zycr /(@) by by and consider the func-
tion g(z) = @ epny b1 z!. We have

o) = P b= P B

ICsupp(x) ICsupp(z) \y€Fy/ supp(y)Cl

2 Another argument is that this mapping is a linear mapping from a vectorspace over Fy
of dimension 2" to a vectorspace of the same dimension.



and thus

9(@) = P 1) D 1

yeFy I€P(N)/ supp(y)CICsupp(x)

The sum @ ep(n)/ supp(y)CICsupp(z) L 18 mull if y # x, since the set {I €
P(N)/ supp(y) C I C supp(x)} contains 2# (#)=wn®) elements if supp(y) C
supp(zx), and none otherwise. Hence, g = f and, by uniqueness of the ANF,
br = ay for every I. o

Algorithm There exists a simple divide-and-conquer butterfly algorithm
to compute the ANF from the truth-table (or vice-versa). For every u =
(ui,...,up) € F3, the coefficient a,, of z* in the ANF of f equals

@ [f(z1,...,2p-1,0)] if u, =0 and

(331:-~~7$n71)j(ula-~~7un71)

[f(x1,...,2p-1,0)® f(x1,...,2n-1,1)] if u, = 1.

(1,0 Tn—1) 2 (UL, Un—1)

Hence if, in the truth-table of f, the binary vectors are ordered in lexico-
graphic order, with the bit of higher weight on the right (for instance), the
table of the ANF equals the concatenation of those of the (n — 1)-variable
functions f(z1,...,2,-1,0) and f(z1,...,2,-1,0) ® f(z1,...,2p-1,1). We
deduce the following recursive algorithm:

1. write the truth-table of f, in which the binary vectors of length n are
in lexicographic order as decribed above;

2. let fo be the restriction of f to Fi ' x {0} and f; the restriction of f
to Fy~1 x {1}; the truth-table of fo (resp. fi) corresponds to the
upper (resp. lower) half of the table of f; replace the values of f; by
those of fo @ f1;

3. apply recursively step 2, separately to the functions now obtained in
the places of fy and f7.

When the algorithm ends (i.e. when it arrives to functions on one variable
each), the global table gives the values of the ANF of f. The complexity of
this algorithm is O(n2").

10



The degree of the ANF is denoted by d° f and is called the algebraic de-
gree of the function (this makes sense thanks to the existence and uniqueness
of the ANF): d°f = max{|I|/ a; # 0}, where |I| denotes the size of I. Some
authors also call it the nonlinear order of f. According to Relation (3), d°f
equals the maximum dimension of the subspaces {x € F4/ supp(x) C I} on
which f takes value 1 an odd number of times.

The algebraic degree is an affine invariant (it is invariant under the action

Ty
. . T2
of the general affine group): for every affine isomorphism L : ) €
Tn
x1 ai
Z2 az . . .
F — Mx | . |®| . | €Fy (where M is a nonsingular n x n matrix
Tn Qan

over [Fy), we have d°(f o L) = d°f. Indeed, the composition by L clearly
cannot increase the algebraic degree, since the coordinates of L(x) have de-
gree 1. Hence we have d°(f o L) < d°f (this inequality is more generally
valid for every affine homomorphism). And applying this inequality to fo L
in the place of f and to L™! in the place of L shows the inverse inequality.
The algebraic degree being a linear (moreover, an affine) invariant and its
value, for a function f, equalling the maximum dimension of the linear sub-
spaces {x € Fy/supp(x) C I} on which f takes value 1 an odd number
of times, it equals the maximum dimension of all the linear (resp. affine)
subspaces of [} on which f takes value 1 an odd number of times.

Remarks.

1. Every atomic function (i.e. every function of weight 1) has algebraic de-
gree n, since its ANF equals (z1®e€1)(zo®e€2) ... (2, Dey), where ¢; € Fo, Vi.
Thus, a Boolean function f has algebraic degree n if and only if, in its de-
composition as a sum of atomic functions (see above), the number of these
atomic functions is odd, that is, if and only if wg(f) is odd. This property
will be useful at Section 3.

2. If we know that the algebraic degree of an n-variable Boolean func-
tion f is upper bounded by d < n, then the whole function can be recov-
ered from some of its restrictions (i.e., a unique function corresponds to
this partially defined Boolean function). Precisely, according to the exis-
tence and uniqueness of the ANF, the knowledge of the restriction of the
Boolean function f (of algebraic degree at most d < n) to a set E implies

11



the knowledge of the whole function if and only if the system of the equa-
tions f(z) = Drepny/r1<a @ x!, with indeterminates a; € Fy, and where =
ranges over F (this makes | E| equations), has a unique solution®. This hap-
pens with the set E of all words of Hamming weights smaller than or equal
to d, since Relation (3) gives the values of ar, where I € P(N) and |I| < d.
Notice that Relation (2) permits then to recover the value of f(z) for ev-
ery x € [y, from the values taken by f at all words of Hamming weights
smaller than or equal to d.

The same property happens if we replace “Boolean” by “pseudo-Boolean”
(that is, real-valued) and if we consider the numerical degree (see below)
instead of the the algebraic degree, cf. [257]. o

The simplest functions, from the viewpoint of the ANF, are those Boolean
functions of s at most 1, called affine functions:

flx)=a121 @ ® anxy D ao.

They are the sums of linear and constant functions. Denoting by a - x the
usual inner product a - = a; x1 @ --- ® ap xy in F5, the general form of an
n-variable affine function is a - = @ ag (with a € Fy; ag € Fa).

Affine functions play an important role in coding (they permit to define
the Reed-Muller code of order 1, see Subsection 3.1) and in cryptography
(the Boolean functions used as “nonlinear functions” in cryptosystems must
behave as differently as possible from affine functions, see Subsection 4.1).

Trace representations A second kind of representation plays an im-
portant role in sequence theory, and is also used for defining and study-
ing Boolean functions. It leads to the construction of the Kerdock codes
(see Subsection 6.10). Recall that, for every n, there exists a (unique up to
isomorphism) field Fan (also denoted by GF'(2"™)) of order 2™ (see [178]). The
vectorspace [y can be endowed with the structure of this field Fon. Indeed,
we know that Fon has the structure of an n-dimensional Fo-vectorspace; if
we choose a Fa-basis (aq,...,ay) of this vectorspace, then every element
x € F§ can be identified with x1 oy +- - - + 2, o, € Fon. We shall still denote
by x this element of the field.

1. It is shown in the chapter “Vectorial Boolean Functions for Cryptog-
raphy” (see also below) that every mapping from Fan into Fon admits a

3Note that taking f null leads to determining the so-called annihilators of the indicator
of F; this is the core analysis of Boolean functions from the viewpoint of algebraic attacks,
see Subsection 4.1.

12



(unique) representation as a polynomial over Fan on one variable and of
(univariate) degree at most 2" — 1. Any Boolean function on Fon is a par-
ticular case of a vectorial function from Fa» to itself and admits therefore
such a unique representation.

2. For every u,v € Fan we have (u + v)? = u? + v? and v*" = u (ie.
u?" =1 = 1if u # 0). Consequently, the function defined on Fan by tr"(u) =
u+u? 4+ u® + -+ 0¥ is Fo-linear and satisfies (tr™(u))? = tr"(u); it
is therefore valued in Fy. When there will be no ambiguity, we shall write
tr instead of ¢r™. This function is called the trace function from Fon to its
prime field Fo. The function (u,v) +— tr(uv) is an inner product in Fan.
Every Boolean function can be written in the form f(x) = tr(F(x)) where
F is a mapping from Fan into Fon (an example of such mapping F is defined
by F(x) =0if f(z) =0 and F(x) = X where tr(\) = 1 if f(x) = 1). Thus,
every Boolean function can be also represented in the form ¢r (Zia L xl) ,

where 3; € Fan. Such a representation is not unique. Now, thanks to the
fact that tr(u?) = tr(u) for every u € Fan, we can restrict the exponents i
with nonzero coefficients 3; so that there is at most one such exponent in
each cyclotomic class {i x 2/ [ mod (2" —1)]; j € N} of 2 modulo 2" — 1.
Trace representations and the algebraic normal form are closely related. It is
shown in the chapter “Vectorial Boolean Functions for Cryptography” how
a representation can be obtained from the other.

3. We come back now to the representation introduced above in 1. Let
us see how it can be obtained from the truth table of the function and
represented in a convenient way by using the notation ¢r". Assuming that
f(0) = 0 (otherwise, we can apply the method to the function f(z)® f(0)),
and denoting by a a primitive element of the field Fon (that is, an element
such that Fon = {0,1,,02,...,a2"72}), the Mattson-Solomon polynomial
of the vector (f(1), f(a), f(a?),..., f(a?"~2)) is the polynomial

2" —1

A(z) = Z A1
j=1

with:
on_9

Aj = Z f(ah)a,
1=0

Note that the Mattson Solomon transformation is a discrete Fourier trans-
form. We have then A(a) = Z?:Il Ajoz_zj = 5:11 i:?f flaF)alk=Di =

f(a?) for every i (since Z?i;l k=07 equals 0 if k # 4), and A is therefore

13



the trace representation of f seen in 1. Note that Ag; = A;. This allows rep-
resenting A(z) in the form >y cp, tr™* (Apak) + Agn_12%" 71, where T'(n)
is the set obtained by choosing one element in each cyclotomic class of 2
modulo 2" — 1 (the most usual choice for k is the smallest element in its
cyclotomic class - called the coset leader of the class), and where ny, is the
size of the cyclotomic class containing k. Note that, for every k& € T'(n) and
every x € Fon, we have Ay, € Fyn, (since Aznk = A;) and 2F € Fyny, as well.

The algebraic degree of functions written in the trace representations
can be determined. For instance, let ¢ be a positive integer. Then ¢ [mod
2" —1] can be written in the form . , 27 where A C {0,1,...,n—1}. The
size of A (say r) is often called the 2-weight of i [mod 2" — 1]. Let a € Fan
and f(x) = tr(ax'). Then, as shown in [42], if f is not the null function,
it has algebraic degree r. Indeed, it is a simple matter to show that f has
algebraic degree at most r; to show that it has degree exactly r, we consider
the r-linear function ¢ over the field Fon whose value at (z1, ..., z,) equals the
sum of the images by f of all the 2" possible linear combinations of the x;’s;
¢(x1, ..., ) equals the sum, for all bijective mappings o from {1,...,r} onto
Aof tr(al];_, m%gm); proving that f has degree r is equivalent to proving
that ¢ is not null; and it is a simple matter to prove that, if ¢ is null, then
f is null.

The representation over the reals has recently proved itself to be use-
ful for characterizing several cryptographic criteria [54, 73, 74] (see Sections 6
and 7). It represents Boolean functions, and more generally real-valued
functions on F§ (that are called n-variable pseudo-Boolean functions) by
elements of R [x1,...,2,]/(2? — z1,...,22 —x,) (or of Z[z1,...,2,]/ (22 —
r1,...,22 —x,) for integer-valued functions). We shall call it the Numerical
Normal Form (NNF).

The existence of this representation for every pseudo-Boolean function is
easy to show with the same arguments as for the ANF's of Boolean functions
(writing 1 — z; instead of 1@ z;). The linear mapping from every element of
the 2"-th dimensional R-vectorspace R [z1,...,2,]/(23 — 21, ...,22 —x,) to
the corresponding pseudo-Boolean function on % being onto, it is therefore
one to one (the R-vectorspace of pseudo-Boolean functions on Fjy having
also dimension 2"). We deduce the uniqueness of the NNF.

We call the degree of the NNF of a function its numerical degree. It is shown
in [211] that, if a Boolean function f has no ineffective variable, then the
numerical degree of f is greater than or equal to logy n — log, logy n.

14



The numerical degree is not an affine invariant. But the NNF leads to an
affine invariant (see a proof of this fact in [74]; see also [144]) which is more
discriminant than the algebraic degree:

Definition 1 Let f be a Boolean function on Fy. We call generalized de-
gree of f the sequence (d;);~, defined as follows:

for every i > 1, d; is the smallest integer d > d;_1 (if i > 1) such that, for
every multi-index I of size strictly greater than d, the coefficient \; of ! in
the NNF of f is a multiple of 2°.

Example: the generalized degree of any nonzero affine function is the se-
quence of all positive integers.

Similarly as for the ANF, a (pseudo-) Boolean function f(z) = }_ cp(ny A1 x!

takes value:
f@y= > AL (4)
ICsupp(z)

But, contrary to what we observed for the ANF, the reverse formula is not
identical to the direct formula:

Proposition 2 Let f be a pseudo-Boolean function on Fy and let its NNF
be X rep(ny At x!l. Then:

VI € P(N), A = (-1) > (0P (), (5)
z€FY | supp(x)CI

Thus, function f and its NNF are related through the Mobius transform

over integers.

Proof. Let us denote the number (—1)! Z (=1)H@) f(z) by pr
z€FY | supp(x)CI

and consider the function g(x) = > ep(ny 11 z!. We have

gl@y= > = Y |V > ()W)

ICsupp(x) ICsupp(z) y€Fy | supp(y)CT

and thus

glz) = > ()W f(y) > (—1)T

yely I€P(N)/ supp(y)CICsupp(x)
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The sum Z (=DM is null if supp(y) € supp(x). It
IeP(N)/ supp(y)SICsupp(x)

is also null if supp(y) is included in supp(x), but different. Indeed, de-

noting |I| — wy(y) by i, it equals :tz;”:%(x)_wH(y) (wH(I)z_.wH(y))(—l)i =

+(1 — 1)wn@)-wn¥) = 0. Hence, g = f and, by uniqueness of the NNF, we

have u; = Ay for every 1. o

Notice that the ANF of any Boolean function can be deduced from its NNF
by reducing it modulo 2. Conversely, the NNF can be deduced from the
ANF since we have

f(i(]): @ G[.iL‘I — (_1)f(:c): H (_1)a1x1
IeP(N) 1P

= 1-2f@x)= [] @-2a2").

I€P(N)

Expanding this last equality gives the NNF of f(z) and we have [73]:

2n
A=Y (=2 Y an...ag. (6)
k=1 {115 I}

A polynomial P(x) = ZJeP(N) Ay x’, with real coefficients, is the NNF of
some Boolean function if and only if we have P%(z) = P(z), for every z € F}
(which is equivalent to P = P% in R [x1,...,2,]/(2? — 21,...,22 — z,)), or
equivalently, denoting supp(z) by I:

2

VIEP(N), | D x| =D A (7)

JCI JCI

Remark.

Imagine that we want to generate a random Boolean function through its
NNF (this can be useful, since we will see below that the main cryptographic
criteria, on Boolean functions, can be characterized, in simple ways, through
their NNFs). Assume that we have already chosen the values \; for every
J C I (where I € P(N) is some multi-index) except for I itself. Let us de-
note the sum - ;e ;.; As by p. Relation (7) gives (A1+u)? = A\ +p. This
equation of degree 2 has two solutions (it has same discriminant as the equa-
tion A\;> = A7, that is 1). One solution corresponds to the choice P(z) = 0
(where I = supp(x)) and the other one corresponds to the choice P(x) = 1.
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o

Thus, verifying that a polynomial P(z) = ) [eP(N) Ar ! with real coeffi-
cients represents a Boolean function can be done by checking 2™ relations.
But it can also be done by verifying a simple condition on P and checking
one equation only.

Proposition 3 Any polynomial P € Rxy,...,z,]/(z? — 21,..., 72 — x,)

1s the NNF of an integer-valued function if and only if all of its coefficients
are integers. Assuming that this condition is satisfied, P is the NNF of a
Boolean function if and only if: Zwng P%(z) = ZmeJFg P(x).

Proof. The first assertion is a direct consequence of Relations (4) and (5).
If all the coefficients of P are integers, then we have P%(z) > P(z) for
every x; this implies that the 2™ equalities, expressing that the correspond-
ing function is Boolean, can be reduced to the single one Zzng P%(z) =
S ey Plo). o
The translation of this characterization in terms of the coefficients of P is
given in Relation (29) below.

2.2 The discrete Fourier transform on pseudo-Boolean and
on Boolean functions

Almost all the characteristics needed for Boolean functions in cryptography
and for sets of Boolean functions in coding can be expressed by means of
the weights of some related Boolean functions (of the form f @ ¢, where ¢
is affine, or of the form D,f(x) = f(z) ® f(x + a)). In this framework,
the discrete Fourier transform is therefore a very efficient tool: for a given
Boolean function f, the knowledge of the discrete Fourier transform of f is
equivalent with the knowledge of the weights of all the functions f &4, where
¢ is linear (or affine). Also called Hadamard transform, the discrete Fourier
transform is the linear mapping which maps any pseudo-Boolean function ¢
on 3 to the function ¢ defined on F§ by

Plu) =Y olz) (~1)"" (8)

z€Fy

(we recall that x - u denotes the usual inner product).

Algorithm There exists a simple divide-and-conquer butterfly algorithm
to compute @. For every a = (ai,...,an_1) € F5~' and every a,, € Fq, the
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number P(ay,...,a,) equals

> (=) [p(x1, .., Tn-1,0) + (=) @(z1, ..., Tp_1,1)].

a=(21,....,5n—1)EFS

Hence, if in the tables of values of the functions, the vectors are ordered in
lexicographic order with the bit of highest weight on the right (for instance),
the table of @ equals the concatenation of those of the discrete Fourier
transforms of the (n — 1)-variable functions ¥o(x) = ¢(z1,...,25,-1,0) +
o(r1, ... xp—1,1) and Y1 (z) = @(21,...,2p-1,0) — p(z1, ..., 2p—1,1). We
deduce the following recursive algorithm:

1. write the table of the values of ¢ (its truth-table if ¢ is Boolean), in
which the binary vectors of length n are — say — in lexicographic order;

2. let g be the restriction of ¢ to Ty~ ! x {0} and ¢ the restriction of ¢
to IF;Z_I x {1}; the table of values of ¢g (resp. 1) corresponds to the
upper (resp. lower) half of the table of ¢; replace the values of ¢y by
those of g + ¢1 and those of 1 by those of ¢g — ¢1;

3. apply recursively step 2, separately to the functions now obtained in
the places of g and .

When the algorithm ends (i.e. when it arrives to functions on one variable
each), the global table gives the values of . The complexity of this algo-
rithm is O(n2").

Application to Boolean functions For a given Boolean function f, the
discrete Fourier transform can be applied to f itself, viewed as a function
valued in {0,1} C Z. We denote by fthe corresponding discrete Fourier
transform of f. Notice that f(O) equals the Hamming weight of f. Thus,
the Hamming distance dy(f,g) = [{z € Fy/ f(z) # g(2)}| = wu(f & g)
between two functions f and g equals !}ie\g(O)

The discrete Fourier transform can also be applied to the pseudo-Boolean
function f (z) = (—1)7 () (often called the sign function®) instead of f itself.

4The symbol x is used here because the sign function is the image of f by the non-
trivial character over Fy (usually denoted by x); to be sure that the distinction between
the discrete Fourier transforms of f and of its sign function will be easily done, we also
change the font when we deal with the sign function; many other ways of denoting the
discrete Fourier transform can be found in the literature.
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w1 | T2 | 23 | x4 | m12223 | 124 | f(2) | £ (X) f (x)
0 0 0 0 0 0 0 1 21410 0
1 0]0]0 0 0 0 1 0]0/|0 0
0 1 01]0 0 0 1 -1 21418 8
1 1 0] 0 0 0 1 -1 0]0/|0 8
0 0 1 0 0 0 0 21010 0
1 0 1 0 0 0 0 0107|0 0
0 1 1 0 0 0 1 -1 21010 0
1 1 1 0 1 0 0 1 010/|0 0
0 0 0 1 0 0 0 1 0100 4
1 0 0 1 0 1 1 -1 2141 4 -4
0 1 0 1 0 0 1 -1 000 4
1 1 0 1 0 1 0 1 21014 -4
0] 0 1 1 0 0 0 000 -4
1 0 1 1 0 1 1 -1 2104 4
0 1 1 1 0 0 1 -1 0010 4
1 1 1 1 1 1 1 -1 2 1-41 4 -4

Table 2: truth table and Walsh spectrum of f(x) = z1z0m3 ® 2124 © 22

We have R
L= Y (-1

z€lFy

We shall call Walsh transform® of f the Fourier transform of the sign func-
tion f . We give in Table 2 an example of the computation of the Walsh
transform, using the algorithm recalled above.

Notice that f being equal to 1 —2f, we have

f =278 —2f (9)

where 0y denotes the Dirac symbol, i.e. the indicator of the singleton {0}, de-
fined by dp(u) = 1 if w is the null vector and dp(u) = 0 otherwise; see Propo-
sition 5 for a proof of the relation 1 = 2™ §y. Relation (9) gives conversely

The terminology is not much more settled in the literature than is the notation; we take
advantage here of the fact that many authors use the term of Walsh transform instead
of discrete Fourier transform: we call Fourier transform the discrete Fourier transform
of the Boolean function and Walsh transform (some authors write “Walsh-Hadamard
transform”) the discrete Fourier transform of its sign function.
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~ £, : .
f=2r"15, — < and in particular:

wi(f) =2""" -

Relation (10) applied to f & ¢,, where {o(z) = a121 B -+ B anTy = a -,
gives:

(10)

~

dir(F10) = wir(F @ 6) = 221 — 2

. ()

The mapping f +— f; (0) playing an important role, and being applied in the
sequel to various functions deduced from f, we shall also use the specific

notation
F(f)=£,0) =Y (-1)/. (12)

z€Fy

Properties of the Fourier transform The discrete Fourier transform,
as any other Fourier transform, has very nice and useful properties. The
number of these properties and the richness of their mutual relationship are
impressive. All of these properties are very useful in practice for studying
Boolean functions (we shall often refer to the relations below in the rest of
the chapter). Almost all properties can be deduced from the next lemma®
and from the next two propositions.

Lemma 1 Let E be any vectorspace over Fy and £ any nonzero linear form
on E. Then Y, p(—=1)®) is null.

Proof. The linear form ¢ being not null, its support is an affine hyperplane
of E and has 2#mF~1 — @ elements”. Thus, erE(—l)e(””) being the sum
of 1I’s and -1’s in equal numbers, it is null. o

Proposition 4 For every pseudo-Boolean function ¢ on Fy and every el-
ements a, b and u of Fy, the value at u of the Fourier transform of the
function (—1)** p(z + b) equals (—1)>(@) G(a + u).

Proof. The value at u of the Fourier transform of the function (—1)%% p(z +
b) equals erFS(—l)(a+“)“4p(az +b) = eryg(—l)(mr“)’(x*b)gp(x) and thus
equals (—1)2(@+%) G(q + u). o

SLemma 1 allows proving a nice property on the Walsh transform of composed vectorial
functions, see the remark in the introduction of Subsection 2.1 in the chapter “Vectorial
Boolean Functions for Cryptography”.

"Another way of seeing this is as follows: choose a € E such that £(a) = 1; then the
mapping & — = + a is one to one between £~1(0) and ¢~*(1).
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Proposition 5 Let E be any vector subspace of Fy. Denote by 1g its in-
dicator (also called characteristic function), defined by 1p(u) =1 if u € E
and 1g(u) = 0 otherwise. Then:

g = |E| g1, (13)

where B+ = {x € F}/Vy € E, x-y = 0} is the orthogonal of E.
In particular, for E =TF5, we have 1 = 2" .

Proof. For every u € F}, we have 1p(u) = Y wep(=1)**. If the linear
form z € E — u -z is not null on E (i.e. if u ¢ EL) then 1p(u) is null,
according to Lemma 1. And if u € E+, then it clearly equals |F|. o

We deduce from Proposition 5 the Poisson summation formula, which
has been used to prove many cryptographic properties in [177], [184], [45]
and later in [32, 33], and whose most general statement is:

Corollary 1 For every pseudo-Boolean function ¢ on F%, for every vector
subspace E of Fy, and for every elements a and b of Fy, we have:

Yo DR = [E[(-D)* Y (1) p(x). (14)
u€a+FE zEb+EL
Proof. Let us first assume that a = b = 0. The sum ) p @(u), by defini-

tion, equals ) Z:peﬁ?g o(x)(-1)"* = erFg ¢(z) 15(x). Hence, accord-
ing to Proposition 5:

Y Bu) =Bl Y el). (15)

uek zeEL

We apply this last equality to the function (—1)%% ¢(x + b), whose Fourier

transform is (—1)”(@+%) (a + u), according to Proposition 4. We deduce
Suer (DY Bla+u) = |E| Y, pr (—1)% o(z+b), which is equivalent
to Equality (14). o

Relation (14) with @ = 0 and E = F} gives:

Corollary 2 For every pseudo-Boolean function ¢ on Fy:

o=2"0. (16)



Thus, the Fourier transform is a permutation on the set of pseudo-Boolean
functions on Fi and is its own inverse, up to division by a constant. In order
to avoid this division, the Fourier transform is often normalized, that is, di-
vided by v/2" = 2/2 50 that it becomes its own inverse. We do not use this
normalized transform here because the functions we consider are integer-
valued, and we want their Fourier transforms to be also integer-valued.
Corollary 2 permits to show easily that some properties, valid for the Fourier
transform of any function ¢ having some specificities, are in fact necessary
and sufficient conditions for ¢ having these specificities. For instance, ac-
cording to Proposition 5, the Fourier transform of any constant function
takes null value at every nonzero vector; according to Corollary 2, this is
a necessary and sufficient condition. Similarly, ¢ is constant on F§ \ {0} if
and only if ¢ is constant on F5 \ {0}.

A classical property of the Fourier transform is to be an isomorphism
from the set of pseudo-Boolean functions on Fj, endowed with the so-
called convolutional product, into this same set, endowed with the usual
(Hadamard) product of functions. We recall the definition of the convolu-
tional product between two functions ¢ and :

(p@)(@) =Y eW)(z+y)

yery

(adding here is equivalent to substracting since the operations take place in

Proposition 6 Let ¢ and ¢ be any pseudo-Boolean functions on Fy. We

have: . R
P Y = pxy. (17)
Consequently: R -
PR =2"pxy. (18)

Proof. We have
p@du) = > (p@v)(@) (-1)" =Y Y ez +y) (-1

z€F3 z€Fy yely

= 5T % i@+ y) (~1)rvene),

zelFy yeFy
Thus

POV = P~ [ 3 vl +y) (-1

yeFy zeFy
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= Do o@D ) [ D2 o) ()" | = Blu) ().

yeFy z€Fy
This proves the first equality. Applying it to ¢ and @Z in the places of ¢ and

1), we obtain @ ® IZ = 227 xap, according to Corollary 2. Using again this
same corollary, we deduce Relation (18). o

Relation (18) applied at 0 gives

PRU(0)=2"px1(0) =2" Y p(a)i(x) =2"p@u(0).  (19)

z€Fy
Taking ¢ = ¢ in (19), we obtain Parseval’s relation:

Corollary 3 For every pseudo-Boolean function ¢, we have:

Y P =2" Y e

uely z€Fy

If ¢ takes values £1 only, this becomes:

D @) =2, (20)

uelFy

This is why, when dealing with Boolean functions, we shall most often pre-
fer using the Walsh transform of f (that is, the Fourier transform of the
function f_ = (—1)7(®)) instead of the Fourier transform of f.

Relation (17) leads to another relation involving the derivatives of a Boolean
function.

Definition 2 Let f be an n-variable Boolean function and let b be any vector
in 5. We call derivative of f with respect to the direction b the Boolean
function Dyf(z) = f(z) ® f(z + ).

For instance, the derivative with respect to the vector (0,...,0,1) of a func-
tion of the form g(z1,...,zp—1) @z, h(x1, ..., 20—1) equals h(x1,...,Tp_1).
Relation (17) applied with ¢y = ¢ = f_implies the so-called Wiener-
Khintchine Theorem:

—

fx ® fx = x - (21)
We have (f, ®f )(b) = erFS(—l)Dbf(x) = F(Dyf) (the notation F was
defined at Relation (12)). Thus Relation (21) shows that fAX 2 is the Fourier

)
2
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transform of the so-called auto-correlation function b — Ag(b) = F(Dyf)
(this property was first used in the domain of cryptography in [44]):

~2
VueFy, > F(Dpf)(—1)"" = £ (u). (22)
bEF?
Applied at vector 0, this gives

> F(Dyf) = FA(f). (23)

beFy

Corollary 1 and Relation (22) imply that, for every vector subspace E of F4
and every vectors a and b (cf. [33]):

S0P ) = [B(=D)* ST (—1) T FDf) . (24)

u€a+kE ecb+E+

Another interesting relation has been also shown in [33] (see also [180]):

Proposition 7 Let E and E' be subspaces of FY such that E N E' = {0}
and whose direct sum equals . For every a € E', let hy be the restriction
of f to the coset a+ E (hy can be identified with a function on F5 where k
is the dimension of E). Then

ST = 1B Y k) - (25)

ucE+ acE’

Proof. Every element of Fy can be written in a unique way in form z +
a where x € E and a € E'. For every e € E, we have F(D.f) =
ZmeE;aeE,(—l)f(r+“)@f($+e+“) = Y uep F(Dehg). We deduce from Rela-
tion (24) applied with E+ instead of F, and with a = b = 0, that

S W = B FDf) = B Y <Z }'(Deha)>

ueE+ eckE ecE \acE'
ey (z f(Deha>) |
a€EFE’ \ecFE

Thus, according to Relation (23) applied with E in the place of Fy (re-
call that E can be identified with F§ where k is the dimension of E):

~2
Yuert by (W) = [EH Y e F2(ha)- o
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Fourier transform and linear isomorphisms A last relation that must
be mentioned shows what the composition with a linear isomorphism implies
on the Fourier transform of a pseudo-Boolean function:

Proposition 8 Let ¢ be any pseudo-Boolean function on Fy. Let M be a

1
. . . . . . L2
nonsingular n xn binary matriz and L the linear tsomorphism L : ) —
T
T
T2
M x| 7 |. Let us denote by M’ the transpose of M~ and by L' the linear
Tn
1 1
. . €2 X9
isomorphism L' : | " | —= M' x| " |. Then
In In
poL=0poL. (26)

Proof. For every u € 3, we have gp/cE(u) = erng o(L(x))(-1)** =
L7 (x "(u)-x
Z(LEF? So(x)(_l)uL @) = er]Fg (p(x)(_l)L( ) . <&

A relationship between algebraic degree and Walsh transform was
shown in [171] (see also [45]):

Proposition 9 Let f be an n-variable Boolean function, and let 1 < k < n.
Assume that its Walsh transform takes values divisible by 2F (i.e., according
to Relation (9), that its Fourier transform takes values divisible by 2871,
or equivalently, according to Relation (11), that all the Hamming distances
between f and affine functions are divisible by 2871). Then f has algebraic
degree at most n — k + 1.

Proof. Let us suppose that f has algebraic degree d > n — k + 1 and,
consider a term z! of degree d in its algebraic normal form. Relation (15)
applied to ¢ = f and to the vectorspace £ = {u € Fy/ Vi € I, u; = 0}
gives ZueEf:(u) = 243" _pif (z). The orthogonal E* of E equals
{u € F%/ Vi & I, u; = 0}. The restriction of f to E+, viewed as a function
on F¢, has an ANF of degree d (because all the monomials different from
[I;c; zi in the ANF of f give monomials of degrees strictly less than d when
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we set the coordinates z;, i ¢ I). Thus, any such restriction has an odd
weight (see Remark 1 of Subsection 2.1), and ) p. f () is not divisible

by 4. Hence, ) . Ef;(u) is not divisible by 2"~%*2 and it is therefore not
divisible by 2¥. A contradiction. o
The converse of Proposition 9 is obviously valid if £ = 1. It is also valid
if k = 2, since the n-variable Boolean functions of degrees at most n — 1
are those Boolean functions of even Hamming weights. It is finally also
valid for k = n, since the affine functions are characterized by the fact that
their Walsh transforms take values £2™ and 0 only (more precisely, their
Walsh transforms take value 2" once, and all their other values are null,
because of Pareseval’s relation). The converse is false for any other value
of k. Indeed, we shall see below that it is false for k = n — 1 (n > 4),
since there exist quadratic functions f which Walsh transforms take values
+2"/2 (n even > 4) and +2("*t1/2 (n odd > 5). Besides, it is possible to
show that the non-affine quadratic functions which Walsh transform values
are divisible by 2"~! are those sums of an indicator of a flat (i.e. an affine
space) of co-dimension 2 and of an affine function. It is then an easy task
to deduce that the converse of Proposition 9 is also false for any value of k
such that 3 < k < n — 1: we choose a quadratic function g in 4 variables,
which Walsh transform value at 0 equals 22, that is, which weight equals
23 — 2 = 6; and we take f(z) = g(x1, 79,23, 74) 252 (5 <1 < n). Such
function has algebraic degree [ — 2 and its weight equals 6; hence its Walsh
transform value at 0 equals 2" — 12 and is therefore not divisible by 2* with
k=n—(1-2)+1=n—104 3 (the range of k being 3 < k <n — 2).
Determining those Boolean functions which Walsh transform is divisible by
2% seems to be an open problem for 3 < k < n—2 (partial results are given in
[63]). This problem is interesting because of the result on resilient functions
recalled in Proposition 32.

Note that it is possible to characterize the fact that a Boolean function
has degree at most d by means of its Fourier or Walsh transform: since a
Boolean function has algebraic degree at most d if and only if its restriction
to any (d + 1)-dimensional flat has an even weight, we can apply Poisson
summation formula (14).

Characterizing the Fourier transforms of integer-valued pseudo-
Boolean functions and of Boolean functions According to Relation (16),
the Fourier transforms of integer-valued functions (resp. the Walsh trans-
forms of Boolean functions) are those integer-valued functions over Fy whose
Fourier transforms take values divisible by 2" (resp. equal to +2"). Also,
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the Walsh transforms of Boolean functions being those integer-valued func-
tions ¢ over F% such that 2 equals the constant function 22", they are those
integer-valued functions ¢ such that c@ =227 that is p ® ¢ = 22" &,
according to Relation (17) applied with ¢ = ¢. But these characterizations
are not easily computable: they need to check 2" divisibilities by 2™ for
the Fourier transforms of integer-valued functions, and 2" equalities for the
Walsh transforms of Boolean functions.

Since the main cryptographic criteria on Boolean functions will be char-
acterized below as properties of their Walsh transforms, it is important to
have characterizations which are as simple as possible. We have seen that
characterizing the NNF's of integer-valued (resp. Boolean) functions is easy
(resp. easier than with Fourier transform). So it is useful to clarify the
relationship between these two representations.

2.2.1 Fourier transform and NNF

There is a similarity between the Fourier transform and the NNF:

- the functions (—1)"*, u € F3, constitute an orthogonal basis of the space

of pseudo-Boolean functions, and the Fourier transform corresponds, up to

normalization, to a decomposition over this basis;

- the NNF is defined similarly with respect to the (non-orthogonal) basis of

monomials.

Let us see now how each representation can be expressed by means of the

other.

Let ¢(x) be any pseudo-Boolean function and let 3~ cp( ) A7z’ be its NNF.

For every word z € F3, we have: ¢(z) = 3 coupp(z) A1~ Setting b =

(1,...,1), we have p(z+b) = Z A1 (since the support of z+b
I€P(N)/ supp(x)NI=0

equals F3 \ supp(x)).

For every I € P(N), the set {z € F}/supp(z) NI = 0} is an (n — |I|)-

dimensional vector subspace of Fy. Let us denote it by Er. Its orthogonal

equals {u € F3/ supp(u) C I'}t. We have o(z+b) = > cpn) A1 1E,- Apply-

ing Propositions 4 (with a = 0) and 5, we deduce:

Blu) = (—1)wn ™) > VS (27)
IEP(N) | supp(u)CI

Using the same method as for computing A; by means of the values of f, it
is an easy task to deduce:

Ar =27 (=2)M > B(u). (28)

u€FY | ICsupp(u)
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Note that if ¢ has numerical degree D, then, according to Relation (27), we
have @(u) = 0 for every vector u of weight strictly greater than D.
Applying Relation (27) to p(z) = P(z) = 3 1cp(n) A1 z! and to p(x) =

P3(z) = 2o 1eP(N) (ZJ’J,EP(N)‘I:JUJ, AJ /\J/) z!) with v = 0, we deduce
from Proposition 3 that a polynomial P(z) = ZIGP(N) A7z, with integer
coefficients, is the NNF of a Boolean function if and only if

> ol > A=Y 2 (29)

I€P(N) JJ'EP(N) | I=JUT' I€P(N)

Remark. The NNF presents the interest of being a polynomial represen-
tation, but it can also be viewed as the transform which maps any pseudo-
Boolean function f(z) = > epn) A1 z! to the pseudo-Boolean function g
defined by g(z) = Agupp(z)- Let us denote this mapping by ®. Three other
transforms have also been used for studying Boolean functions:

- the mapping ®~! (the formulae relating this mapping and the Walsh trans-
form are slightly simpler than for ®; see [226]);

- a mapping defined by a formula similar to Relation (5), but in which
supp(x) C I is replaced by I C supp(x); see [122];

- the inverse of this mapping. o

2.2.2 Fourier transform and graph theory

Let f be a Boolean function and let Gy be the Cayley graph associated
to f: the vertices of this graph are the elements of [} and there is an edge
between two vertices u and v if and only if the vector u 4+ v belongs to the
support of f. Then (see [14]), if we multiply by 2" the values f(a), a € F%,
of the Fourier spectrum of f, we obtain the eigenvalues of the graph G
(that is, by definition, the eigenvalues of the adjency matrix (My,y)uvery
of G, whose term M, , equals 1 if u + v belongs to the support of f, and
equals 0 otherwise).

As a consequence, the cardinality Nz of the support {a € Fy/ fla) # 0} of
the Fourier transform of any n-variable Boolean function f is greater than
or equal to the cardinality Nj of the support of the Fourier transform of
any restriction g of f, obtained by keeping constant some of its input bits.
Indeed, the adjency matrix M, of the Cayley graph G, is a submatrix of
the adjency matrix My of the Cayley graph Gy; the number Nj equals the
rank of M, and is then smaller than or equal to the rank Nf of M.

This property can be generalized to any pseudo-Boolean function ¢. More-
over, a simpler proof is obtained by using Relation (14): let I be any
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subset of N = {1,...,n}; let E be the vector subspace of F} equal to
{x € F§/x; = 0,Vi € I}; we have B+ = {x € F§/z; = 0,Vi € N\ I}
and the sum of F and of Et is direct; then, for every a € E+ and every
b € E, the equality Y ,c,05(—1)"" 3(u) = |E| (=1)*4)(a), where 9 is the
restriction of  to b+ EL, implies that, if Nf = k, that is, if $(u) is nonzero

for exactly k£ vectors u € Fy, then clearly @(a) is nonzero for at most k
vectors a € E+.

If we apply this property to a Boolean function f and if we choose for g a
restriction of odd weight (whose Fourier transform takes therefore nonzero
values, only), we deduce (see [14]) that N ;= 29, where d is the algebraic

degree of f (choose a monomial z! of degree d in the ANF of f). Notice
that NV 7 equals 2¢ if and only if at most one element (that is, exactly one)

~

satisfying f(u) # 0 exists in each coset of F, that is, in each set obtained
by keeping constant the coordinates x; such that ¢ € I.

The number N 7 is also upper bounded by Zi’;o (7;), where D is the numer-
ical degree of f. This is a direct consequence of Relation (27) and of the
observation which follows it.

The graphic viewpoint also gives insight on the Boolean functions whose
Fourier spectra have at most three values (see [14]).

A hypergraph can also be related to the ANF of a Boolean function f. A
related (weak) upper bound on the nonlinearity of f has been pointed out
in [270].

3 Boolean functions and coding

We explained in the introduction how, in error correcting coding, the mes-
sage is divided into vectors of the same length k, which are transformed into
codewords of length n > k, before being sent over a noisy channel, in order
to enable the correction of the errors of transmission (or of storage, in the
case of CD, CD-ROM and DVD) at their reception. A choice of the set of
all possible codewords (called the code — let us denote it by C) permits to
correct up to ¢ errors (in the transmission of each codeword) if and only if
the Hamming distance between any two different codewords is greater than
or equal to 2t + 1 (so, if d is the minimum distance between two codewords,
the code can enable to correct up to L%J errors, where “| |” denotes the
integer part). Indeed, the only information the receiver has, concerning the
sent word, is that it belongs to C. In order to be always able to recover the
correct codeword, he needs that, for every word y at distance at most ¢ from
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a codeword x, there does not exist another codeword z’ at distance at most ¢
from y, and this is equivalent to saying that the Hamming distance between
any two different codewords is greater than or equal to 2t+1. This necessary
condition is also sufficient, in principle®. Thus, the problem of generating
a good code consists in finding a set C' of binary words of the same length
which minimum distance min, pec dp(a,b) (where dy(a,b) = |{i/ a; # b;}|)
is high?.

A code is called a linear code if it has the structure of a linear subspace of
FY where N is its length. The minimum distance of a linear code equals the
minimum Hamming weight of all nonzero codewords, since the Hamming
distance between two vectors equals the Hamming weight of their differ-
ence. We shall write that a linear code is an [N, k, d]-code if it has length
N, dimension k& and minimum distance d. It can then be described by a
generator matriz G, obtained by choosing a basis of this vectorspace and
writing its elements as lines. The code equals the set of all the vectors of
the form u x G, where u ranges over F%.

As explained in the introduction, every code which length equals 2", for
some positive integer n, can be interpreted as a set of Boolean functions.
This viewpoint has led to the Reed-Muller codes.

3.1 Reed-Muller codes

The existence of Reed-Muller codes comes from the following observation:

Proposition 10 Any two distinct n-variable functions f and g of algebraic
degrees at most r have mutual distances at least 2™ ".

Proof. In order to prove this property, it is necessary and sufficient to show
that any nonzero function of algebraic degree d < r has weight at least 2"~"
(see above what is observed about linear codes). This can be proved by a
double induction over r and n (see [187]), but there exists a simpler proof.
Let [[;c; i be a monomial of degree d in the ANF of f; consider the on—d
restrictions of f obtained by keeping constant the n — d coordinates of x
whose indices lie outside I. Each of these restrictions, viewed as a function

8In practice, we still need to have an efficient decoding algorithm to recover the sent
codeword; the naive method consisting in visiting all codewords and keeping the nearest
one from the received word is inefficient because the number 2* of codewords is too large,
in general.

9High with respect to some known bounds giving the necessary trade-offs between
the length of the code, the minimum distance between codewords and the number of
codewords, see [187, 222])
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on F¢, has an ANF of degree d, because all the monomials, different from
[I;c; zi in the ANF of f, give monomials of degrees strictly less than d when
we keep constant the coordinates x;, i« € I. Thus any such restriction has
an odd (and hence a nonzero) weight (see Remark 1 of Subsection 2.1). The
weight of f being equal to the sum of the weights of its restrictions, f has
weight at least 27~ ¢, which completes the proof. o

The functions of Hamming weight 2"~" and degree r have been charac-
terized, see a proof in [187]. We give below an original proof which brings a
little more insight on the reasons of this characterization.

Proposition 11 The Boolean functions of algebraic degree r and of Ham-
ming weight 2"~" are the indicators of (n — r)-dimensional flats (i.e. the
functions whose supports are (n — r)-dimensional affine subspaces of Fy ).

Proof. The indicators of (n — r)-dimensional flats have clearly degree r and
Hamming weight 2"~". Conversely, let f be a function of algebraic degree
r and of Hamming weight 2"~". Let [];,.; z; be a monomial of degree r in
the ANF of f and let J = {1,...,n} \ I. For every vector a € Fy, let us
denote by f, the restriction of f to the flat {z € F3; Vj € J, z; = a5}
According to the proof of Proposition 10, and since f has Hamming weight
2"~ each function f, is the indicator of a singleton {a,}. Let us prove that
the mapping a : o — a, is affine, i.e. that, for every a, 3,7 € Fy, we have
Ua+B+~y = Qo + ag + ay (this will complete the proof of the proposition).
Proving this is equivalent to proving that f,yg1+ @ fo ® fg @ f, has degree
at most r — 2. But more generally, for every k-dimensional flat A of F/, the
function @, 4 fo has degree at most r — k (this can be easily proved by
induction on k, using that f has degree r). o

Remark.

1. The proof of Proposition 10 shows in fact that, if a monomial ], ; z;
has coefficient 1 in the ANF of f, and if every other monomial [[,. ; #; such
that I C J has coefficient 0, then the function has weight at least 27—/l
Applying this observation to the Mobius transform f© of f, whose definition
has been given after Relation (2), shows that, if there exists a vector z € F}
such that f(z) = 1 and f(y) = 0 for every vector y # x whose support
contains supp(z), then the ANF of f has at least 2" *H#(®) terms (this has
been first observed in [270]). Indeed, the M&bius transform of f° is f.

2. The d-dimensional subspace E of equations x; = 0, ¢ ¢ I, in the proof of
Proposition 10, is a mazimal odd weighting subspace: the restriction of f to
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FE has odd weight, and the restriction of f to any of its proper superspaces
has even weight (since the restriction of f to any coset of E has odd weight).
Similarly as above, it can be proved, see [270], that any Boolean function
admitting a d-dimensional maximal odd weighting subspace E has weight
at least 27,

The Reed-Muller code of order r is by definition the set of all Boolean
functions of algebraic degrees at most r (or more precisely the set of the bi-
nary words of length 2" corresponding to the truth-tables of these functions).
Denoted by R(r, n), it is a Fa-vectorspace of dimension 1+n+ (g) +--+ (7:)
(since this is the number of monomials of degrees at most r) and thus, it
has 2177+ (3)++(7) clements.

For r =1, it equals the set of all affine functions. Notice that the weight of
any non-constant affine function being equal to the size of an affine hyper-

plane, it equals 2" 1.

Historic note: the Reed-Muller code R(1,5) was used in 1972 for trans-
mitting the first black-and-white photographs of Mars. It has 26 = 64 words
of length 2° = 32, with mutual distances at least 2* = 16. Each codeword
corresponded to a level of darkness (this made 64 different levels). Up to
LLQ_IJ = 7 errors could be corrected in the transmission of each codeword. ©
R(r,n) is a linear code, i.e. a Fa-vectorspace. Thus, it can be described by
a generator matrix G. For instance, a generator matrix of the Reed-Muller
code R(1,4) is:

11111111111 11111
010001110001 1T1TQ0°71
G=|10010010011011011
00010010101 10111
0 00010O0O1TO01101111

(the first line corresponds to the constant function 1 and the other lines
correspond to the coordinate functions x1, ..., z4)'.

For a given linear code C of length m and dimension k having a generator
matrix G, a possible encoding algorithm is the mapping u € IE"§ —uXGeE

10%We have chosen to order the words of length 4 in increasing weights; we could have
chosen other orderings; this would have led to other codes, but equivalent ones, having
the same parameters (a code C is said to be equivalent to another code C' if there exists
a permutation ¢ on {1,...,m} such that C = {(zoq1), ..., Tom))/z € C).
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F35*. Thus, the generator matrix permits to generate the codewords, but it is
not well suited for checking if a received word of length m is a codeword or
not. A characterization of the codewords is obtained thanks to the generator
matrix H of the dual C*+ = {z € F3'/Vy € C, z-y = @}~ z; y; = 0} (such
a matrix is called a parity-check matriz): we have z € C if and only if z x H*
is the null vector.

The case of Reed-Muller codes is simple:

Proposition 12 The dual R(r,n)* = {f € BF,/V¥g € R(r,n), f - g =
EBzeng f(x)g(z) =0} equals R(n —r — 1,n).

Proof. We have seen at Subsection 2.1 that the functions in BF, whose
weights are even are the elements of R(n — 1,n). Thus, R(r,n)" is the set
of those functions f such that, for every function g of algebraic degree at
most 7, the product function fg has algebraic degree at most n — 1. This is
clearly equivalent to the fact that f has algebraic degree at most n—r — 1.0
The Reed-Muller codes are invariant under the action of the general affine
group. The sets R(r,n) or R(r,n)/R(r’',n) have been classified under this
action for some values of r, of 7’ < r and of n, see [133, 135, 20, 188, 249, 250].

The open problem of the weight distribution of Reed-Muller
codes, MacWilliams’ identity and the notion of dual distance What
are the possible distances between the words of R(r,n), or equivalently the
possible weights in R(r,n)? The answer, which is useful for improving the
efficiency of the decoding algorithms and for evaluating their complexities, is
known for every n if r < 2: see Subsection 5.1. For r > n — 3, it can also be
deduced from the very nice relationship, due to F. J. MacWilliams, existing
between every linear code and its dual: let C' be any binary linear code of
length m; consider the polynomial We(X,Y) = 3" ) 4, X™ Y where A;
is the number of codewords of weight ¢. This polynomial is called the weight
enumerator of C and describes'! the weight distribution (A;)o<i<m of C.
Then (see [187, 222])

We(X +Y,X —Y) = |C|We(X,Y). (30)

We give only a sketch of proof of this MacWilliams’ identity: we observe
first that We(X,Y) = Y o [T, X7#Y"; we deduce Weo(X +Y, X —
Y) = Yot (X 4+ (=1)™Y); applying a classical method of expan-
sion, we derive Wo(X +Y, X ~Y) = 3 cc Dperp [Ty (X7 ((-1)"Y)")

1We is a homogeneous version of the classical generating series for the weight distri-
bution of C.
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(for b; = 0, we choose X in the factor X + (—=1)*Y; and for b, = 1,
we choose (—1)*Y; all the different possible choices are taken into ac-
count by considering all binary words b of length m). We obtain then
Wo(X +Y, X =Y) =Y epp (X7 on®yvn®) 55 (=1)"7) and we con-
clude by using Relation (13) with £ = C.

The MacWilliams identity permits, theoretically, to deduce the weight dis-
tribution of R(n —r — 1,n) from the weight distribution of R(r,n) (in fact,
to actually determine this weight distribution, it is necessary to be able to
explicitely expand the factors (X 4+ Y)™ (X —Y)? and to simplify the ob-
tained expression for We (X + Y, X — Y'); this is not possible for all values
of n). But this gives no information for the cases 3 < r < n — 4 which
remain unsolved (except for small values of n, see [13], and for n = 2r,
because the code is then self-dual, see [187, 222]). McEliece’s theorem [200]
(or Az’s theorem [8]) shows that the weights (and thus the distances) in
R(r,n) are all divisible by ol #1-1 — o[ %] (this can also be shown by us-
ing the properties of the NNF, see [73]). Moreover, if f has degree d and g

n—d’

has degree d’ < d, then dy(f,g) = wy(f) [mod 2[ d w [157]. In [26], A.
Canteaut gives further properties of the weights in f @ R(1,n). Kasami and
Tokura [155] have shown that the only weights in R(r,n) occuring in the
range [277"; 2" "] are of the form 27~ "*! — 2¢ for some i; and they have
completely characterized the codewords with these weights (and computed
their number).

The principle of MacWilliams identity can also be applied to nonlinear
codes. When C' is not linear, the weight distribution of C' has no great
relevance. The distance distribution has more interest. We consider the
distance enumerator of C: Dg(X,Y) = ﬁzgo B;X™ 'Y, where B;
is the size of the set {(z,y) € C?/dy(x,y) = i}. Note that, if C is
linear, then Do = We. Similarly as above, we see that Do(X,Y) =
ﬁ D wyece it X1 (@) y#i®¥i; we deduce that the polynomial D¢ (X +
Y, X —Y) equals ﬁZ(x’y)eCQ [T (X + (=1)*®¥Y). Expanding these
products, we obtain ﬁ Z(x,y)ec2 Ebe]Fgl I, (Xl—bi((_l)l’i@yiy)bi)’ that
is DC(X +Y, X — Y) — ﬁ ZbngL xm—wg (b)ywa (b) (ZmGC(_l)bm)Q.

The minimum nonzero exponent of Y in the polynomial Do(X +Y, X —Y),
that is, the number min{wg (b); b # 0,>,.o(—1)" # 0}, is usually de-
noted by d+ and is called the dual distance of C. Note that the maximum
number j such that the sum Y, _~(—1)"® is null for every nonzero vector b
of weight at most j, equals d* — 1 (see more in [99, 100]). This property
will be useful at Subsection 4.1.
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It is shown in [43] (see also the remark of Subsection 5.1) that for every
Boolean function f on F%, there exists an integer m and a Boolean function
g of algebraic degree at most 3 on IFS”m whose Walsh transform takes value
g.(0) = 2mf:(0) at 0 (the null vector). This means that the weight of f is
related to the weight of g in a simple way. This shows that the distances in

R(3,n) can be very diverse, contrary to those in R(2,n). o

4 Boolean functions and cryptography

Stream ciphers are based on the so-called Vernam cipher (see Figure 1) in
which the plaintext (say a binary string of some length) is bitwise added to
a (binary) secret key of the same length, in order to produce the ciphertext.
The Vernam cipher is also called the one time pad because a new random
secret key must be used for every encryption. Indeed, the bitwise addition
of two ciphertexts corresponding to the same key equals the addition of the
corresponding plaintexts, which gives much information on these plaintexts
(it is often enough to recover both plaintexts; some secret services learned
this at their own expenses!).

Key Key

Plaintext & Ciphertext Ciphertext@ Plaintext

»- >

Figure 1: VERNAM CIPHER

The Vernam cipher, which is the only known cipher offering uncondi-
tional security (see [244]) if the key is truly random and if it is changed for
every new encryption, was used for the communication between the heads of
USA and USSR during the cold war (the keys being carried by diplomats)
and by some secret services.

In practice, since the length of the private key must be equal to the
length of the plaintext, pseudo-random generators are most often used in
order to minimize the size of the private key (but the unconditional security
is then no longer ensured): a method (shared by the sender and the recipient)
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is chosen for producing long pseudo-random sequences from short random
secret keys (only the latter are actually shared, together with the method).
The pseudo-random sequence is used in the place of the key in a Vernam
cipher. Stream ciphers, because they operate on data units as small as
a bit or a few bits, are suitable for fast telecommunication applications.
Having also a very simple construction, they are easily implemented both
in hardware and software.

The first method for generating a pseudo-random sequence from a secret
key has used Linear Feedback Shift Registers (LFSR). In such an LFSR

P S>—@

X1 XCr—1 XCL
—> Sn—1 e Sn—L+1| Sn—L —>

Figure 2: LFSR

(see Figure 2), at every clock-cycle, the bits s,,—1,..., S, contained in the
flip-flops of the LFSR move to the right. The left-most flip-flop is feeded
with the linear combination @le ¢;iSn—i- Thus, such an LFSR outputs a
recurrent sequence satisfying the relation

L
Sp = @ CiSn—i-.
=1

Such sequence is always ultimately periodic'? (if c;, = 1, then it is periodic;
we shall assume that ¢z = 1 in the sequel) with period at most 2% — 1.
The short secret key gives then the initialization sg,...,sr_1 of the LFSR
and the values of the feedback coefficients ¢; (these must be kept secret;
otherwise, the observation of L consecutive bits of the key would permit to
recover all the subsequent sequence).

But these LFSRs are cryptographically weak because of Berlekamp-
Massey algorithm [197]: let L be the length of the minimum LFSR pro-

12Conversely, every ultimately periodic sequence can be generated by at least one LFSR.
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ducing the same sequence (this length, called the linear complexity of the
sequence, is assumed to be unknown from the attacker), then if we know at
least 2L consecutive bits, Berlekamp-Massey algorithm recovers the values
of L and of the ¢;’s and the initialization of the sequence. So, the attacker
only needs in practice to know about 20 consecutive bits. The modern way
of avoiding this attack is by using Boolean functions, the most usual way
being with Combining Boolean functions (see Figure 3).

LFSR 2

X

output s;
>

;

Tn

Figure 3: COMBINING FUNCTION

Such system clearly outputs a periodic sequence (whose period is at most
the LCM of the periods of the sequences output by the n LFSRs). So, this
sequence is also recurrent and can therefore be produced by a single LFSR.
However, well-chosen Boolean functions allow the linear complexity of the
sequence to be much larger than the sum of the lengths of the n LFSRs.
Nevertheless, choosing f such that the linear complexity and the period are
large enough is not sufficient. The combining function should also not leak
information about the individual LFSRs.

Notice that the feedback coefficients of the n LFSRs used in such a generator
can be public. The Boolean function is also public, in general, and the short
secret key gives only the initialization of the n LFSRs: if we want to use for
instance a 120 bit long secret key, this permits to use n LFSRs of lengths
Ly,...,L, such that Ly +--- 4+ L, = 120.

Other ways of using Boolean functions exist. A filtered LFSR does not
output the bit contained in the right-most flip-flop, but outputs f(z1,...,zy)
where f is some n-variable Boolean function, called a filtering function
and where x1,...,x, are the bits contained in some flip-flops of the LFSR,
see Figure 4.

Such system is equivalent to the combining system!'3. A Feedback Shift

13However, the attacks, even when they apply to both systems — the original one and

37



———

Si+L—1 e Si+1
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l output

Figure 4: FILTERING FUNCTION

Register has the same structure as an LFSR, but the left-most flip-flop is
feeded with f(z1,...,x,) where n < L, f is some n-variable Boolean func-
tion and where 1, ..., z, are bits contained in the flip-flops of the FSR. The
linear complexity of the produced sequence can then be potentially near 2%.
But there does not exist much published work on this subject (see [147] for
general FSRs and [80] for FSRs with quadratic function f) and the linear
complexity is difficult to study in general.

Boolean functions also play an important role in block ciphers. A first ob-

servation is that every block cipher admits as input a binary vector (z1, ..., zy)
(a block of plaintext) and outputs a binary vector (yi,...,yn); the coordi-
nates yi,...,Ym are the outputs to Boolean functions (depending on the
key) whose common input is (x1,...,z,). see Figure 5.
But the number n of variables of these Boolean functions being large (most
often, more than a hundred), these functions could not be analyzed. Boolean
functions on fewer variables are in fact involved in the ciphers. All known
block ciphers are the iterations of a number of rounds (at most 16).

We give in Figures 6 and 7 a description of these rounds for the DES
and for the AES. The input to a DES round is a binary string of length 64,
divided into two strings of 32 bits each (in the figure, they enter the round,
from above, on the left and on the right); confusion is achieved by the S-box,

the equivalent one — may not work quite similarly. Consequently, the criteria that the
involved Boolean functions must satisfy because of these attacks may be different for the
original system and for the equivalent one.
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Plaintext: 7 Tn,

[ E

B

Ciphertext: 41 Ym

Figure 5: BLOCK CIPHER

Round key

P S j——|E

Figure 6: A DES ROUND

which is a nonlinear transformation of a binary string of 48 bits'* into a 32
bit long one. So, 32 Boolean functions on 48 variables are involved. But, in
fact, this nonlinear transformation is the concatenation of eight sub-S-boxes,
which transform binary strings of 6 bits into 4 bit long ones. So, 32 (that
is, 8 x 4) Boolean functions on 6 variables are involved.

In the (standard) AES round, the input is a 128 bit long string, divided into
16 strings of 8 bits each; the S-box is the concatenation of 16 sub-S-boxes
corresponding to 16 x 8 Boolean functions on 8 variables.

A Dblock cipher being considered, the individual properties of all the
involved Boolean functions can be studied (see Subsection 4.1), but this
is not sufficient. The whole sub-S-boxes must be globally studied (see the
chapter “Vectorial Boolean Functions for Cryptography”).

14The E-box has expanded the 32 bit long string into a 48 bit long one.
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linear permutation

Round key <+>

Figure 7: AN AES ROUND

4.1 Cryptographic criteria for Boolean functions

The design of conventional cryptographic systems relies on two fundamental
principles introduced by Shannon [244]: confusion and diffusion. Confusion
aims at concealing any algebraic structure in the system. It is closely related
to the complexity® of the involved Boolean functions. Diffusion consists in
spreading out the influence of any minor modification of the input data or of
the key over all outputs. These two principles were stated more than half a
century ago. Since then, many attacks have been found against the diverse
known cryptosystems, and the relevance of these two principles has always
been confirmed. The known attacks on each cryptosystem lead to criteria
[204, 223, 245] that the implemented cryptographic functions must satisfy.
More precisely, the resistance of the cryptosystems to the known attacks can
be quantified through some fundamental characteristics (some, more related
to confusion, and some, more related to diffusion) of the Boolean functions
used in them; and the design of these cryptographic functions needs to con-

15That is, cryptographic complexity, which is different from circuit complexity, for in-
stance.
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sider various characteristics simultaneously. Some of these characteristics
are affine invariants, i.e. are invariant under affine equivalence (recall that
two functions f and g on F5 are called affinely equivalent if there exists a lin-
ear isomorphism L from F% to Fy and a vector a such that f(z) = g(L(z)+a)
for every input = € F%) and some are not. Of course, all characteristics can-
not be optimum in the same time, and trade-offs must be considered (see
below).

The algebraic degree: cryptographic functions must have high alge-
braic degrees. Indeed, all cryptosystems using Boolean functions for con-
fusion (combining functions in stream ciphers, functions involved in the S-
boxes of block ciphers, ...) can be attacked if the functions have low degrees.
For instance, in the case of combining functions, if n LFSRs having lengths

Lq,...,L, are combined by the function
0= @ o (Il=).
IeP(N) el

where P(N) denotes the power set of N = {1,...,n}; then (see [234]) the
sequence produced by f can be obtained by a single LFSR of length

L< ) (HL)

IEP(N) iel

The algebraic degree of f (i.e. the largest size of I such that a; = 1) has to
be high so that L can have high value (the number of those nonzero coeffi-
cients ay, in the ANF of f, such that I has large size, also plays a role, but
a less important one). In the case of block ciphers, using Boolean functions
of low degrees makes the higher differential attack [162, 169] effective.
When n tends to infinity, random Boolean functions have almost surely
algebraic degrees at least n — 1 since the number of Boolean functions of
algebraic degrees at most n — 2 equals 92150 (1) = 9271 and is negligible
with respect to the number 22" of all Boolean functions. But we shall see
that the functions of algebraic degrees n — 1 or n do not permit to achieve
good characteristics (nonlinearity, resiliency, ...).

We have seen at Subsection 2.1 that the algebraic degree is an affine invari-
ant.

The nonlinearity: in order to provide confusion, cryptographic func-
tions must lie at large Hamming distance to all affine functions. Let us
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explain why. We shall say that there is a correlation between a Boolean
function f and a linear function ¢ if dy(f,) is different from 2"~ !. Be-
cause of Parseval’s Relation (20) applied to the sign function f and of Re-
lation (11), any Boolean function has correlation with some linear functions
of its input. But this correlation should be small: the existence of affine ap-
proximations of the Boolean functions involved in a cryptosystem permits
in various situations (block ciphers, stream ciphers) to build attacks on this
system (see [124, 199]). The nonlinearity of f is the minimum Hamming
distance between f and affine functions. It must be high (in a sense that
will be clarified below). The nonlinearity criterion can be quantified through
the Walsh transform: let {,(z) = a1x1 ® -+ ® apzy, = a -z be any linear
function; according to Relation (11), we have dg (f,f,) = 2" ! — %f:(a) and
we deduce dy(f, l, ®1) =271 + %f:(a); the nonlinearity of f is therefore

equal to:
1

—1 o
NL(f)=2" _522%)2’5 If, (a)]. (31)
The nonlinearity is an affine invariant, by definition, since dg(foL,loL) =
dg(f,?), for every functions f and ¢, and for every affine automorphism L,
and since £ o L ranges over the whole set of affine functions when £ does.
Parseval’s Relation (20) applied to f,_ gives ZaeIFg f 2(a) = 22", and implies

that the mean of fAX 2(a) equals 2". The maximum of fAX 2(a) being greater
than or equal to its mean (and we shall use below the property that equality
occurs if and only if f; 2(a) is constant), we deduce that max,cpy H‘Z(a)| >
27/2 This implies

NL(f) <2t —on/2-1 (32)

This bound, valid for every Boolean function, will be called the covering ra-
dius bound (since this is the value of the covering radius of the Reed-Muller
code of order 1 if n is even). It can be improved when we restrict ourselves
to sub-classes of functions (e.g. resilient and correlation-immune functions,
see Section 7). A Boolean function will be considered as highly nonlinear if
its nonlinearity lies near the upper bound corresponding to the class of func-
tions to which it belongs. The meaning of “near” depends on the framework,
see [151]. D. Olejar and M. Stanek [214] have shown that, when n tends
to infinity, random Boolean functions on F5 have almost surely nonlinearity
greater than 2"~ ! — /n 2" (this is easy to prove by counting the number
of functions whose nonlinearities are upper bounded by a given number, see
57)). A

Equality occurs in (32) if and only if |f (a)| equals 2/2 for every vector a.
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The corresponding functions are called bent functions. They exist only for
even values of n, because 2”1 — 27/2=1 must be an integer (in fact, they
exist for every n even, see Section 6). They have the property that, for every
even w, the sum ) | acFy f; “(a) is minimum. Note that such sums (for even
or odd w) play a role with respect to fast correlation attacks (see below for
more on correlation attacks and see [38, 31] for the fact that when these
sums have small magnitude, for low values of w, this contributes to a good
resistance to fast correlation attacks).

For n odd, Inequality (32) cannot be tight. The maximum nonlinear-
ity of n-variable Boolean functions lies then between 27~1 — 27 (which
can always be achieved by quadratic functions, see Subsection 5.1) and
27=1 _ 9n/2=1 Tt has been shown in [127, 209] that it equals 2"~ — 2"
when n =1, 3, 5, 7, and in [220], by Patterson and Wiedemann'® , that it
is greater than 27! — 2"7 if n > 15 (a review on what is known on the best
nonlinearities of functions on odd numbers of variables is given in [113]).
The maximum Hamming distance between a general Boolean function and
R(1,n), i.e. the maximum nonlinearity of all Boolean functions, is the cov-
ering radius of R(1,n) (i.e. the minimum integer ¢ such that every binary
word of length 2" lies at Hamming distance at most ¢ from at least one
codeword). The covering radius of a code is an important parameter [87],
which can be used for analyzing and improving the decoding algorithms
devoted to this code. The nonlinearity of a Boolean function f equals the
minimum distance of the linear code R(1,n)U(f® R(1,n)). More generally,
the minimum distance of a code defined as the union of cosets f & R(1,n),
f € F, equals the minimum nonlinearity of the functions f & g, where f
and g are distinct and range over F. This observation permits to construct
good nonlinear codes such as Kerdock codes (see Subsection 6.10).

Bent functions being not balanced (i.e. their values being not uniformly
distributed, see below), they are improper for use in cryptosystems!” (see
below). For this reason, even when they exist (for n even), it is also necessary
to study those functions which have large but not optimal nonlinearities, say
between 271 — 25" and 271 — 27/ 2-1 among which some balanced func-

5Tt has been later proved (see [242, 107] and [195, 163]) that balanced functions with

nonlinearity strictly greater than 2™ ~* ot , and with algebraic degree n—1, or satisfying
PC(1), exist for every odd n > 15.

17 As soon as n is large enough (say n > 20), the difference 2"/2~1 between their weights
and the weight 2"~ ! of balanced functions is very small with respect to this weight.
However, according to [9, Theorem 6], 2" bits of the pseudo-random sequence output by f
are enough to distinguish it from a random sequence. Nevertheless, we shall see at Section
6 that highly nonlinear functions can be built from bent functions.
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tions exist. The maximum nonlinearity of balanced functions is unknown
for any n > 8.

Two relations have been observed in [266, 269] between the nonlinearity and
the derivatives of Boolean functions: applying Relation (24) to linear hyper-

planes E and with b = 0, we have: N'L(f) < 2" 1—1, /27 + max.4 [F(D.f)].
And the obvious relation wy (f) > 3 wi(Def), valid for every e € Fy, leads
when applied to the functions f @ ¢, where £ is affine, to the lower bound
NL(f) > 2772 — Tmine | F(Def)|-

Another lower bound on the nonlinearity is a consequence of Remark 2 after
Proposition 10: if f admits a maximal odd weighting subspace E of dimen-
sion d > 2, then for every affine function ¢, the function f @ ¢ also admits £
as maximal odd weighting subspace (since the restriction of ¢ to E and to

any of its superspaces has an even weight) and thus has nonlinearity at least
2n—d,

The r-th order nonlinearity: changing one or a few bits in the out-
put to a low degree Boolean function (that is, in its truth-table) gives a
function with high degree and does not fundamentally modify the robust-
ness of the system using this function (however, explicit attacks using ap-
proximations by low degree functions exist for self-synchronizing stream ci-
phers and block ciphers more than for synchronous stream ciphers, see e.g.
[164]). A relevant criterion is the nonlinearity profile, that is, the sequence
of the Hamming distances to the Reed-Muller code of order r, for small
values of r. This distance is called the r-th order nonlinearity of f and
denoted NL,(f). The best known asymptotic upper bound on N'L,.(f) is
an—1 \/Tﬁ A(1++/2)772.27/2 £ O(n"~2) (see [76], where a non-asymptotic -
and more complex - bound is also given). Counting the number of functions
whose 7-th order nonlinearities are upper bounded by a given number (see
[87]) allows proving that, when n tends to infinity, there exist functions with

r-th order nonlinearity greater than 2"~ — /3" () 9%,
Balancedness and resiliency: cryptographic functions must be bal-
anced functions (their output must be uniformly — that is, equally — dis-
tributed over {0,1}) for avoiding statistical dependence between the input
and the output (which can be used in attacks). Notice that f is balanced if
and only if f_(0) = F(f) = 0.
A stronger condition is necessary in the filtering model of pseudo-random
generators, in order to avoid the so-called distinguishing attacks. These
attacks are able to distinguish the pseudorandom sequence (s;);cn from a
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random sequence. A way of doing so is to observe that the distribution of
the sequences (Sijt, ;- - - ; Si+~, ) is not uniform, where 1, ..., ~, are the posi-
tions where the input bits to the filtering function are chosen. J. Golié¢ [118]
has observed that if the characteristic (or the feedback) polynomial of the
LFSR is primitive and if the filtering function has the form x;+g(za, ..., zy)
or g(z1,...,%n—1)+ Tp, then this property is satisfied. A. Canteaut [31] has
proved that this condition on the function is also necessary. For choosing a
filtering function, we shall have to choose a function g satisfying the cryp-
tographic conditions listed above and below, and use f defined, by means
of g, in one of the two ways above.

There is an additional condition to balancedness in the case of combination
functions in stream ciphers: any such function f(z) must stay balanced if
we keep constant some coordinates z; of x (at most m of them where m is
as large as possible). We say that f is then an m-resilient function'®. This
definition of resiliency was introduced by Siegenthaler'? in [245]; it is related
to an attack on pseudo-random generators using combining functions, called
correlation attack: if f is not m-resilient, then there exists a correlation be-
tween the output of the function and (at most) m coordinates of its input; if
m is small, a divide-and-conquer attack due to Siegenthaler [246] and later
improved (and also generalized to pseudo-random generators using fitering
functions) by several authors [38, 148, 149, 150, 203] uses this weakness for
attacking a system using f as combining function; in the original attack by
Siegenthaler, all the possible initializations of the m LFSRs corresponding
to these coordinates are tested (in other words, an exhaustive search of the
initializations of these specific LFSRs is done); when we arrive to the correct
initialization of these LFSRs, we observe a correlation (before that, the cor-
relation is negligible, as for random pairs of sequences); the initializations of
the other LFSRs can then be found with an independent exhaustive search.
In the improved attacks (called fast correlation attacks), the correct initial-

8More generally, a (non necessarily balanced) combining function whose output distri-
bution probability is unaltered when any m (or, equivalently, at most m) of the inputs
are kept constant is called an m-th order correlation-immune function. Similarly with
resiliency, correlation immunity is characterized by the set of zero values in the Walsh
spectrum of the function: f is m-th order correlation-immune if and only if f (u) = 0, i.e.
f(u) = 0, for all w € F3 such that 1 < wg(u) < m. The notion of correlation-immune
function is related to the notion of orthogonal array (see [25]). Only resilient functions
are of interest as cryptographic functions (but Boolean correlation-immune functions play
a role with respect to vectorial resilient functions, see the chapter “Vectorial Boolean
Functions for Cryptography”).

9The term of resiliency was, in fact, introduced in [86], in relationship with another
cryptographic problem.
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ization is found in a more effective way, related to error-correcting decoding.
To make stream ciphers with nonlinear filtering generators resistant against
fast correlation attacks (see [115, 148, 203]), the Boolean filtering function
must be highly nonlinear. In the case of stream ciphers with Boolean com-
bining functions as well, Canteaut and Trabbia in [38] and Canteaut in [29]
show that, to make fast correlation attacks as inefficient as possible, the co-
efficient f, (u) of an m-resilient function has to be small for every vector u of
Hamming weight higher than, but close to, m and this condition is satisfied
by highly nonlinear Boolean m-resilient functions.

Note that, when we say that a function f is m-resilient, we do not mean
that m is the maximum value of k such that f is k-resilient. We will call
this maximum value the resiliency order of f.

Resiliency has been characterized by Xiao and Massey through the Fourier
and the Walsh transforms:

Proposition 13 [125] Any n-variable Boolean function f is m-resilient if
and only if f (u) = 0 for all u € Fy such that wy(u) < m. Equivalently, f

~

is m-resilient if and only if it is balanced and f(u) = 0 for all u € Fy such
that 0 < wy(u) < m.

We give here a first direct proof of this fact: we apply Relation (25) to
E ={x e€Fy/ z; =0, Vi € I} where I is any set of indices of size m;

we get Y cpt f:Q(u) = |E+ Y e F2(ha); the orthogonal E+ of E equals
{r € Fy/ z; =0, Vi € I} (it contains words of weight at most m, only), and
F(hg) is null if and only if h, is balanced.

An alternate proof of this same result is obtained by applying Relation (14)
top=f,a=0and £ = {zxcFy/x; =0, Vi ¢ I}, branging over Fy.
Proposition 13 shows that f is m-resilient if and only if its support has
size 2”1 and dual distance at least m + 1 (see [99, 100]; see also in [198]
a generalization of this result to arrays over finite fields and other related
nice results); indeed, if C' denotes the support of f, the dual distance of C
equals the number min{wg (b); b # 0,3, c~(—1)"" # 0}, and we have, for
every vector b: erc(—l)b“ = ]?(b) An easily provable related property is
that, if G is the generator matrix of an [n, k, d] linear code, then for every
k-variable balanced function g, the n-variable function f(z) = g(z x G?) is
(d — 1)-resilient [98] (but such function has nonzero linear structures, see
below).

Contrary to the algebraic degree, to the nonlinearity and to the balanced-
ness, the resiliency order is not an affine invariant, except for the null order
(and for the order n, but the set of n-resilient functions is empty, because
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of Parseval’s relation). It is invariant under any translation =z +— x + b,
according to Propositions 4 and 13. The symmetry group of the set of m-
resilient functions and the orbits under its action have been studied in [142]).

Strict avalanche criterion and propagation criterion: the Strict
Awalanche Criterion (SAC) was introduced by Webster and Tavares [259]
and this concept was generalized into the Propagation Criterion (PC) by
Bart Preneel [223] (see also [224]). The SAC, and its generalizations, are
based on the properties of the derivatives of Boolean functions. These prop-
erties describe the behavior of a function whenever some coordinates of the
input are complemented. Thus, they are related to the property of diffusion
of the cryptosystems using the function. They must be satisfied at high lev-
els, in particular by the Boolean functions involved in block ciphers. Let f
be a Boolean function on Fj and E C Fj. The function f satisfies the
propagation criterion PC with respect to E if, for all a € E, the derivative
D.f(z) = f(x)® f(a+x) (see Definition 2) is balanced. It satisfies PC(I) if
it satisfies PC with respect to the set of all those nonzero vectors of weights
at most [. In other words, f satisfies PC(1) if the auto-correlation coefficient
F(Dgyf) is null for every a € Fy such that 1 < wg(a) <. Criterion SAC
corresponds to PC(1).

It is needed, for some cryptographic applications, to have Boolean functions
which still satisfy PC(l) when a certain number & of coordinates of the input
x are kept constant (whatever are these coordinates and whatever are the
constant values chosen for them). We say that such functions satisfy the
propagation criterion PC(l) of order k. This notion, introduced in [223], is
a generalization of the strict avalanche criterion of order k, SAC(k) (which
is equivalent to PC(1) of order k), introduced in [114]. Obviously, if a func-
tion f satisfies PC(l) of order k < n — [, then it satisfies PC(l) of order &’
for any k' < k.

There exists another notion, which is similar to PC(l) of order k, but
stronger [223, 225] (see also [52]): a Boolean function satisfies the extended
propagation criterion EPC(l) of order k if every derivative D, f, with a # 0
of weight at most [, is k-resilient.

All of these criteria are not affine invariants, in general.

A weakened version of the PC criterion has been studied in [166].

Non-existence of nonzero linear structure: we shall call the linear
kernel of f the set of those vectors e such that D, f is a constant function.
The linear kernel of any Boolean function is a subspace of F5. Any element e
of the linear kernel of f is said to be a linear structure of f. Nonlinear
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cryptographic functions used in block ciphers should have no nonzero linear
structure (see [110]). The existence of nonzero linear structures, for the
functions implemented in stream ciphers, is a potential risk that should also
be avoided, despite the fact that such existence could not be used in attacks,
so far.

Proposition 14 An n-variable Boolean function admits a monzero linear
structure if and only if it is linearly equivalent to a function of the form
flz1,... xn) = g(x1,. .., 1) B € xy where € € Fy.

Indeed, if we compose f on the right with a linear automorphism L such that
L(0,...,0,1) = e is a nonzero linear structure, we have then D¢ ¢ 1)(f o
L)(z) = foL(x)®foL(x+(0,...,0,1)) = foL(z)® f(L(x)+e) = D.f(L(z)).
Note that, according to Proposition 14, if f admits a nonzero linear struc-
ture, then the nonlinearity of f is upper bounded by 2"~! — 92"+ (this im-
plies that the functions obtained by Patterson and Wiedemann cannot have
nonzero linear structure), since it equals twice that of g and since, g being an
(n—1)-variable function, it has nonlinearity upper bounded by 27! 9"l
Applying recursively this property, we deduce that N'L(f) < 27~ ! — Q%M,
where k is the dimension of the linear kernel of f [32].

Another characterization of linear structures [170, 109] (see also [34]) is a

direct consequence of Relation (24), with b = 0 and E = {0,e}*, that is
~2
ZuEa+E fx (u) = 2n71(2n + (_1)a‘ef(D€f))'

Proposition 15 Let f be any n-variable Boolean function. The deriva-
tive D f equals the constant function 1 (resp. the null function) if and only
if the set {u € Fg/f/\x(u) = 0} contains the linear hyperplane {0,e}* (resp.
its complement).

Thus, Def equals the null function (resp/.\ the function 1) if and only if the
support Sf; = {u € F3/f (u) # 0} of f_is included in {0,e}* (resp. its
complement). Notice that, if D, f is the constant function 1 for some e € F%,
then f is balanced (indeed, the relation f(x +e) = f(z) @ 1 implies that f
takes the values 0 and 1 equally often). Thus, a non-balanced function f
has no nonzero linear structure if and only if there is no nonzero vector e
such that D.f is null. According to Proposition 15, this is equivalent to
saying that the support of its Walsh transform has rank n. A similar char-
acterization exists for balanced functions by replacing the function f(x) by
a non-balanced function f(z)@®b-x. It is deduced in [83] (see more in [255])
that resilient functions of high orders must have linear structures.

The existence/non-existence of nonzero linear structures is clearly an affine
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invariant. But, contrary to the other criteria, it is an all-or-nothing crite-
rion. Meier and Staffelbach introduced in [204] a related criterion, lead-
ing to a characteristic (that is, a criterion which can be satisfied at levels
quantified by numbers): a Boolean function on Fj being given, its dis-
tance to linear structures is its distance to the set of all Boolean functions
admitting nonzero linear structures (among which we have all affine func-
tions, but also other functions, such as all non bent quadratic functions).
This distance is always upper bounded by 2"~2. More precisely, it equals
on—2 _ i maX.cpp+ | F(Def)|, since a function g, which admits some vector e
as a linear structure, and which lies at minimum distance from f among all
such functions, can be obtained by choosing an affine hyperplane H such
that Fy = H U (e + H), and defining g(x) = f(x) for every z € H and
g(x) = gz +e) @ e for every x € (e+ H), where € is chosen in Fy; the Ham-
ming distance between f and this function g equals |[{z € e + H/ D f(z) =

e@lH:%erFyDJ@o:e@lﬂ:%(wﬂ_i%ZHDJD;mmu
that A¢(e) = F(Def) is the auto-correlation function of f. We see that the
distance of f to linear structures equals 2”2 if and only if f is bent.

The algebraic immunity:
A new kind of attacks, called algebraic attacks, has been introduced recently
(see [88, 89, 111]). Algebraic attacks recover the secret key, or at least the
initialization of the system, by solving a system of multivariate algebraic
equations. The idea that the key bits can be characterized as the solutions
of a system of multivariate equations comes from C. Shannon [244]. In
practice, this system is too complex to be solved (its equations being highly
nonlinear). However, in many situations, we can get a very overdefined
system (i.e. a system with a number of independent equations much greater
than the number of unknowns). Consider for instance an LFSR of length
N, filtered by an n-variable Boolean function f; then there exists a linear
permutation L : Fé\[ — Fév and a linear mapping L’ : Fév — [y such that,
denoting by wuj,...,un the initialisation of the LFSR and by (s;);>0 the
pseudo-random sequence output by the generator, we have, for every ¢ > 0:

si=f(L' o L'(uy,...,un))

(this is more generally valid for every linear automata combined by a Boolean
function, and in particular in the case of several LFSR combined by a
Boolean function). The number of equations can then be much larger than
the number of unknowns. This makes less complex the resolution of the
system by using Groebner basis (see [111]), and even allows linearizing the
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system (i.e. obtaining a non-degenerate system of linear equations by re-
placing every monomial of degree greater than 1 by a new unknown). The
resulting linear system has however too many unkwnowns and cannot be
solved. Nevertheless, Courtois and Meier have had a simple but very effi-
cient idea. Assume that there exist functions g # 0 and h of low degrees
(say, of degrees at most d) such that f *x g = h (where f * g denotes the
function whose support is the intersection of the supports of f and g, we
shall omit writing * in the sequel). We have then, for every i > 0:

sig(L' o L'(uy,...,un)) = h(L' o L'(uy,.. ., un)).

This equation in ug, ..., uy has degree at most d, since L and L’ are linear,
and the system of equations obtained after linearization can then be solved
by Gaussian elimination.

Low degree relations have been shown to exist for several well known con-
structions of stream ciphers, which were immune to all previously known
attacks.

Note that if we only know the existence of a nonzero low degree multiple h
of f, then the support of h being included in that of f, we have (f@®1)h =0,
and taking g = h, we have the desired relation fg = h. More precisely, it is
a simple matter to see that the existence of functions g # 0 and h, of degrees
at most d, such that fg = h is equivalent to the existence of a function g # 0
of degree at most d such that fg =0or (f®1)g = 0. Indeed, fg = h implies
f?9 = fh, that is, f(g @ h) = 0, and if g = h then fg = h is equivalent to
(f@®1)g = 0. A function g such that fg = 0 is called an annihilator of f.
Clearly, the set of all annihilators is equal to the ideal of all the multiples
of f @ 1. The minimum degree of g # 0 such that fg = 0 (i.e. such that
g is an annihilator of f) or (f @ 1)g = 0 (i.e. such that g is a multiple
of f) is called the (basic) algebraic immunity of f and denoted by AI(f).
This important characteristic is an affine invariant. As shown in [89], the
algebraic immunity of any n-variable function is upper bounded by [n/2]
(and consequently by [k/2] if, up to affine equivalence, it depends only on k
variables, and by [k/2 + 1] if it has a linear kernel of dimension n — k, since
it is then equivalent to a function in k variables plus an affine function).
Indeed, the sum of the number of monomials of degrees at most [n/2] and
of the (equal) number of the products between f and these monomials being
greater than 2", these functions are necessarily linearly dependent elements
of the 2™-dimensional vectorspace of all Boolean functions. This linear de-
pendence gives two functions g and h of degrees at most [n/2] such that
fg = h and (g,h) # (0,0), i.e. g # 0. It has been proved in [102] that,
for all a < 1, when n tends to infinity, AI(f) is almost surely greater than
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32 (Ghe)

In [30], A. Canteaut has observed that, if a balanced function f in an odd
number n of variables admits no non-zero annihilator of degree at most "T_l,
then it has optimum algebraic immunity "TH (this means that we do not
need to check also that f @ 1 has no non-zero annihilator of degree at most
"T_l for showing that f has optimum algebraic immunity). Indeed, consider
the Reed-Muller code of length 2" and of order "T_l This code is self-dual
(i.e. is its own dual) [187]. Let G be a generator matrix of this code. Each
column of G is labeled by a vector of F3'. Saying that f has no non-zero
annihilator of degree at most ”T_l is equivalent to saying that the matrix
obtained by selecting those columns of G corresponding to the elements of

n—1

the support of f has full rank >, 2, () = 2"~!. Since f has weight 2",
this is also equivalent to saying that the support of the function is an infor-
mation set, that is (assuming for simplicity that the columns corresponding
to the support of f are the 27! first ones), that we can take G = (Id| M).
Then the complement of the support of f is also an information set (other-
wise there would exist a vector (z|0), z # 0, in the code and this is clearly
impossible since G is also a parity-check matrix of the code).

Now let an n-variable function f, with algebraic immunity [n/2] be used
as a filtering function on a linear automaton (e.g. an LFSR) with m > 2k
states, where k is the length of the key (otherwise, it is known that the
system is not robust). Then the complexity of an algebraic attack using
one annihilator of degree [n/2] is roughly 7 ((73) +...+ (M%W)) oz ~
7 ((73) +...4+ (MT;LQW))Q.S (see [89]). Let us choose k = 128 (which is usual)
and m = 256, then the complexity of the algebraic attack is at least 2% for
n > 13; and it is greater than the complexity of an exhaustive search, that
is 2128 for n > 15. If the attacker knows several linearly independent anni-
hilators of degree [n/2], then the numbers of variables must be enhanced!
It has been shown in [93] and [64] that low nonlinearity implies low alge-
braic immunity (but high algebraic immunity does not imply high non-

linearity). More precisely, it can be easily shown that Z?:Iéf )-1 (?) <
wr(f) < Z:-L:_OAI(f ) (") (the left-hand inequality must for instance be true
since, otherwise, the number wy(f) of equations in system expressing that
a function of degree at most AI(f) — 1 is an annihilator of f would have
a number of equations smaller than its number of unknowns and it would
therefore have non-trivial solutions, a contradiction). This implies that a

function f such that AI(f) = 28 (n odd) must be balanced. Since it
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can also be easily proved that, for every function h of degree r, we have
AI(f) —r < AI(f 4+ h) < AI(f) +r, we deduce

AIL(f)-2

NL(f) = Y (?)
i=0
and more generally:
AI(f)—r—1 n
NE(H =S ()
i=0

These bounds have been improved, in all cases for the first order nonlinearity
into NL(f) > 22;4:[(5}0)_2 (”;1) [182], and in most cases for the r-th order
nonlinearity into NL,.(f) > 22;4:[éf )-r-1 ("7") (in fact, the improvement
was slightly stronger than this, but more complex), see [62].

Note that if f is k-normal then its algebraic immunity is at most n— k, since
the fact that f(z) = € € F, for every © € A (where A is a k-dimensional
flat) implies that the indicator of A is an annihilator of f + €. This bound
is tight, since the majority function (cf. below) is [n/2]-normal for every n
(see [57]) and has algebraic immunity [n/2]. But AI(f) < ¢ does not imply
conversely that f is (n — ¢)-normal, since when n tends to infinity, for every
a > 1, n-variable Boolean functions are almost surely non-alogs n-normal
[57] (note that k < alogs n implies that n — k ~ n) and the algebraic immu-
nity is always upper bounded by n/2.

Balanced highly nonlinear functions in up to 20 variables (derived from the
power mappings studied in the chapter “Vectorial Boolean Functions for
Cryptography”) with high algebraic immunities have been exhibited in [69]
and [5]. However, it has been proved in [210] that, if the number of runs r(d)
of 1’s in the binary expansion of the exponent d of a power function tr(az?)
(that is, the number of subsequences of 1’s, separated by 0’s) is (much)
smaller than y/n/2, then the algebraic immunity is low. More precisely, the

algebraic immunity is upper bounded by r(d)|v/n] + [ﬁ-‘ — 1. Note that

this bound is better than the general bound [n/2] for only a negligible part
of power mappings, but it concerns however all of those whose exponents
have a constant 2-weight or a constant number of runs - the power functions
studied as potential S-boxes in block ciphers enter in this framework (see
the chapter “Vectorial Boolean Functions for Cryptography”). Moreover,
the bound is further improved when n is odd and the function is almost
bent (see this same chapter for a definition).

The majority function (first proposed by J.D. Key, T.P. McDonough and
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V.C. Mavron in the context of the erasure channel [160] - rediscovered by
Dalai et al. in the context of algebraic immunity [95]), f(z) = 1 if wy(z) >
n/2, has optimum algebraic immunity (note that changing wg(x) > n/2
into wy(z) > n/2 or wy(x) < n/2 or wy(x) < n/2 changes the function
into an affinely equivalent one, up to addition of the constant 1). It is a sym-
metric function and its properties and structure are known. Some variants
have also optimum algebraic immunity. A nice construction of an infinite
class of functions with optimum algebraic immunity has been given in [94]
and further studied in [64]; however, the functions it produces are neither
balanced nor highly nonlinear. All of these functions are weak against fast
algebraic attacks, as shown in [5]. Indeed, a high value of AI(f) is not
a sufficient property for a resistance to algebraic attacks, because of fast
algebraic attacks, in which h can have a greater degree than g (see [89]).
Similarly as above, when the number of monomials of degrees at most e,
plus the number of monomials of degrees at most d, is strictly greater than
2™ — that is, when d°g+ d°h > n — there exist g of degree at most e and h of
degree at most d such that fg = h. An n-variable function f is then opti-
mal with respect to fast algebraic attacks if there do not exist two functions
g # 0 and h such that fg = h and d°g + d°h < n. Since fg = h implies
fh = ffg = fg = h, we see that h is then an annihilator of f 4+ 1 and its
degree is then at least equal to the algebraic immunity of f. This means
that having a high algebraic immunity is not only a necessary condition for
a resistance to standard algebraic attacks but also for a resistance to fast
algebraic attacks.

Other criteria:
- the second moment of the auto-correlation coefficients:

V(f) = FAD.f) (33)

eclFy

has been introduced by Zhang and Zheng [265] for measuring the global ava-
lanche criterion (GAC). It is called the sum-of-squares indicator by some
authors. The absolute indicator is by definition maxeepy exo0 | F(Def) |-
Both indicators are clearly affine invariants. In order to achieve good diffu-
sion, cryptographic functions should have low sum-of-squares indicators and
absolute indicators. Obviously, we have V(f) > 22, since F?(Dyf) = 22"

Note that every lower bound of the form V(f) > V straightforwardly implies
that the absolute indicator is lower bounded by 4/ % The functions that
achieve V(f) = 22" are those functions whose derivatives D, f(z), e # 0, are
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all balanced. We shall see at Section 6 that these are the bent functions.
If f has a k-dimensional linear kernel, then V(f) > 22"*F (with equality if
and only if f is partially bent, see below).

Note that, according to Relation (23) applied to D, f for every e, we have

V(f)= > F(DuDcf),

a,ecFy

where DD, f(x) = f(z)® f(x +a) ® f(x+e) D f(x+ a+ e) is the second
order derivative of f.

Note also that, according to Relation (18) applied to p(e) = 1p(e) = F(D.f),
we have, for any n-variable Boolean function f:

VaeFy, S B (ate)=2" S FADS(-1)

ecFy ecFy

~2
as shown in [33] (indeed, the Fourier transform of ¢ equals f, , according to
Relation (22)), and thus, for a = 0:

S5 e =2 v(p). (34)
eclFy

4

We have Zeeﬂ?g fAX (e) < (Ze@ggfj(e)) (maxeeyg fAXQ(e)). According to

~2
Parseval’s relation Zeng f "(e) = 22", we deduce, using Relation (34):

maXecpy f{j(e) > V2(,{ ) (with equality if and only if f is plateaued [33], see

below); thus, according to Relation (31) and to the inequality V(f) > 227,
we have (as first shown in [266, 269)):

NE(f) < 27— 7L V) < 27— LYV,

Denoting again by Nf; the cardinality of the support {a € Fy/ f:(a) # 0} of

the Walsh transform of f, Relation (34) also implies the following relation,

first observed in [269]: V(f) x Ny > 23" Indeed, using for instance Cauchy-
X

~2 2 ~4
Schwartz inequality, we see that (Zang £, (a)) < (Zang f, (a)) X Nf;
and we have ZaeF? fAX (a) = 22", according to Parseval’s Relation (20).

The functions satisfying V(f) x Ny = 2°" are the functions whose Walsh
X

transforms take at most one nonzero magnitude. These functions are called
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plateaued functions (see Subsection 6.8 for further properties of plateaued
functions). Constructions of balanced Boolean functions with low absolute
indicators and high nonlinearities have been studied in [189).

- The maximum correlation of an n-variable Boolean function f with respect

to a subset I of N = {1,...,n} equals by definition (see [264]) C¢(I) =
max M, where BF, is the set of n-variable Boolean functions

963.7:1’" AL ’

depending on {z;,i € I} only. According to Relation (31), the distance

from f to BFr, equals 2"71(1 — Cf(I)). The maximum correlation of any

combining function with respect to any subset I of small size should be

small (i.e. its distance to BFy, should be high). It is straightforward to
prove, by decomposing the sum F(f @ g), that Cf(I) equals Z?:m w,
where hi,..., hyn—|r| are the restrictions of f obtained by keeping constant
the x;’s for i € I, to see that the distance from f to BF,, is achieved by the
functions g taking value 0 (resp. 1) when the corresponding value of F(h;)
is positive (resp. negative), and that we have Cf(I) = 0 if and only if all
h;’s are balanced (thus, f is m-resilient if and only if Cf(I) = 0 for every
set I of size at most m). Also, according to Cauchy-Schwartz inequality, we
on—|I|

have (ijl ]F(hj)|>2 < gn—|| Z?;m F2(hj), and Relation (25) directly
implies the following inequality observed in [28, 29]:
3
Cpy <2 S £ w| <ot —anve()
u€R?y / u; =0, VigI

N|=

(35)

This inequality shows that the nonlinearity of any combining function should
be high. An affine invariant related to the maximum correlation and also
related to the “distance to linear structures” is the following: the distance to
the Boolean functions ¢ such that the space {e € Fy/ D.g = 0} has dimen-
sion at least k (the functions of BF 7, can be viewed as n-variable functions
g such that the set {e € F}/ D.g = 0} contains FéV\I). The results on the
maximum correlation above generalize to this criterion [29)].

- the main cryptographic complexity criteria for a Boolean function are
the algebraic degree and the nonlinearity, but other criteria have also been
studied: the minimum number of terms in the algebraic normal forms of all
affinely equivalent functions, called the algebraic thickness (studied in [57]
and first evoked in [204]), the maximum dimension k of those flats E such
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that the restriction of f to E is constant (f is then called a k-normal func-
tion) or is affine (f is called a k-weakly-normal function) [57] (see Sub-
section 5.3.2), the number of nonzero coefficients of the Walsh transform
[225, 232]. It has been shown in [57, 214, 232] that (asymptotically) almost
all Boolean functions have high complexities with respect to all these criteria
(see also [230] for some complementary results).

For every even integer k such that 4 < k < 2", the kth-order nonhomomor-
phicity [268] of a Boolean function equals the number of k-tuples (u1, ..., ug)
of vectors of F4 such that u; + -+ +up = 0 and f(uy) ®--- & f(ug) = 0.
It is a simple matter to show (more directly than in [268]) that it equals

o(k—n—1 4 9-n—1 Zueng f;k(u) This parameter should be small (but no

related attack exists on stream ciphers). It is maximum and equals 26— if
and only if the function is affine. It is minimum and equals 2(k~1n—1 1ot
if and only if the function is bent, and some relationship obviouly exists be-

tween nonhomomorphicity and nonlinearity.

5 Quadratic functions and other functions whose
weights, Walsh spectra or nonlinearities can be
analyzed

5.1 Quadratic functions

The weights and the Walsh spectra of affine functions are peculiar: the
Walsh transform of the function ¢(z) = a - = @ e takes null value at every
vector u # a and takes value 2™ (—1)¢ at a. More generally, the behavior of
the functions of R(2,n), called quadratic functions, is also peculiar. Recall
that Relation (23) states that, for every Boolean function f:

FAf) =Y F(Dpf).

bEFY

If f is quadratic, then Dy f is affine for every b € 5, and is therefore either
balanced or constant. Since F(g) = 0 for every balanced function g, we
deduce:

FAf =2 Y (=)0, (36)

beE;

where & is the set of all b € F such that Dy f is constant. The set & is the
linear kernel of f (see Subsection 4.1). In the case of quadratic functions,
it also equals the kernel {z € F3/ Vy € Fy, ps(x,y) = 0} of the symplectic

56



(i.e. bilinear, symmetric, and null over the diagonal) form associated to f:
or(x,y) = f(0)® f(x) ® f(y) ® f(x +y). The restriction of the function
b Dyf(0) = f(b)® f(0) to this vectorspace is linear; we deduce that F2(f)
equals 2" |E¢| if this linear form on &; is null, that is, if f is constant on &y,
and is null otherwise. According to Relation (10), this proves the following:

Proposition 16 Any quadratic function f is balanced if and only if its
restriction to its linear kernel E; (i.e. the kernel of its associated symplectic
form) is not constant. If it is not balanced, then its weight equals 2"~ ' +
2"5 =1 where k is the dimension of &.

Note that Proposition 16 implies that f is balanced if and only if there
exists b € FJ such that the derivative Dyf(z) = f(z) ® f(z + b) equals
the constant function 1 (take b in & such that f(b) # f(0)). For general
Boolean functions, this condition is sufficient for f being balanced, but it is
not necessary.

According to Relation (36) applied to f @ ¢, where £ is a linear function
such that f @ ¢ is not balanced (such function ¢ always exists, according to
Parseval’s relation), the co-dimension of £ must be even (this co-dimension
is the rank of ¢y).

The weight of a quadratic function can be any element of the set {27~} U
{21421 /n/2 —1 < i <n—1}. Its nonlinearity can be any element of the
set {2771 —20/n/2—1<i<n—1}, and if f has weight 2"~! 2  then for
every affine function [, the weight of the function f & [ belongs to the set
{2n—1 _ 22" 271—1’ on—1 + 21}

Any quadratic non-affine function f having a monomial of degree 2 in
its ANF, we can assume without loss of generality that, up to a non-
singular linear transformation, this monomial is xzjxs. The function has
then the form xi1z9 @ x1 f1(zs,...,xn) ® xafo(xs, ..., 2n) ® fa(x3,...,20)
where f1, fo are affine functions and f3 is quadratic. Then, f(z) equals
(21 @ folxs,...,zn))(x2 @ fi(x3,...,20)) ® fr(x3,...,20) fo(xs, ..., 20) ®
fa(xs,...,2,) and is therefore affinely equivalent to the function xjzo ®
fi(zs,...,zpn) fo(xs, ..., zn) @ f3(xs,...,2,). Applying this method recur-
sively shows (see [187]):

Proposition 17 Every quadratic non-affine function is affinely equivalent
to 129 @ -+ B Toy_12T9 D Ty (where | < ”7_1) if it is balanced, to x1xo ®
o @ @179 (where | < n/2) if it has weight smaller than 2"~ and to
2102 D+ D T 179 B 1 (where | < n/2) if it has weight greater than 271,

This permits to describe precisely the weight distribution of R(2,n).
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Remark. Let fi, f2 and f3 be any Boolean functions on F3. Define the

function on IF;L+2: f(z,y1,92) = y1ye ® y1f1(z) ® yafo(x) & f3(x). Then we
have

f’(f) — Z (_1)(y1®f2(x))(yz®f1(I))GBfl(x)fz(x)Est(I)
2€FY [ y1,y2€F2
- Z (—1)1920h @) L0)ofE) = 9 Z ) f2(2)® fs(z)
a?E]Fg/ y1,y2€F2 IEF"

So, starting with a function g = f1fo @ f3, we can relate F(g) to F(f), on
two more variables, in which the term f; fo has disappeared. This permits
to show (see [43]) that, for every Boolean function g on F%, there exists an
integer m and a Boolean function f of algebraic degree at most 3 on FSHm
whose Walsh transform takes value fAX(O) =2"g (0) at 0.

5.2 Indicators of flats

A Boolean function f is the indicator of a flat A of co-dimension r if and only
if it has the form f(z) = [[/_;(a; -z ®&;) where ay,. .., a, € F} are linearly
independent and e1,...,&, € Fo. Then f has weight 2"~". Moreover, set
a € Fy. If a is linearly independent of ay, . .., a, , then the function f(z)®a-x
is balanced (and hence fAX (a) = 0), since it is linearly equivalent to a function
of the form g(x1,...,z,) ®xr41. If a is linearly dependent of aq, ..., a,, say
a = > ymnia; then a -z is clearly constant on the flat and this constant
value equals @;_, 1 (a; - ) = @;_; i (&; ® 1); hence, f(a) =D c4(—1)*"
equals then 27 (—1)Di=1 % («®1) | Thus, if a = ZT 1 Mi a; # 0, then we have
f:(a) = — 27t (—1)@i=1 7 (481): and we have f (0) = 2n — 2n—r+l

Note that the nonlinearity of f equals 2n=r and is bad. But indicators of
flats can be used to design Boolean functions with good nonlinearities (see
Subsection 7.3).

Note. As recalled at Section 3.1, the functions of R(r,n) whose weights
occur in the range [2"~"; 2" "*1[ have been characterized by Kasami and
Tokura [155]; any such function is the product of the indicator of a flat and
of a quadratic function or is the sum (modulo 2) of two indicators of flats.
The Walsh spectra of such functions can also be precisely computed.
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5.3 Other functions whose nonlinearities can be better ap-
proximated than for general functions

5.3.1 Maiorana-McFarland’s functions and their generalizations

Maiorana-McFarland’s functions will be defined at Sections 6 (for bent func-
tions) and 7 (for resilient functions). The computation of their weights and
Walsh spectra are easier than for general Boolean functions, and in some
cases can be completely determined. Generalizations exist, sharing this same
property (see Section 7). Their algebraic immunity has been studied in [69].

5.3.2 Normal functions

Let E and E’ be subspaces of F} such that EN E’ = {0} and whose direct
sum equals F%. Denote by k the dimension of E. For every a € E’, let h, be
the restriction of f to the coset a+ E. Then, Relation (25) in Proposition 7
implies

mafoQ(u) > Z F2(ha)

uelfn X
2 a€E’

~2
(indeed, the maximum of f ~(u) is greater than or equal to its mean). Hence

~2
we have: maxyepp f (u) > F2(hg) for every a. Applying this property to
f @ ¢, where ¢ is any linear function, and using Relation (31), we deduce:

Va e E', NL(f) <2t — 21 L NL(hy). (37)

This bound was first proved (in a different way) by Zheng et al. in [270].
The present proof is from [33]. Relation (37) can also be deduced from
Relation (14) applied to the sign function of f, and in which the roles of £
and E* are exchanged: let us choose b € F} such that ‘Zx@@E(—l)f@)@b“‘
is maximum, that is, equals (2¥ — 2A'L(h,)). Then

> (D ) = 1B (2 2L ()

ueb®EL

Then the mean of (—1)“'“1‘2 (u), when u ranges over b ® E=, is equal to

+ (28 — 2N L(h,)). Thus, the maximum magnitude of f:(u) is greater than
or equal to 2% — 2N/ L(h,). This implies Relation (37). These two methods,
for proving (37), lead to two different necessary conditions for the case of
equality (see [57]).
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Relation (37) implies in particular that, if the restriction of f to a k-
dimensional flat of F} is affine (say equals £), then N'L(f) < 271 — 2k=1
and that, if equality occurs, then f @ £ is balanced on every other coset of
this flat.

Definition 3 A function is called k-weakly-normal (resp. k-normal) if its
restriction to some k-dimensional flat is affine (resp. constant).

H. Dobbertin introduced this terminology by calling normal the functions
that we call n/2-normal here (we shall also call normal the n/2-normal func-
tions, in the sequel). He used this notion for constructing balanced functions
with high nonlinearities (see Subsection 7.3.1). It is proved in [57] that, for
every a > 1, when n tends to infinity, random Boolean functions are almost
surely (alogy n)-non-normal. This means that almost all Boolean functions
have high complexity with respect to this criterion. As usual, the proof
of existence of non-normal functions does not give examples of such func-
tions. Alon, Goldreich, Hastad and Peralta give in [2] several constructions
of functions that are nonconstant on flats of dimension n/2. This is not
explicitly mentioned in the paper. What they actually show is that the
functions (they say, the sets) are not constant on flats defined by equations
Tjy = Q1,0 Tiy g = Q2. To prove that, they use however the fact that the
sets have small bias with respect to linear tests. As this property is invariant
w.r.t. affine transformations, it implies the result.

There are also explicit constructions that work for dimensions (1/2 — €) n,
for some small € > 0 very recently found by Jean Bourgain [18].

Functions that are nonconstant on flats of dimensions n’ for every § > 0 are
also given in [10]. These constructions are very good asymptotically (but
may not be usable to obtain functions in explicit numbers of variables).

As far as we know, no construction is known below n°.

5.3.3 Partial covering sequences

The notion of covering sequence for a Boolean function has been introduced
in [79].

Definition 4 Let f be an n-variable Boolean function. An integer-valued?
sequence (Aa)acry is called a covering sequence for f if the integer-valued
function Zang AaDof(x) takes a constant value. This constant value is

200r real-valued, or even complex-valued; but taking real or complex sequences instead

of integer-valued ones has no practical sense.
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called the level of a covering sequence. If the level is nonzero, we say that
the covering sequence is a non-trivial covering sequence.

Note that the sum Zang AaDq f(x) involves both kinds of additions: the
addition ) in Z and the addition @ in Fy (which is concealed inside D, f).
It was shown in [79] that any function admitting a non-trivial covering se-
quence is balanced (see Proposition 18 below for a proof) and that any
balanced function admits the constant sequence 1 as covering sequence (the
level of this sequence is 2"~ 1).

A characterization of covering sequences by means of the Walsh transform
was also given in [79]: denote again by Sf; the support {u € Fy | f; (u) # 0}

of fAX ; then f admits an integer-valued sequence A = (A\q)qery as covering

sequence if and only if the Fourier transform X of the function a — A takes
a constant value on Sg. Indeed, f admits the covering sequence A with
X

level p if and only if, for every z € F%, we have Zaeﬂ?g Aa(=1)F(@ta) —

(Z a€Fy Ao — 2p> (—1)/ (). the characterization is then a consequence of the

property that the equality between two integer-valued functions is equiva-
lent to the equality between their Fourier transforms, and of the relation

Za,:pGIFg Aa(_l)f(era)Jr:v-b = <Za€F§‘ )‘a(_l)a-b> f;(b>

Knowing a covering sequence (trivial or not) of a function f permits to know
that all the vectors a such that f(z) @ a - x is non-balanced belong to the
set A™1(u), where p is this value; hence, if f admits a covering sequence
A = (Aa)aery with level p (resp. with level p # 0), then f is k-th order
correlation-immune (resp. k-resilient) where k& + 1 is the minimum Ham-
ming weight of nonzero b € Fy such that /):(b) = r, where r = //\\(0) — 2p.
Conversely, if f is k-th order correlation-immune (resp. k-resilient) and if
it is not (k + 1)-th order correlation-immune (resp. (k + 1)-resilient), then
there exists at least one (non-trivial) covering sequence A = (Aq)aery with
level p such that £+ 1 is the minimum Hamming weight of b € Fi satisfying
A(b) = A(0) — 2p.

A covering sequence playing a particular role is the indicator of the set of
vectors of weight one. The functions which admit this covering sequence are
called regular; they are (p—1)-resilient (where p is the level); more generally,
any function, admitting as covering sequence the indicator of a set of vectors
whose supports are disjoint, has this same property. See further properties
in [79].

But knowing a covering sequence for f gives no information on the non-
linearity of f, since it gives only information on the support of the Walsh
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transform, not on the nonzero values it takes. in [60] is weakened the def-
inition of covering sequence, so that it can help computing the (nonzero)
values of the Walsh transform.

Definition 5 Let f be a Boolean function on Fy. A non-trivial partial
covering sequence for f is an integer-valued sequence (\o)acry such that the
integer-valued function Zaeﬂ?g AaDof(x) takes on two values 0 and p # 0.
The constant p is called the level of the partial covering sequence.

A simple example of non-trivial partial covering sequence is as follows: let £
be any set of derivatives of f which is not reduced to the null function.
Assume that £ is stable under addition (i.e. is a Fa-vectorspace). Then
>_gee 9 takes on values 0 and % Thus, if £ = {D,f/ a € E} (where any
two different vectors of the set E give different functions of &), then 1g is a
non-trivial partial covering sequence.

The interest of non-trivial partial covering sequences is that they permit
to simplify the computation of the weight of f (or the value of F(f), which
is equivalent).

Proposition 18 Let f be a Boolean function on F3 and let (A\a)aery be
a non-trivial partial covering sequence for f. Denote by A the set {x €

F3/ ZaeJFg AaDof(x) =0}. Then

and if A =1, then f is balanced.

Proof. For every a € F%, the set (D, f)~1(1) is invariant under the mapping
x — x + a. For every x in this set, we have f(x 4+ a) = f(z) ® 1 and, thus,
(=1)f@+a) 1 (~1)f(*) = 0. Hence, we have

Y Daf(@)(-1)/W = Y (~1)/@ =0 (38)

zcly z€(Daf)~1(1)
We deduce that the sum Zang Aa <ZmeIFg Daf(:c)(—l)f(a:)> is null. This
sum equals ZmEFS(_l)f(x) (ZaEFS )\a_Daf(.’E)> = pZ;EQA(_l)f(x)
Hence 32,04 (=1)/® = 0 and 3, cpy (—1)70) = 32,4 (-1)/ ). °
Examples are given in [60] of computations of the weights or the Walsh
spectra of some Boolean functions (quadratic functions, Maiorana-McFar-

land’s functions and their extensions, and other examples of functions), using
Proposition 18.
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5.3.4 Functions with low univariate degree

The following Weil’s Theorem is very well-known in finite field theory (cf.
[178, Theorem 5.38)):

Theorem 1 Let q be a prime power and f € Fylx] a univariate polynomial
of degree d > 1 with ged(d,q) = 1. Let x be a non-trivial character of IF,.
Then

S x(f(@)| < (d— 1) g

z€Fy

For ¢ = 2", this Weil’s bound means that, for every nonzero a € Fan:
D weFan (—1)t’"(“f(x))) < (d —1)2%2. And since adding a linear function
tr(bzx) to the function tr(af(z)) corresponds to adding (b/a)z to f(z) and
does not change its anivariate degree, we deduce that, if d > 1 is odd and
a # 0, then:

NL(tr(af)) > 2" — (d—1) 2771,

6 Bent functions

Bent functions have been defined, at Subsection 4.1, as those Boolean func-
tions f on Fy (n even) whose distance to the set R(1,n) of all n-variable
affine functions (the nonlinearity of f) equals 277! — on/2-1 (the covering
radius of the Reed-Muller code of order 1). Equivalently, as seen also at
Subsection 4.1, f is bent if and only if fAX takes on values +2™/2 only. Hence,
f is bent if and only if its distance to any affine function equals 271 4+27/2-1,
Note that, for any bent function f, half of the elements of the Reed-Muller
code of order 1 lie at distance 27! 4+ 2"/2-1 from f and half lie at distance
gn—1 _ gn/2-1 (indeed, if ¢ lies at distance 2"~! + 27/2=1 from f, then (@ 1
lies at distance 21 —2%/2-1 and wice versa). In fact, the condition on fAX can
be weakened, without losing the property of being necessary and sufficient:

Lemma 2 Any n-variable (n even > 2) Boolean function f is bent if and
only if, for every a € Fy, f (a) = on/2 [ mod 2”/2"’1} , or equivalently f(a) =
on/2-1 [ mod 2”/2].

Proof. This necessary condition is also sufficient, since, if it is satisfied, and
if f (a) # 4+2"/2 for some a, then f, cannot satisfy Parseval’s Relation (20);
a contradiction. o
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A slightly different viewpoint is that of bent sequences?! but we shall not
adopt it here because it most often gives no extra insight on the problems.
The nonlinearity being an affine invariant, so is the notion of bent function.
Clearly, if f is bent and / is affine, then f@/ is bent. A class of bent functions
is called a complete class of functions if it is globally invariant under the
action of the general affine group and the addition of affine functions. The
notion of bent function is also independent of the choice of the inner product
on F% (since any other inner product has the form (x, s) = = - L(s), where L
is an auto-adjoint linear isomorphism, d.e. an isomorphism whose associated
matrix is symmetric).

Thanks to Relation (22) and to the fact that the Fourier transform of a
function is constant if and only if the function equals g times some constant,
we see that any function f is bent if and only if, for any nonzero word a,
the Boolean function D, f(z) = f(z)® f(x+a) is balanced. In other words:

Proposition 19 Any n-variable Boolean function (n even) is bent if and
only if it satisfies PC(n).

For this reason, bent functions are also called perfect nonlinear functions??.

Equivalently, f is bent if and only if the 2" x 2" matrix H = [(—1)f(x+y)]w,yeyg
is a Hadamard matrix (i.e. satisfies H x H' = 2" I, where I is the iden-
tity matrix), and if and only if the support of f is a difference set®® of the
elementary Abelian 2-group F% [104, 152]. Other types of difference sets
exist (see e.g. [106]). This implies that the Cayley graph Gy (see Subsec-
tion 2.2.2) is strongly regular (see [14] for more precision).

Functions satisfying PC(n) do not exist for odd n.

The functions whose derivatives D, f, a € H, a # 0 are all balanced, where

2lFor each vector X in Qun = {71,1}2n7 define: X = \/%HnX, where H, is the
Walsh-Hadamard matrix, recursively defined by:

Hn—l Hn—l

Hn - anl —din—-1

Ho = [1].

The vectors X such that X belongs to Q2» are called bent sequences. They are the images
by the character x = (—1) of the bent functions on F3.

22The characterization of Proposition 19 leads to a generalization of the notion of bent
function to non-binary functions. In fact, several generalizations exist [3, 165, 183] (see [65]
for a survey); the equivalence between being bent and being perfect nonlinear is no more
valid if we consider functions defined over residue class rings (see [67]).

Z3Thus, bent functions are also related to designs, since any difference set can be used
to construct a symmetric design, see [7], pages 274-278. The notion of difference set
is anterior to that of bent function, but it had not been much studied in the case of
elementary 2-groups before the introduction of bent functions.
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H is a linear hyperplane of F%, are characterized in [32, 33] for every n; they
are all bent if n is even. The functions whose derivatives D, f, a € E, a # 0
are all balanced, where E is a vector subspace of 5 of dimension n — 2, are
also characterized in these two papers.

A last way of looking at bent functions deals with linear codes: let f be any
n-variable Boolean function (n even). Denote its support {z € F§ | f(z) = 1}
by Sy and write Sy = {u1,..., Uy, s }. Consider a matrix G whose columns
are all the vectors of Sy, without repetition, and let C' be the linear code
generated by the lines of this matrix. Thus, C is the set of all the vectors
Uy = (v-u1,...,V - Uy,(s)), Where v ranges over 5. Then:

Proposition 20 Letn be any even positive integer. Any n-variable Boolean
function f is bent if and only if the linear code C defined above has dimen-
sion n (i.e. G is a generator matriz of C) and has exactly two nonzero
Hamming weights: 2"~ 2 and wy (f) — 2" 2.

Indeed, wg (U,) equals erﬁ«‘g flx)xva = EerFg f(zx) 17(721)” = (O)Ef(v).

Hence, according to Relation (9), it equals 2772 + M
nonzero vector v. Thus, C' has dimension n and has the two nonzero Ham-
ming weightsA2”*2 and wy(f) — 2" 2 if and only if, for every v # 0, U, is

nonzero and f, (v) = f;(O) or f;(v) = f/;(0)+4wH(f)—2”+1 = f;(O)—Zf;(O) =
—f; (0). If f is bent, then this condition is clearly satisfied. Conversely, ac-

, for every

cording to Parseval’s Relation (20), if this condition is satisfied, then f;(v)
equals £2"/2 for every v, i.e. f is bent.

There exist two other characterizations [260] dealing with C"
1. C has dimension n and C has exactly two weights, whose sum equals

wr (f);
2. The length wy(f) of C is even, C has exactly two weights, and one of

these weights is 2" 2.

6.1 The dual

If f is bent, then the dual function fof f, defined on F4 by:
o n/2 f(u
f (u) = 2"/2(—1)/®

is also bent and its own dual is f itself. Indeed, Relation (16) appli~ed top =
f. (the sign function of f) gives, for every vector a: Zung(—l)f(“)eaa'“ =
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272 (a) = 272 (—1)7 (@)
Let f and g be two bent functions, then Relation (19) applied with ¢ = f,
and ¢ = g _shows that

F(fog) =F(f®g). (39)

Thus, f @ g and fEB g have the same weight and the mapping f — fNis an
isometry.

According to Proposition 4, for every a,b € Fy and for every bent function
f, the dual of the function f(x + b) @ a -z equals fla4+a)®b- (z+a) =
f(x+a)®b-x®a-b. Denoting b -z by (), Relation (39), applied with
g(x) = f(x+b)@a-xz, gives F(Dof ®4) = (—1)**F(Dyf ®4,), and applied
with g(z) = f(z+b)®L.(x+Db), it gives the following property, first observed
in [52] (see also [34]):

F(Dof ® ) = F(Dyf @ La) (40)

(from these two relations, we deduce that, if a-b =1, then F(Dyf ©4,) =0
and thus that D,f is balanced on a and on its complement; notice also
that, for every a and b, Dyf = £, @ € if and only if D,f = 0, @ ¢€).

Moreover, if a pair of Boolean functions f and f’ satisfies the relation
F(Dof @ by) = F(Dypf @ {,), then these functions are bent (indeed, taking
a = 0 shows that Dy f is balanced for every b # 0 and taking b = 0 shows that
D, f" is balanced for every a # 0), and are then the duals of each other up to
the addition of a constant. Indeed, summing up the relation F (D f' ©£,) =
F(Dypf & 4,) for b ranging over FY shows that f'(0) @ f'(a) = f(0) & f(a)
for every a, since we have Z%beFS(—1)f/(“)@f/(x+a)@b'” = on(—=1)f"(O&f(a),

and Y, yemy (—1)/ @B @080 — £(0) x  (a).

The NNF of f (which will be useful later) can be deduced from the NNF

of f. Indeed, using Relation (9) and equality f= %, we have f =
% - 2_”/2_1f: = % —n/2-15 4 2_”/2f. Applying now Relation (27) to
w = f, we deduce:
Flay= 5~ 2 () + ()@ ST gl
IeP(N) | supp(x)CI

Changing I into N\ I in this relation, and observing that supp(z) is included
in N\ I if and only if ; = 0,Vi € I, we obtain the NNF of f by expanding
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the following relation:
ry 1 n/2— ‘ wi (z -n
fl@)=5-2 PATT = a) + (—1yemt Y= ol T - ).
i=1 IeP(N) icl
We deduce (as shown in [73]):

Proposition 21 Let f be any n-variable bent function (n even). For every
I # N such that |I| > n/2, the coefficient of x! in the NNF of f (resp. of f)
is divisible by 2/11-7/2,

Using Relation (6), this property can be related to the main result of [144]
(but this result by Hou was stated in a complex way).

Relation (14) applied to ¢ = f, gives (see [45])

Z (_nf(w)@b-:v _ 2—n/2|E| (_1)a~b Z (_1)f(z)€Ba-a:‘ (41)
r€a+FE zEb+EL
6.2 Bent functions of low algebraic degrees

Obviously, no affine function can be bent. All the quadratic bent functions
are known: according to the properties recalled at Subsection 5.1, any such
function

flz) = @ a;jx; xj ® h(x) (h affine, a; ; € Fa)

1<i<j<n
is bent if and only if one of the following equivalent properties is satisfied:
1. its Hamming weight is equal to 27~1 4 27/2-1.

2. its associated symplectic form: ¢; : (z,y) — f(0) ® f(z) & f(y) @
f(x 4+ y) is non-degenerate (i.e. has kernel {0});

3. the skew-symmetric matrix M = (m; j); je{1,.. n} Over Fa , defined by:
Mmij; = Q4 if 1 < 7, m;; = 0if ¢ = 7, and mij; = Qj; if ¢ > 4,
is regular (i.e. has determinant 1); indeed, M is the matrix of the

bilinear form ¢;

4. f(x) is equivalent, up to an affine nonsingular transformation, to the
function: z1z2 ® 2324 ® -+ D Tp_12, B e (€ € Fo).
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Open problem: characterize the bent functions of algebraic degrees > 3
(that is, classify them under the action of the general affine group). This
has been done for n < 6 in [231] (see also [225] where the number of bent
functions is computed for these values of n). For n = 8, it has been done
in [140], for functions of algebraic degrees at most 3 only; all of these func-
tions have at least one affine derivative D,f, a # 0 (it has been proved
in [34] that this happens for n < 8 only).

6.3 Bound on algebraic degree

The algebraic degree of any Boolean function f being equal to the maximum
size of the multi-index I such that x! has an odd coefficient in the NNF of f,
Proposition 21 applied to f gives:

Proposition 22 Let n be any even integer greater than or equal to 4. The
algebraic degree of any bent function on F3 is at most n/2.

This property (which is obviously also true for f) was first proved in [231]
and will be called Rothaus’ bound in the sequel. It can also be proved (see
below) by using a similar method as in the proof of Proposition 9. This
same method also permits to obtain a bound, shown in [143], relating the
gaps between n/2 and the algebraic degrees of f and }‘V

Proposition 23 The algebraic degrees of any n-variable bent function and
of its dual satisfy: N

njo—gf> 2= (42)

dof—1

A proof of Proposition 23 and a second proof of Proposition 22. Denote by d
(resp. by d) the algebraic degree of f (resp. of f). Consider a term z! of
degree d in the ANF of f. Relation (15) applied to ¢ = f, (or Relation (41)
with @ = b = 0) and to the vectorspace E = {u € Fy/ Vi € I, u; = 0}
gives > cp(—1)fW = on/2=d S~ f (x). The orthogonal E+ of E equals
{u € Fy/ Vi & I, u; = 0}. According to Relation (3), the restriction of f
to B+ has odd weight w, thus Y . p1 £ (z) = 2% — 2w is not divisible by

4. Hence, 3 ,cp(—1)/® is not divisible by 27/2=9*2. If d > n/2, then
S uer £ () is not divisible by 27/2+1; a contradiction with the fact that
FE has an even size. This proves Proposition 22. Moreover, according to
i n—d
McEliece’s theorem (or Ax’s theorem), 3=, 5(—1)f® is divisible by 2{ d w .
We deduce the inequality n/2 —d +1 > %l, which is equivalent to (42). ¢
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Using Relation (4) instead of Relation (3) gives a more precise result than
Proposition 22, first shown in [73], which will be given at Subsection 6.6.

Proposition 23 can also be deduced from Proposition 21 and from some
divisibility properties, shown in [73], of the coefficients of the NNFs of
Boolean functions of degree d.

6.4 Constructions

There does not exist a classification of bent functions under the action of the
general affine group. In order to know as many bent functions as possible,
we can try to design constructions of bent functions. Some of the known
constructions lead to classes of bent functions without using known ones.
We will call primary constructions these direct constructions. The others,
leading to recursive constructions, will be called secondary constructions.

6.4.1 Primary constructions

1. The Maiorana-McFarland original class M (see [104, 201]) is the set of
all the Boolean functions on F§ = {(z,y),z,y € IF';L/Q}, of the form:

flz,y) =z-7(y) ®9(y) (43)
where 7 is any permutation on IF';L/ % and g any Boolean function on IF‘;L/ 2
(“” denotes here the inner product in Fg/ 2). Any such function is bent.

More precisely, the bijectivity of 7 is a necessary and sufficient condition
for f being bent, according to Relation (44) applied with r = n/2. The
dual function f(z,y) equals: y-7(2)®g(r*(x)), where 7~ is the inverse
permutation of 7. The completed class of M (that is, the smallest possible
complete class including M) contains all the quadratic bent functions (ac-
cording to Alinea 4 of the characterization of quadratic bent functions given
at Subsection 6.2; take m = id and ¢ constant in (43)).

The fundamental idea of Maiorana-McFarland’s construction consists in con-
catenating affine functions. Indeed, if we order all the binary words of
length n in lexicographic order, with the bit of higher weight on the right (for
instance), then the truth-table of f is the concatenation of the restrictions

of f obtained by setting the value of y and letting = freely range over IF;L/ 2,
These restrictions are affine. In fact, Maiorana-McFarland’s construction is
a particular case of a more general construction of bent functions [56]:
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Proposition 24 Let n = r+ s (r < s) be even. Let ¢ be any mapping
from T3 to F% such that, for every a € F5, the set ¢~ '(a) is an (n — 2r)-
dimensional affine subspace of F5. Let g be any Boolean function on I}
whose restriction to ¢~ (a) (viewed as a Boolean function on Fy~*" via an
affine isomorphism between ¢~1(a) and this vectorspace) is bent for every
a € Fy, if n > 2r (no condition on g being imposed if n = 2r). Then the
function fy,=a-¢(y) ® g(y) is bent on Fy.

Proof. This is a direct consequence of the equality (valid for every ¢ and
every g):
fop (a,) =27 Y (—1)gW%bv, (44)
yed~(a)

which comes from the fact that every function z — fy 4(z,y) ®a-2®b-y
being affine, and thus constant or balanced, it contributes for a nonzero
value in the sum ermg’yem(_1)f¢,g(x’y)€9x'a®y'b only if ¢(y) = a. Accord-
ing to Relation (44), the function f4, is bent if and only if » < n/2 and
Zyed,q(a)(—l)g(y)@b‘y = +27/27" for every a € F} and every b € F§. The
hypothesis in Proposition 24 is a sufficient condition for that (but it is not
a necessary one). o
This construction is a secondary one for » < n/2 and a primary one for
r = n/2. Notice that it is pretty general: the choice of any partition of F§
in 2" flats of dimension (n — 2r) and of an (n — 2r)-variable bent function
on each of these flats leads to an n-variable bent function.

Obviously, every Boolean function can be reprensented in the form f4 , for
some values of r > 1 and s. It has been shown in [183] that, if a bent
function has the form fy 4, then ¢ is balanced (i.e. is uniformly distributed
over [F}). This is a direct consequence of the fact that, for every nonzero
a € [y, the Boolean function a - ¢ is balanced, since it equals the derivative

D0y fp.g-

2. The Partial Spreads class PS, introduced in [104] by J. Dillon, is
the set of all the sums (modulo 2) of the indicators of 27/2~1 or 27/2-1 4 1
“disjoint” n/2-dimensional subspaces of F} (“disjoint” meaning that any
two of these spaces intersect in 0 only, and therefore that their sum is direct
and equals F3). The bentness of such function is a direct consequence of
Theorem 5 below. This is why we omit the proof of this fact here. The
dual of such a function has the same form, all the n/2-dimensional spaces E
being replaced by their orthogonals (see also Theorem 5). J. Dillon denotes
by PS™ (resp. PS™) the class of those bent functions for which the number
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of n/2-dimensional subspaces is 2%/2~1 (resp. 2*/2~1 +1). All the elements
of PS™ have algebraic degree n/2 exactly, but not all those of PS™ (which
contains for instance all the quadratic functions, if n/2 is even). It is an
open problem to characterize the algebraic normal forms of the elements of
class PS, and it is not a simple matter to construct, practically, elements of
this class. J. Dillon exhibits in [104] a subclass of PS™, denoted by PS,
whose elements (that we shall call Dillon’s functions) are defined in an ex-

plicit form: Fg/ ? is identified to the Galois field Fyn/2 (an inner product in
this field being defined as x - y = tr(zy), where tr is the trace function from
Fyn/2 to Fo; we know that the notion of bent function is independent of the
choice of the inner product); the space Fy &~ Fon/a X Fon/a, viewed??* as a 2-
dimensional IF,,./2-vectorspace, is equal to the “disjoint” union of its on/2 41
lines through the origin; these lines are n/2-dimensional Fy-subspaces of F5.
Choosing any 2/271 of the lines, and taking them different from those of
equations x = 0 and y = 0, leads, by definition, to an element of PS,,, that

is, to a function of the form f(z,y) =g <a; an/2,2>7 ie. g (%) with £ =0
if y = 0, where g is a balanced Boolean function on ]Fg/ ? which vanishes

at 0. The complements g (%) @ 1 of these functions are the functions g(%)
where g is balanced and does not vanish at 0; they belong to the class PS™T.
In both cases, the dual of g(7) is g(%). The elements of PS,, are, equiva-
lently, those Boolean functions f of weight 2"~ — 2%/2=1 on Fyn such that
f(0) = f(1) = 0, and that, denoting by « a primitive element of this field,
f(azn/2+1a:) = f(x) for every = € Fan (see [104, 68]).

Denoting by tr the trace function from Fan to its prime field Fy (i.e. tr(z) =
z+z% 42+ 422", the Boolean functions f(z) = tr(az’), where a € Fan
and where 7 is a multiple of 2/2—1, satisfy this last condition. Some of them
belong to PS,,. Other examples of bent functions of the same form exist.
For instance (see [106, 36]), if n is not divisible by 3 and if k is co-prime
with n, then, for every a € Fon \ {2® |2 € Fan}, the function tr(az?" —2"+1)
is bent. This gives an infinite class of bent functions (other examples of

similar bent functions exist).

3. Dobbertin gives in [107] the construction of a class of bent functions
that contains both PS,, and M. The elements of this class are the func-

tions f defined by f(z,¢(y)) =g (%(y)» where g is a balanced Boolean

24Let w be an element of Fan \ Fyn/2; the pair (1,w) is a basis of the F,. 2-vectorspace
Fan; hence, we have Fon = Fon/a + wFynyz.
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function on Fy./2 and ¢, ¢ are two mappings from F,./2 to itself such that,
if T denotes the affine subspace of Fy,/2 spanned by the support of the func-
tion g (where g, = (—1)9), then, for any a in Fy,./., the functions ¢ and ¢
are affine on aT = {ax,z € T'}. The mapping ¢ must additionally be one
to one. The proof of the bentness of such functions cannot be given here
because of length constraints. The elements of this class do not have an
explicit form, but Dobbertin gives two explicit examples of bent functions
constructed this way. In both, ¢ is a power function (see below).

The bent sequences given in [262] are particular cases of the constructions
given above (using also some of the secondary constructions given below).
in [81] are constructed homogeneous bent functions (i.e. bent functions
whose ANFs are the sums of monomials of the same degree) on 12 (and
less) variables by using the invariant theory (which makes feasible the com-
puter searchs).

4. If n/2 is odd, then it is possible to deduce a bent Boolean function
on Fy from any almost bent function from Fg/ ® to Fg/ ?. The definition of
almost bent functions, the description of the related Boolean function and
the proof of its bentness are given in the chapter “Vectorial Boolean Func-

tions for Cryptography”.

5. Some infinite classes of bent functions have also been obtained, thanks
to the identification between the vectorspace [y and the field Fan, as power
functions, that is, functions of the form tr(ax?), a # 0, where tr is the trace
function on Fy» and where a and x belong to this same field. And some are
defined as the sums of a few power functions; see [35, 104, 106, 175, 176].
Power functions are also called monomial functions. They represent for the
designer of the cryptosystem using them the interest of being more eas-
ily computable than general functions (which allows using them with more
variables while keeping a good efficiency). They have the peculiarity that,
denoting the image {x%; x € Fan} of the power mapping x — z* by U, two
functions tr(ax?) and tr(bz') such that a/b € U are linearly equivalent. In
particular, if the power mapping is a permutation, i.e. if gcd(7,2" — 1) =1,
then all the power functions with the same exponent are linearly equivalent.
It is not clear whether this is more an advantage for the designer or for the
attacker.

Obviously, a power function ¢r(az’) can be bent only if the mapping z — 2°
is not one to one (otherwise, the function would be balanced, a contradic-
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tion), that is, if ¢ is not co-prime with 2" — 1. It has been proved in [31] that
i must be co-prime either with 272 — 1 or with 2™/2 + 1. The exponents of
the known classes of power bent functions are multiples of 2*/2 — 1 (this cor-
responds to the PS,, class), or equal 22% — 2% 4+ 1 with ged(k,n) = 1 (this is

the so-called Kasami functions), or equal 2 +1 with — = even (Gold func-
ged(n,i)

tions), (2*/*+1)2 with n divisible by 4 (Leander functions) or 2"/3 4-2/6 1
with n divisible by 6 (Canteaut-Charpin-Kyureghyan functions). The three
last cases enter in fact in the Maiorana-McFarland completed class.

6.4.2 Secondary constructions

1. The first secondary construction given by J. Dillon and O. Rothaus
in [104, 231] is very simple: let f be a bent function on Fy (n even) and
g a bent function on FJ' (m even) then the function h defined on Fy+"
by h(z,y) = f(z) @ g(y) is bent. Indeed, we have clearly g(a, b) =
tz (a) x g, (b). This construction has unfortunately no great interest from
a cryptographic point of view, since it produces decomposable functions (a
Boolean function is called decomposable if it is equivalent to the sum of two
functions that depend on two disjoint subsets of coordinates; such property
is easy to detect and can be used for designing divide-and-conquer attacks).

2. A more interesting result, by the same authors, is the following: if g, h,
k and g & h & k are bent on F§ (n even), then the function defined at every
element (x1,x9,x) of IE"QHQ (1,29 € Fo, x € F}) by:

f(xlax%x) =

g9(@)h(x) & g(x)k(z) & h(z)k(z) & [g9(x) & h(z)lz1 @ [g(x) & k(z)]we & w122

is bent (this is a particular case of Theorem 3). No general class of bent
functions has been deduced from this construction.

3. Two classes of bent functions have been derived in [45] from Maiorana-
McFarland’s class, by adding to some functions of this class the indicators
of some vector subspaces:

- the class Dy whose elements are the functions of the form f(z,y) =
x - 7(y) @ do(z) (recall that oy is the Dirac symbol; the ANF of dp(x) is
H?:/?(:cl@l)) The dual of such a function f is the function y-7 1 (z)®do(y).
It is proved in [45] that this class is not included in the completed versions of
classes M and PS (i.e.the smallest possible classes including them). Class
Dy is a subclass of the class denoted by D, whose elements are the functions
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of the form f(x,y) = z - 7(y) ® 1g, (x)1E,(y), where 7 is any permutation
on IF;/ 2 and where FE1, Es are two linear subspaces of Fg/ 2 such that w(Ey) =
Fyt (1g, and 1g, denote their indicators). The dual of f belongs to the
completed version of this same class;

- the class C of all the functions of the form x - 7(y) ® 11(x), where L is
any linear subspace of Fg/ > and 7 any permutation on Fg/ % such that, for
any element a of IF;L/Q, the set 7~ !(a + L*) is a flat. It is a simple matter
to see, as shown in [36], that, under the same hypothesis on m, if ¢ is a
Boolean function whose restriction to every flat 71 (a + L") is affine, then
the function x - w(y) ® 1.(z) ® g(y) is also bent.

The fact that any function in class D or class C is bent comes from the
following theorem proved in [45], which has its own interest:

Theorem 2 Let b+ E be any flat in FY (E is a linear subspace of FY).
Let f be any bent function on F5. The function f* = f @& 1y g is bent if and
only if one of the following equivalent conditions is satisfied:

1. For any a in F3 \ E, the function D,f is balanced on b+ E;

2. The restriction of the function f(m) @b-x to any coset of E+ is either
constant or balanced.

If f and f* are bent, then E has dimension greater than or equal to n/2
and the algebraic degree of the restriction of f to b+ E is at most dim(E) —
n/2+ 1.

If f is bent, if E has dimension n/2, and if the restriction of f to b+ E has
algebraic degree at most dim(FE)—n/24+1 =1, i.e. is affine, then conversely
f* is bent too.

Proof. Recall that a function is bent if and only if it satisfies PC(n). The
equivalence between Condition I. and the bentness of f* comes then from
the fact that F(D,f*) equals F(D,f) if a € E, and equals F(D,f) —
4 erb+E(—1)Daf(z) otherwise.

We have fAX(a) - tz*(a) = 2Zm€b+E(—1)f(“)@“'x. Using Relation (41), ap-
plied with E* in the place of E, we deduce that for every a € F3:

> (~yfsh — glimED 0221yt (f (q) - ()

u€a+EL

and f;(a) — f:(a) can take value 0 or +2"/2*1 if and only if Condition 2.
is satisfied. So Condition 2. is necessary. It is also sufficient, according to
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Lemma 2.

Let us now assume that f and f* are bent. Then 1, = f*@® f has algebraic
degree at most n/2, according to Rothaus’ bound, and thus dim(E) > n/2.
The values of the Walsh transform of the restriction of f to b+ E being equal

to those of % (fAX — fx/\*), they are divisible by 2"/2 and thus the restriction

of f to b+ E has algebraic degree at most dim(E) — n/2 + 1, according to
Proposition 9.

If f is bent, if F has dimension n/2, and if the restriction of f to b+ FE is
affine, then the relation f:(a) - f:*(a) = QZwebJrE(—l)f(“)@“"” shows that
f* is bent too, according to Lemma 2. o

Remarks.

- Relation (41) applied to Et in the place of E, where E is some n/2-
dimensional subspace, shows straightforwardly that, if f is a bent function
on F%, then f(x) @ a - x is constant on b + F if and only if f(z) ® b -z
is constant on a + E+. The same relation shows that f(z) @ a -z is then
balanced on every other coset of E and f(z)@®b-z is balanced on every other
coset of E+. Notice that Relation (41) shows also that f(x)@®a-x cannot be
constant on a flat of dimension strictly greater than n/2 (i.e. that f cannot
be k-weakly-normal with & > n/2).

- Let f be bent on Fj. Let a and a' be two linearly independent elements
of F5. Let us denote by E the orthogonal of the subspace spanned by a and
a’. According to condition 2. of Theorem 2, the function f & 1p is bent
if and only if D,D, f is null (indeed, a 2-variable function is constant or
balanced if and only if it has even weight, and f has even weight on any
coset of the vector subspace spanned by a and o’ if and only if, for every
vector x, we have f(z) ® f(zx +a)® f(x +d')® f(x + a+d') = 0). This
result has been restated in [34] and used in [36] to design (potentially) new
bent functions.

4. Other classes of bent functions have been deduced from a construction
given in [48], which generalizes the secondary constructions given in 1 and 2
above:

Theorem 3 Let n and m be two even positive integers. Let f be a Boolean
function on IFSJ“m = 3 xF5" such that, for any element y of F5*, the function
on Fy:

fy:$'_>f(93vy)
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is bent. Then f is bent if and only if, for any element s of Fy, the function

@5y fyls)

is bent on F5*. If this condition is satisfied, then the dual of f is the function
f(s,t) = vs(t) (taking as inner product in F§ xF5*: (x,y)-(s,t) = x-s®y-t).

This very general result is, in fact, easy to prove, using that, for every s € [y,

Z(_l)f(x,y)@xs o2 (— )() on/2(—1)es¥)

z€Fy

and thus that
f (s,1) — 9n/2 Z sas(y Oyt

This construction has also been considered by Adams and Tavares [1] under
the name of bent-based functions, and later studied by J. Seberry and X.-M.
Zhang in [240] in particular cases.
A particular case of this construction is nicely simple: let f; and fo be two
n-variable bent functions (n even) and let g; and gy be two m-variable bent
functions (m even). Define h(z,y) = fi(z)®g1(y) ® (f1 D f2)(z) (91D g2)(y),
x € Fy,y € F4* (this construction (f1, f2, 91, 92) — h will appear again below
to construct resilient functions; see Theorem 8). For every y, h, equals fi
plus a constant or f plus a constant (depending on the values of y) and thus
is bent; and ¢s equals g; plus a constant or g, plus a constant (depending
on the values of u), and thus is bent too. According to Theorem 3, h is then
bent. Its dual  can be obtained from fl, fg, g1 and g9 exactly in the same
manner as h is obtained from f1, fo, 91 and go. What is interesting in this
particular case is that we only assume the bentness of f1, fo, g1, and go for
deducing the bentness of h; no extra condition is needed, contrary to the
general construction.

Several classes have been deduced from Theorem 3 in [48], and later
n [143].
- Let n and m be two even positive integers. The elements of IE"Q“L’” are

n/2

written (x,y,z,7), where z,y are elements of F,’” and z,7 are elements

of Iﬁ‘m/ 2 Let 7 and 7 be permutations on IF;/ % and F?/ 2 (respectively)
m/2

and h a Boolean function on F,
on ]Fg”rm is bent:

f@,y,z,m) =x-7(y) @z 7'(r) ® do(2)h(7)

. Then, the following Boolean function
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(recall that dp(z) equals 1 if = 0 and is null otherwise). It is possible
to prove, see [48], that such a function does not belong, in general, to the
completed version of class M. It is also easy to prove that f does not belong,

in general, to the completed version of class Dy, since any element of Dy has

algebraic degree "‘;m, and it is a simple matter to produce examples of

functions f whose algebraic degree is smaller than "ng

- Let n and m be two even positive integers. We identify Fg/ 2 (resp. an/ 2)
with the Galois field Fyn/2 (resp. with Fom/2). Let k& be a Boolean function
on Fyn/a X Fym/e such that, for any element x of IF,,/2, the function z —
k(x,z) is balanced on Fym/2, and for any element z of Fyn/2, the function
x +— k(z, z) is balanced on Fy,/2. Then the function
T z

f(x,y, 2y T) - k(gﬂ ;)
is bent on Fj ™.
- Let r be a positive integer. We identify F with For. Let 7 and 7’ be
two permutations on For and ¢ a balanced Boolean function on For. The
following Boolean function on F3" = (F5)*:

pona=s e () w3

is a bent function.

More recently, a particular case of the construction given in Theorem 3
was pointed out in [58]: let fi; and fa be two r-variable bent functions (r
even) and let g1 and go be two s-variable bent functions (s even). Let us
denote their duals by fi, f2, g1 and gs. Define?

f(@,y) = filz) @ 1 (y) & (f1 ® f2)(x) (91 ® g2) (),

for every x € F}, and y € F5. Then, with no extra condition on fi, f2, g1 and
g2, the function f satisfies the hypothesis of Theorem 3 and its dual is

fla,b) = fi(a) ®G1(b) & (fr & f2)(a) (G © G2)(b).
We see that f can be obtained from ]71, fg,fjl and ¢o exactly in the same

manner as f is obtained from fi, fs, g1 and go.

5. X.-D. Hou and P. Langevin have made in [145] a very simple observation
which leads to potentially new bent functions:

25 f is then the concatenation of the four functions fi, fi ®1, fo and f> @1, in an order
controled by ¢1(y) and g2(y).
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Proposition 25 Let f be a Boolean function on Fy, n even. Let o be a
permutation on F5. Denote its coordinate functions by o1,...,0,. Assume
that

dy(f, @ aioi) =2 £27/271/ va € Fy.
=1

Then f oo~ is bent.

Indeed, the Hamming distance between f o c~! and the linear function

lo(z) = a-x equals dy(f, D;_, aios).
Hou and Langevin deduced that, if & is an affine function on F%, if fi, fo
and g are Boolean functions on [}, and if the following function is bent:

f(x1,20,2) = x1 22 h(2) D 21 f1(2) © 22 fox) D g(x)/ * € Fy, 21, 22 € Fo,
then the function

flz1,22,2) & (M) ©1) fi(2) f2(2) © fi(2) & (21 © h(z) ©1) fo(z) & 22 h(2)

is bent.
They also deduced that, if f is a bent function on F5 whose algebraic degree
is at most 3, and if ¢ is a permutation on F4 such that, for every i =1,...,n,

there exists a subset U; of Fy and an affine function h; such that:

oi(z) = P (f(2) © f(z + u)) ® hi(x),

uelU;

then f oo~ ! is bent.

Finally, X.-D. Hou [143] deduced that if f(x,y) (z,y € IF‘S/Q) is a Maiorana-
McFarland’s function of the particular form x -y @ g(y) and if o1, ..., 0, are
all of the form @1§i<j§n/2 aijx;y; ®b-xdc-y®h(y), then foo™! is bent.
He gave several examples of application of this result.

6. A binary secondary construction without extension of the number of
variables was introduced in [61]. It is based on the following result:

Proposition 26 Let fi, fo and f3 be three Boolean functions on Fy. Denote
by s1 the Boolean function equal to f1® fo® f3 and by s the Boolean function
equal to f1fo® f1f3D fofs3. Then we have f1+ fo+ f3 = s1+282. This implies
the following equality between the Fourier transforms: fl —|—f/‘\2 —i—ﬁ, = 51 +25
and the similar equality between the Walsh transforms:

flx—l—fQX—i-ng:S/l;—i-QS/g\X. (45)
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Proof. The fact that fi + fo+ f3 = s1 4+ 2s2 (the sums being computed in Z
and not modulo 2) can be checked easily. The linearity of the Fourier trans-
form with respect to the addition in Z implies then ']/(\.1+f.2+ f3 = 514+253. The
equality f1+ fo+ f3 = s1+2s9 also directly implies flx +f2x +f3X =81, +2s2x,
thanks to the equality f, = 1 — 2f valid for every Boolean function, which
implies Relation (45). o

Proposition 26 leads to the following double construction of bent func-
tions:

Corollary 4 Let f1, fo and f3 be three n-variable bent functions, n even.

Denote by s1 the function f1@® fo® f3 and by sa the function f1fo® f1f3® fafs.
Then:

- if s1 s bent and if $1 = fi @ fo ® f3, then sy is bent, and $5 = fifs @
f1fs @ fafs;

- if $3_(a) is divisible by 27/2 for every a (e.g. if sy is bent, or if it is
quadratic, or more generally if it is plateaued; see the definition at Subsec-
tion 6.8), then sy is bent.

Proof. - If 51 is bent and if ] = f1 @ fo @ f3, then, for every a, Relation (45)
implies:

7 7 7 n—2

s.(a) = [(_1)f1(a)+(_1)fz(a)+(_1)f3(a)_(_1)f1(a)@fz(a)®f3(a)} 9"7%
= (~1)1@L@eA@A@OS(@ () gn/2

- If 55 (a) is divisible by 27/2 for every a, then the number $1, (@), which
is equal to {(—1)f~1(“) + (—1)f~2(a) + (—1)f~3(“)} /2 253 (a), according to
Relation (45), is congruent with 2%2 modulo 2"/?*! for every a. This is
sufficient to imply that s; is bent, according to Lemma 2. ¢

6.4.3 Decompositions of bent functions

The following theorem, proved in [33], is a direct consequence of Rela-
tion (25), applied to f @ ¢ where ¢ is linear, and to a 1-dimensional subspace
E of Fj, and of the well-known (easy to prove) fact that, for every even
integer n > 4, the sum of the squares of two integers equals 2" (resp. 2"*1)
if and only if one of these squares is null and the other one equals 2" (resp.
both squares equal 2™):
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Theorem 4 Let n be an even integer, n > 4, and let f be an n-variable
Boolean function. Then the following properties are equivalent.

1. f is bent.

2. For every (resp. for some) linear hyperplane E of Fy, the Walsh trans-
forms of the restrictions hy, ha of f to E and to its complement (viewed
as Boolean functions on Fg_l) take values £2™2 and 0 only, and the
disjoint union of their supports equals the whole space Fgfl.

Hence, a simple way of obtaining a plateaued function in an odd number of
variables and with optimal nonlinearity is to take the restriction of a bent
function to an affine hyperplane. Note that we have also (see [33]) that,
if a function in an odd number of variables is such that, for some nonzero
a € [}, every derivative D, f, u # 0, u € a’, is balanced, then its restriction
to the linear hyperplane a* or to its complement is bent.

It is also proved in [33] that the Walsh transforms of the four restrictions of
a bent function to an (n — 2)-dimensional vector subspace E of [} and to its
cosets have the same sets of magnitudes. It is a simple matter to see that,
denoting by a and b two vectors such that E' is the linear space spanned
by a and b, these four restrictions are bent if and only if D,D;f takes on
constant value 1.

More on decomposing bent functions can be found in [33, 34, 82].

6.5 On the number of bent functions

The class of bent functions produced by the original Maiorana-McFarland’s
construction is far the widest class, compared to the classes obtained from
the other usual constructions.

The number of bent functions of the form (43) equals (2%/2)! x 22n/2, and

n 2n/2
is asymptotically equivalent to <2 /62“) V2n/2+1g (according to Stir-

ling’s formula) while the only other important construction of bent functions,
n/2 ) 92"/2+%

PSap, leads only to (22/2,1 R
provably bent Maiorana-McFarland’s functions seems negligible with respect
to the total number of bent functions. The number of (bent) functions which
are affinely equivalent to Maiorana-McFarland’s functions is unknown; it is
at most equal to the number of Maiorana-McFarland’s functions times the
number of affine automorphisms, that equals 2"*(2"—1)(2"—2) ... (2"—2""1).
It seems also negligible with respect to the total number of bent functions.

functions. However, the number of
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The problem of determining an efficient lower bound on the number of n-
variable bent functions is open.

Rothaus’ inequality recalled at Subsection 6.3 states that any bent function
has algebraic degree at most n/2. Thus, the number of bent functions is at

most 1tnt +( n ) 2»,171_’_1( n )
2 n/2) — 2 2\n/2 .

We shall call this upper bound the naive bound. We know that for n = 6
(the highest number of variables for which the number of bent functions
is known), the number of bent functions is approximately equal to 232

(see [225]), which is much less than 92°+3(3) = 292, Also, it has been
checked experimentally that there is no hope of obtaining a bent function
on 8 variables by just picking at random a Boolean function of algebraic
degree upper bounded by 4 (but more clever methods exist, see [97, 68]).
An upper bound improving upon the naive bound has been found recently
[75]. Tt is exponentially better than the naive bound since it divides it by ap-

on/2

proximately 22"°~"/2=1 But it seems to be still far from the exact number

of bent functions.

6.6 Characterizations

Proposition 27 Let f(z) = Y ;cpy A1 be the NNF of a Boolean func-
tion f on Fy. Then f is bent if and only if:

1. for every I such that n/2 < |I| < n, the coefficient A\ is divisible
by 2|I|7n/2’.

2. Ay (with N = {1,...,n}) is congruent with 2"/>=* modulo 2"/2.

Proof. According to Lemma 2, f is bent if and only if, for every a € F3,
f(a) = gn/2-1 [ mod 2”/2]. We deduce that, according to Relation (27) ap-
plied with ¢ = f, Conditions 1. and 2. imply that f is bent.

Conversely, Condition 1. is necessary, according to Proposition 21. Condi-
tion 2. is also necessary since f(l, ..., 1) = (=1)"An (from Relation (27)).
o

Proposition 27 and Relation (6) imply some restrictions on the coefficients
of the ANFs of bent functions, observed and used in [75] (and also partially
observed by Hou and Langevin in [145]).

Rothaus’ bound is a direct consequence of Proposition 27 since the algebraic
degree of a Boolean function whose NNF is f(z) = > repn) A1 z! equals
the maximum size of I, such that A; is odd. Proposition 27 also permits to
prove the following characterization:
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Theorem 5 [71] Let f be a Boolean function on Fy. Then f is bent if and
only if there exist n/2-dimensional subspaces Ex, ..., Ey of Fy (there is no
constraint on the number k) and integers my, ..., my (positive or negative)
such that, for any element x of Iy :

k
f@) =Y milp,(x) — 277 16 (x) [ mod 2”/2] . (46)
=1

Proof (sketch of). Relation (46) is a sufficient condition for f being bent,
according to Lemma 2 and to Relation (13).

Conversely, if f is bent, then Proposition 27 permits to deduce Relation (46),
by expressing all the monomials 2! by means of the indicators of subspaces
(indeed, the NNF of the indicator of the subspace {z € F§/z; =0, Vi € I}
being equal to [[;.;(1 — ;) = S e(=DMIz? ] the monomial x! can be
expressed by means of this indicator and of the monomials z/, where J is
strictly included in /) and by using Lemma 3 below. o

Lemma 3 Let F' be any d-dimensional subspace of Fy. There exist n/2-
dimensional subspaces Ei,...,Ey of Fy and integers m,my,...,my such
that, for any element x of Iy :

k
22 () = m o+ Y milp () [ mod 2/2] if d < nj2, and
=1

k
1p(z) = ZmllEl(:c) { mod 2”/2} if d > n/2.
i=1

The class of those functions f which satisfy the relation obtained from (46)
by withdrawing “[mod 2"/%]” is denoted by GPS. The dual f of such func-
tion f of GPS equals f(x) = S milpu (x) — 2727160 (x).

There is no uniqueness of the representation of a given bent function in

the form (46). But there exists another characterization:

Theorem 6 [72] Let f be a Boolean function on Fy. Then f is bent if and
only if there exist vector subspaces E1, ..., Ey of Fy of dimensions n/2 or
n/2 + 1 and integers myq,...,my (positive or negative) such that for any
element x of Fy:

k
fa) =" milp,(z) £ 2" 5(x). (47)
=1
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There is not a unique way, either, to choose these spaces F; among all
n/2-dimensional and (n/2 + 1)-dimensional vector subspaces of F5. But
it is possible to define some subclass of n/2-dimensional and (n/2 + 1)-
dimensional spaces such that there is uniqueness, if the spaces E; are chosen
in this subclass.

P. Guillot has proved later [122] that, up to composition by a mapping
x +— x + a, every bent function belongs to GPS.

A characterization of bent functions through Cayley graphs also exists,
see [14].

6.7 Subclasses: hyper-bent functions

in [47] (see also [51, 52]) have been determined those Boolean functions on F%
such that, for a given even integer k (2 < k < n—2), any of the Boolean func-
tions on Fgfk, obtained by keeping constant k coordinates among z1, ..., Ty,
is bent (i.e. those functions which satisfy the propagation criterion of degree
n—k and order k, see Section 8). These functions (which were called hyper-
bent in [47], but we will keep this term for a notion introduced by Youssef
and Gong ; see below) are the four symmetric bent functions (see Section 9).

In [263], A. Youssef and G. Gong study the Boolean functions f on the
field Fon (n even) whose Hamming distances to all functions tr(ax?) @
(a € Fon, € € Fy), where tr denotes the trace function from Fon to Fo and
where 7 is co-prime with 2" —1, equal 27~ 142%/2=1 These functions are bent,
since every affine function has the form tr(a x)®e. They are called hyper-bent
functions. The (equivalent) condition that Zgﬁer(—l)f(x)@tr(axz) equals
+927/2 for every a € Fon and every i co-prime with 2 — 1, seems difficult to
satisfy, since it is equivalent to the fact that the function f(z*) is bent for
every such i. However, A. Youssef and G. Gong show in [263] that hyper-
bent functions exist. Their result is equivalent to the following (see [68]):

Proposition 28 All the functions of class PSq, are hyper-bent.

Let us give here a direct proof of this fact.

Proof. Let w be any element in Fon \ Fyn/2. The pair (1,w) is a basis of
the [Fyn/2-vectorspace Fon. Hence, we have Fon = [Fyn/2 + wlFyn/2. Moreover,
every element y of Fy,/2 satisfies an/2 = y and therefore tr(y) = y + y? +
s y2n/271 +y+y? o+ yzn/%l = 0. Consider the inner product in Fon
defined by: y -y’ = tr(yy'); the subspace Fyn 2 is then its own orthogonal;
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hence, according to Relation (13), any sum of the form ) (1))

is null if A € F,./2 and equals 22 if )\ e Fonya.
Consider any element of the class PSy, i.e. choose a balanced Boolean
function g on IF;/Q, vanishing at 0, and define f(y + wy) = ¢ (%), with

yern/Q

% =0 if y = 0. For every a € Fon, we have
_\f@)@tr(azt) _ Y ) ptr(a (y'+wy)?)
> (1) = 2 ) -
2E€Fgn Yy €F /2
Denoting % by z, we see that:
Z (_1)9<%)€Bt7"(“ (y'+wy)?) _ Z (_1)g(z)®tr(ayi(z+w)i).
yEF;n/valEFQn/2 ZGFQn/2 ’yEF;n/g

The sum Z (—1)9(0)69”(””) equals (—1)9(0) 272 if g € F,,./» and is null

ylEFQn/Q
otherwise. ‘
Thus, Z (=1)f@etr(aa) oquals:

zE€Fon
Z (—1)9¢2) Z (_1)tT(a(Z+w)iyi)_ Z (=1)9) 4 (=1)90) 271/21]1‘,271/2 (a).
ZGFQH/Q yEJFQn/Q ZGFQn/Q
The sum ) P (—1)9¢2) is null since g is balanced.
2TL

The sum Zzern/z (_1)9(2) zyeFQn/Q(_1)tr(a(z+w)7‘yl) equals £2"/2 if q ¢
Fyn/2, since we prove in the next Lemma that there exists exactly one
2z € Fonse such that a(z + w)’ € Fonse; and this sum is null if a € Fonj2
(this can be checked, if a = 0 thanks to the balancedness of g, and if a # 0
because y' ranges over Fyn/2 and a(z + w)t & Fyn/2). This completes the
proof. o

Lemma 4 Let n be any positive integer. Let a and w be two elements of

the set Fon \ Fyn/2 and let i be co-prime with 2™ — 1. There exists a unique

element z € ]F'g/2 such that a(z + w)" € IE‘;/Q.

Proof. Let j be the inverse of i modulo 2" — 1. We have a(z + w)* € FQ/Z if
and only if 2 € w + a7 x IF‘;/Q. The sets w + a7 x Fgﬂ and IF;/Q are two

o i 2 2 .
flats whose directions a7 x ]Fg/ and ]Fg/ are subspaces whose sum is di-
rect and equals Fon. Hence, they have a unique vector in their intersection. ¢
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6.8 Superclasses: partially-bent functions, partial bent func-
tions and plateaued functions

We have seen that bent functions can never be balanced, which makes them
improper for a direct cryptographic use. This has led to a research of super-
classes of the class of bent functions, whose elements can have high nonlin-
earities, but can also be balanced (and possibly, be m-resilient with large
m or satisfy PC(l) with large [). A first super-class having these proper-
ties has been obtained as the set of those functions that achieve a bound
expressing some trade-off between the number of non-balanced derivatives
(i.e. of nonzero auto-correlation coefficients) of a Boolean function and the
number of nonzero values of its Walsh transform. This bound, given in the
next proposition, had been conjectured in [224] by B. Preneel and it has
been proved later in [44].

Proposition 29 Let n be any positive integer. Let f be any Boolean func-
tion on Fy. Denote the cardinalities of the sets {b € Fy | F(Dyf) # 0} and

{b e F7 | f;(b) # 0} by Na, and Ng , respectively. Then:
X
Na, x Ne 22" (48)

Moreover, Na, x Ng = 2" if and only if Dyf is either balanced or con-
X

stant, for every b. This is equivalent to the fact that there exist two linear
subspaces E (of even dimension) and E' of ¥, whose direct sum equals FY,
and Boolean functions g, bent on E, and h, affine on E', such that:

Ve e E,Vy e E, f(x +y) = g(z) ® h(y). (49)

Inequality (48) comes directly from Relation (22): since the value of the
auto-correlation coefficient F(Dyf) lies between —2" and 2" for every b,

we have Na, > 27" Zbng(—l)“'bf(Dbf) = 2‘”{(2(11), for every u € 7,

~2
Zuefﬁ‘g fx (u)

~2
ma‘qu]FgL fX (u)

~2
and thus Na, > 27" max,epy f, (u). And we have Nf; >

22"A2 . This proves Inequality (48). This inequality is an equality
maX'u,EJFg’ fX (u)
if and only if both inequalities above are equalities, that is, if and only if,

for every b, the auto-correlation coefficient F(Dyf) equals 0 or 2"(—1)40®,

~2 ~2
where maxyepy £, (u) = f (uo), and if f is plateaued. The condition that
Dy f is either balanced or constant, for every b, is in fact sufficient to imply
that f has the form (49): E’ is the linear kernel of f and the restriction of f
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to E has balanced derivatives. Conversely, any function of the form (49) is
such that Relation (48) is an equality. o
Note that E’ is then the linear kernel of the function.

The functions such that Na, x Nf; = 2" are called partially-bent functions.

Every quadratic function is partially-bent. Partially-bent functions share
with quadratic functions almost all of their nice properties (Walsh spec-
trum easier to calculate, potential good nonlinearity and good resiliency

order), see [44]. In particular, the values of the Walsh transform equal 0 or
L odim(E")+dim(E)/2

A generalization of Relation (48) has been obtained in [227]:

Proposition 30 Let ¢ be any nonzero n-variable pseudo-Boolean function.
Let N, = |{a € F3/p(a) # 0} and Np = [{u € F3/$(u) # 0}, then
Ny x Ng > 2",

Equality occurs if and only if there exists a number X\ and a flat F' of Fy
such that p(z) = A(=1)"* if x € F and p(x) = 0 otherwise.

Proof. Denoting by 1, the indicator of the support {z € F3/¢(z) # 0}
of ¢, and replacing ¢(x) by 1,(x)p(x) in the definition of @, gives, for
every u € F3: p(u) = ZaceIFg Lo(x)e(x)(=1)“*. Applying then Cauchy’s

inequality gives $%(u) < N, erlFS ©*(z) = 27" N, Zveng ?%(v) (accord-
ing to Parseval’s relation (3)). Hence, $*(u) < 27" N, x Nz maxyery ¢*(v).
Choosing u such that $?(u) is maximum gives the desired inequality, since,
according to Parseval’s inequality, and ¢ being nonzero, this maximum can-
not be null.

Equality occurs if and only if all of the inequalities above are equalities, that
is, p?(v) takes only one nonzero value (say p) and there exists a number A
such that, for every u such that @?(u) = u, we have p(x) # 0 = p(x) =
A(—=1)"*. This is equivalent to the condition stated at the end of Proposi-
tion 30. o

Partially-bent functions must not be mistaken for partial bent functions,
studied by P. Guillot in [123]. The Fourier transforms of partial bent func-
tions take exactly two values?® X and A + 22 on F3* (n even). Rothaus’
bound on the degree generalizes to partial bent functions. The dual fof 7,

defined by f(u) = 0 if f(u) = X and f(u) = 1if f(u) = X+ 2"/2, is also
partial bent; and its own dual is f. Two kinds of partial bent functions

26Partial bent functions are the indicators of partial difference sets.
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f exist: those such that f(0) — f(0) = —A(2"/2 — 1) and those such that
f(0) = £(0) = (22 — X)(2™/2 4 1). This can be proved by applying Parse-
val’s Relation (20). The sum of two partial bent functions of the same kind,
whose supports have at most the zero vector in common, is partial bent. A
potential interest of partial bent functions is in the possibility of using them
as building blocks for constructing bent functions.

In spite of their good properties, partially-bent functions, when they are
not bent, have by definition nonzero linear structures and so do not give full
satisfaction. The class of plateaued functions, already encountered above, at
Subsection 4.1 (and sometimes called three-valued functions) is a natural ex-
tension of that of partially-bent functions, first studied by Zheng and Zhang
in [269]. A function is called plateaued if its squared Walsh transform takes
at most one nonzero value, that is, if its Walsh transform takes at most three
values 0 and £ (where A\ is some positive integer, that we call the ampli-
tude of the plateaued function). Bent functions are plateaued and, according
to Parseval’s Relation (20), a plateaued function is bent if and only if its
Walsh transform never takes the value 0. Also because of Parseval’s relation,
A must be of the form 2" where r > n/2. Hence, the values of the Walsh
transform of a plateaued function are divisible by 2/2 if n is even and by
2(n+1)/2 if py is odd. The class of plateaued functions contains those functions
that achieve the best possible trade-offs between resiliency, nonlinearity and
algebraic degree: the order of resiliency and the nonlinearity of any Boolean
function are bounded by Sarkar et al.’s bound (see Section 7 below) and the
best compromise between those two criteria is achieved by plateaued func-
tions only; the third criterion — the algebraic degree — is then also optimum.
Also, according to Parseval’s relation, if we denote again by N, £ the cardi-

nality of the support {a € F3/ f: (a) # 0} of the Walsh transform of a given

~2
n-variable Boolean function f, we have Np x maxgepp f, (a) > 227 and

Ne-

therefore, according to Relation (31): NL(f) <211 — —= ) Equal-
X

ity is achieved if and only if f is plateaued. Other properties of plateaued
functions can be found in [33].

Plateaued functions can be characterized by second-order covering sequences
(see [77]):

Theorem 7 A Boolean function f on Fy is plateaued if and only if there
exists 0 such that, for every x € F5:

Z (_1)Danf($) — 0. (50)

a,beFy
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If this condition is satisfied, then the amplitude of the plateaued function
f equals V8, and 0 is therefore a power of 2 whose exponent is even and
greater than or equal to n.

Proof. f satisfies (50) for a given vector x if and only if

Z (_1)f(ﬂ»‘+a)@f(x+b)@f(ﬂ?+a+b) — 9(_1)]"(1?)'

a,belFy
Applying three times the inverse Fourier formula (16), we have
Z (—1)f eHa)@/ (#+h)Of (z+a+b)
a,belfy

— 9-3n Z f/\x (u) e (’U) & (w) (_1)(:v+a)~u@(x+b)-U@(m-‘ra-f-b)'w

u,v,w,a,bEFY

— 9—3n Z f\ (U) f\ (’U) f\ (w) (_1)x-(u+v+w)€9w(u+w)€9b-(v+w} .
u,v,w,a,beEFY
Since -, cpn (—=1)* @) s null if u # w, and > bern (—=1)> "+ §g pull
if v # w, we deduce that Ea,bng (—1)D"Dbf(z) = 0 if and only if

27" Y % (u) (1) = (—1)7 ),

uely

Hence, according to the inverse Fourier formula (16) again, Relation (50)
is satisfied for every = € 4 if and only if:

Vu € Fy, £, % (u) = 0 (u),
that is, if f;(u) equals ++/6 or 0 for every u € FJ. o

The fact that quadratic functions are plateaued is a direct consequence
of Theorem 7, since their second-order derivatives are constant. And The-
orem 7 gives more insight on the relationship between the nonlinearity of
a quadratic function and the number of its nonzero second-order derivatives.

P. Langevin proved in [172] that, if f is a plateaued function, then the coset
f® R(1,n) of the Reed-Muller code of order 1, is an orphan of R(1,n). The
notion of orphan has been introduced in [128] with the “urcoset” terminol-
ogy, and studied in [21]. A coset of R(1,n) is an orphan if it is maximum
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with respect to the following partial order relation: g & R(1,n) is smaller
than f @ R(1,n) if there exists in ¢ ® R(1,n) an element g; of weight N'L(g)
(that is, of minimum weight in ¢ ® R(1,n)), and in f @ R(1,n) an element
f1 of weight N'L(f), such that supp(g1) C supp(f1). Clearly, if f is a func-
tion of maximum nonlinearity, then f @® R(1,n) is an orphan of R(1,n) (the
converse is false, since plateaued functions with non-optimum nonlinearity
exist). The notion of orphan can be used in algorithms searching for func-
tions with high nonlinearities.

6.9 Normal and non-normal bent functions

The definition of normality has been given at Definition 3. As observed
in [45] (see Theorem 2 above), if a bent function f is normal (resp. weakly-
normal), that is, constant (resp. affine) on an n/2-dimensional flat b + £
(where E is a subspace of F%), then its dual f is such that f(u) ®b- u is
constant on E+ (resp. on a + E*, where a is a vector such that f(z)®a-x
is constant on F). Thus, f is weakly-normal. Moreover, we have already
seen that f (resp. f(x)@®a-z) is balanced on each of the other cosets of the
flat. H. Dobbertin used this idea to construct balanced functions with high
nonlinearities from normal bent functions (see Subsection 7.3.1).

A proof of the existence of non-(weakly)-normal bent functions, i.e. bent
functions which are non-constant (non-affine) on every n/2-dimensional flat,
has been obtained recently (see [36]), contradicting a conjecture made by
several authors that such bent function did not exist. Other non-normal bent
functions have been found in [68]. But cubic bent functions on 8 variables
are all normal, as shown in [82].

The stability of the class of non-normal bent functions with respect to the
construction of functions called direct sum (see Subsection 7.3.2) has been
studied in [66].

6.10 Kerdock codes

For every even n, the Kerdock code IC,, [158] is a supercode of R(1,n) (i.e.
contains R(1,n) as a subset) and is a subcode of R(2,n). More precisely
Ky, is a union of cosets f, @ R(1,n) of R(1,n), where the functions f, are
quadratic (one of them is null). The difference f, ® f, between two distinct
functions f, and f, being bent, K, has minimum distance 2"~1 — 2n/2-1
(n even), which is the best possible minimum distance for a code equal to
a union of cosets of R(1,n). The size of K, equals 22*. This is the best
possible size for such minimum distance (see [99]). We recall now briefly
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how the construction of Kerdock codes can be simply described.

6.10.1 Construction of the Kerdock code

The function

fl@)= @ wim, (51)

1<i<j<n
(which can also be defined as f(z) = (“* (z)) [mod 2]) is bent because the
kernel of it associated symplectic form ¢(x,y) EB x;y; is {0}. Thus,

1<izj<n
the linear code R(1,n)U(f ® R(1,n)) has minimum distance 2"~ —27/2-1,
We want to construct a code of size 22" with this same minimum distance.
We use the structure of field to this aim. We have recalled at Subsection 2.1
some properties of the field Fom with 2™ elements. Other properties of this
field are the following:

- there exists a € Fom such that Fom = {0,,0?,...,02" 71} (a is called a
primitive element);

. . . L. 2 m—1
- moreover, there exists a, primitive element, such that (a, o2, a% ..., a2" )

is a basis of the vectorspace Fom (called a normal basis);

- if m is odd, then there exists a self-dual normal basis, that is a normal
basis such that: tr(a?+?’) = 1if i = j; and tr(a®*?') = 0 otherwise, where
tr is the trace function.

m—1
Consequence: Vo = zia+ -+ - + 02 € Fom,
m
23 1
tr(x) = @ T + @ TiTiyj,
i=1

(where the indices are computed modulo m).
The function f of Relation (51), viewed as a function on Fom x Fo, where
m =mn — 1 is odd — say m = 2t + 1 — can now be written as:

t

flx, ) = tr(z IL‘2j+1) @ xptr(z).

i=1

Notice that the associated symplectic form associated to f equals f(z,x,)®
t

Fsyn) @ f(@+y,00 @ ya) = tr(3(@”y + 2y”)) @ watr(y) & yatr(x) =
j=1

tr(Z(xzjy T Y)) B xntr(y) ®yntr(z) = tr(z)tr(y) ®tr(zy) ®xatr(y) ®
j=1

90



yntr(z).

Let us denote f(uz,xy,) by fu(x,z,) (u € Fam), then K, is defined as the
union, when u ranges over Fam, of the cosets f, ® R(1,n).

IC,, contains 2”1 affine functions and 22" — 27! quadratic bent functions.
Its minimum distance equals 27~ — 27/2-1 hecause the sum of two distinct
functions f, and f, is bent. Indeed, the kernel of the associated symplec-
tic form equals the set of all ordered pairs (z,x,,) verifying tr(uz)tr(uy) ®
tr(u?zy) © wotr(uy) © yotr(uz) = tr(ve)tr(vy) © tr(viey) © zutr(vy) @
Yntr(vz) for every y, that is, utr(uz) + vz + xyu = vir(vze) + v2x + v
and tr(uz) = tr(vz); it is a simple matter to show that it equals {(0,0)}.

Open problem: Other examples of codes having the same parameters
exist [153]. All are equal to subcodes of the Reed-Muller code of order 2, up
to affine equivalence. We do not know how to obtain the same parameters
with non-quadratic functions. This would be useful for cryptographic pur-
poses as well as for the design of sequences for code division multiple access
(CDMA) in telecommunications.

Remarks.
1. The Kerdock codes are not linear. However, they share some nice prop-
erties with linear codes: the distance distribution between any codeword
and all the other codewords does not depend on the choice of the codeword
(we say that the Kerdock codes are distance-invariant; this results in the
fact that their distance enumerators are equal to their weight enumerators);
and, as proved by Semakov and Zinoviev [243], the weight enumerators of
the Kerdock codes satisfy a relation similar to Relation (30), in which C' is
replaced by KC,, and C is replaced by the so-called Preparata code of the
same length (we say that the Kerdock codes and the Preparata codes are for-
mally dual). An explanation of this astonishing property has been recently
obtained [126]: the Kerdock code is stable under an addition inherited of
the addition in Z4 = 7Z /47 (we say it is Zs-linear). Such an explanation had
been an open problem for two decades.
2. Another example of quadratic bent function whose definition uses two
trace functions, the trace function tr,, on the whole field F2» and the trace
function tr,, /, on the subfield Fyn 2, is: f(z) = trn(35_, x21+1)@trn/2(m2n/2“),
t=n/2-1.
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7 Resilient functions

We have seen at Subsection 4.1 that combining functions in stream ciphers
must be m-resilient with large m. But, as any cryptographic functions, they
must also have high algebraic degrees and high nonlinearities.

Notation: by an (n,m,d, N)- function, we mean an n-variable, m-resilient
function having algebraic degree at least d and nonlinearity at least N.

There are necessary trade-offs between the number of variables, the algebraic
degree, the nonlinearity and the resiliency order of a function.

7.1 Bound on algebraic degree

Siegenthaler’s bound states that any m-resilient function (0 < m < n —1)
has algebraic degree smaller than or equal to n —m — 1 and that any (n —
1)-resilient function is affine?”. This can be proved by using Relation (3)
and the original definition of resiliency given by Siegenthaler, since the bit
@xeng / supp(z)CI f(x) equals the parity of the weight of the restriction of f
obtained by setting to 0 the coordinates of x which lie outside I. Instead
of this original Siegenthaler’s definition, we can also use its characterization
by Xiao and Massey, recalled in Proposition 13, together with Relation (15)
applied to ¢ = f and with E+ = {x € F}|supp(x) C I}, where I has size
strictly greater than n — m — 1. But Siegenthaler’s bound is also a direct
consequence of a characterization of resilient functions®® through their NNFs
and of the fact that the algebraic degrees of Boolean functions are smaller
than or equal to their numerical degrees:

Proposition 31 [7/] A Boolean function f on Fy is m-resilient if and only
if the NNF of the function f(z)®x1®---®xy, has degree at most n—m — 1.

Proof. Let us denote by g(x) the function f(z) @ z1 @ - ® z,,. For each
vector a € 3, we denote by @ the componentwise complement of a equal to
a+ (1,...,1). We have f:(a) =g (@). Thus, f is m-resilient if and only if,
for each word u of weight greater than or equal to n —m, the number g_(u)

*"Siegenthaler also proved that any n-variable m-th order correlation-immune function
has degree at most n — m. This can be shown by using similar methods as for resilient
functions. Moreover, if such function has weight divisible by 2™*! then it satisfies the
same bound as m-resilient functions.

28 A similar characterization of correlation-immune functions can be found in [54].
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is null. Consider the NNF of g:
g(x) = Z Al
)

1€P(N

According to Relations (27) and (28) applied to g, we have for nonzero u:

go(u) = (_1)wH(U)+1 Z on—HI+1y
I€P(N) | supp(u)CI

and for nonempty I:

Ap =27 (=2)l-1 > g, (u).

u€Fy | ICsupp(u)

We deduce that g (u) is null for every word u of weight greater than or
equal to n — m if and only if the NNF of g has degree at most n — m — 1.0

Thus, according to Relation (5), f is m-resilient if and only if the function
g(x) = f(xz) Dx1 D - ® xy satisfies ZIE]FS |Supp(x)g](_1)wH(m)g(x) =0, for
all I € P(N) of size at least n —m.

Proposition 31 has been used by X.-D. Hou in [141] for constructing resilient
functions. Siegenthaler’s bound gives an example of the trade-offs which
must be accepted in the design of combiner generators??. Sarkar and Maitra
showed in [236] that the values of the Walsh Transform of an n-variable,
m-resilient (resp. m-th order correlation-immune) function are divisible
by 2m%2 (resp. 2™*1) if m < n — 2 (a proof of a slightly more precise result
is given in the next subsection, at Proposition 32)3°. This Sarkar-Maitra’s
divisibility bound (which implies in particular that the weight of any m-th
order correlation-immune function is divisible by 2™) permits also to deduce
Siegenthaler’s bound, thanks to Proposition 9 applied with & = m + 2 (resp.
k=m+1).

7.2 Nonlinearity

Sarkar-Maitra’s divisibility bound, recalled at the end of the previous subsec-
tion, has provided a nontrivial upper bound on the nonlinearity of resilient

29One approach to avoid such trade-off is to allow memory in the nonlinear combination
generator, that is, to replace the combining function by a finite state machine, see [205].

39More is proved in [54, 78]; in particular that, if the weight of an m-th order correlation-
immune is divisible by 2!, then the values of its Walsh Transform are divisible by 212,
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functions, independently obtained by Tarannikov [253] and by Zheng and
Zhang [272]: their nonlinearity is upper bounded by 27~! — 2™+l This
bound is tight, at least when m > 0.6 n, see [253, 254]3!. We shall call
it Sarkar et al.’s bound. Notice that, if an m-resilient function f achieves
nonlinearity 2"~! — 2m*1 then f is plateaued. Indeed, the distances be-
tween f and affine functions lie then between 27~ —2m+1 and 2n—1 4 gm+1
and must be therefore equal to 27! —2m+1 27—l apnd 27~1 4 2m+1 hecause
of the divisibility result of Sarkar and Maitra. Thus, the Walsh transform
of f takes three values 0 and £2"™%2. Moreover, it is proved in [253] that
such function f also achieves Siegenthaler’s bound (and as proved in [190],
achieves minimum sum-of-squares indicator). These last properties can also
be deduced from a more precise divisibility bound shown later in [54]:

Proposition 32 Let f be any n-variable m-resilient function and let d be

its algebraic degree. The wvalues of the Walsh transform of f are divisible
by oM+ =7 gmt1+[2=5=2]

1. Hence the nonlinearity of f is divisible by

The approach for proving this result was first to use the numerical normal
form (see [54]). Later, a second proof using only the properties of the Fourier
transform was given in [78]:

Proof. Relation (15) applied to ¢ = f and to the vectorspace £ = {u €
F2/Vie N, u; <v;} where v is some vector of I, whose orthogonal equals
Et ={ueFy/Vie N, u <vdl}, gives Y e pf (u) =205 Y o0 f (),
It is then a simple matter to prove the result by induction on the weight
of v, starting with the words of weight m + 1 (since it is obvious for the
words of weights at most m), and using McEliece’s divisibility property (see
Subsection 3.1). o
A similar proof shows that the values of the Walsh transform of any m-

th order correlation-immune function are divisible by gmt1+ =] (and
by om+2+[ == | i g weight is divisible 2m+1+Ln7TMJ, see [78]).

Proposition 32 gives directly a more precise upper bound on the nonlinearity
of any m-resilient function of degree d: this nonlinearity is upper bounded
by 271 — om+1+ [ 2=g=2 | This gives a simpler proof that it can be equal to
on=t _om+l only if d = n — m — 1, d.e. if Siegenthaler’s bound is achieved.
Moreover, the proof above also shows that the nonlinearity of any m-resilient

31 Also Zheng and Zhang [272], showed that the upper bound on the nonlinearity of
correlation-immune functions of high orders is the same as the upper bound on the non-
linearity of resilient functions of the same orders. The distances between resilient functions
and Reed-Muller codes of orders greater than 1 have also been studied by Kurosawa et al.
[168].
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n-variable Boolean function is upper bounded by 27! — gmt1+[ === |

where d is the minimum algebraic degree of the restrictions of f to the
subspaces {u € Fy/ Vi € N, u; < v; & 1} such that v has weight m + 1 and

f (v) #0.

If 2n—1 — 2m+1 ig greater than the best possible nonlinearity of all balanced
functions (and in particular if it is greater than the best possible nonlinearity
on—1 _ 9n/2=1 of all Boolean functions) then, obviously, a better bound
exists. In the case of n even, the best possible nonlinearity of all balanced
functions being smaller than 2"~1 — 27/2=1 Sarkar and Maitra deduce that
NL(f) < 2nt —2n/2=1 _ 9m+l for every m-resilient function f with m <
n/2 — 2. In the case of n odd, they state that N'L(f) is smaller than or
equal to the highest multiple of 2*! which is less than or equal to the
best possible nonlinearity of all Boolean functions. But a potentially better
upper bound can be given, whatever is the evenness of n. Indeed, Sarkar-
Maitra’s divisibility bound shows that f _(a) = ¢(a) x 2™2 where ¢(a) is
integer-valued. But Parseval’s Relation (20) and the fact that f:(a) is null
for every word a of weight < m imply

Z ()OZ(Q) _ 22n72m74

a/ wy(a)>m

22n 2m—4 on—m=—2
m%xl
ae n
7, O 1/ 7, 0

2n—m—2

and, thus,

Hence, we have max,epy lp(a)| >

(where [u] denotes the
2 =307 (%)

smallest integer greater than or equal to u), and this implies:

2n—m—2

NL(f) <2nt—omtl : (52)
2n =3 (5)

When n is even and m < n/2 — 2, this number is always less than or equal
to the number 27~ — 27/2=1 _ 9m+1 (given by Sarkar and Maitra), because

L_Qn is strictly greater than 2/2-™=2 and 27/2-™=2 ig an integer,
2n— Zz 0(1)
and, thus, 2nm2()-‘ is at least 2%/2-™=2 4 1. And when n increases,
2n =30 (7
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the right hand-side of Relation (52) is smaller than 27~ 1 —27/2=1 _gm+1 for
an increasing number of values of m < n/2 — 2 (but this improvement does
not appear when we compare the values we obtain with this bound to the
values indicated in the table given by Sarkar and Maitra in [236], because
the values of n they consider in this table are small).

When n is odd, it is difficult to say if Inequality (52) is better than the
bound given by Sarkar and Maitra, because their bound involves a value
which is unknown for n > 9 (the best possible nonlinearity of all balanced
Boolean functions). In any case, this makes (52) better usable than their
bound.

We know (see [187], page 310) that > (%)) > %, where Hy(z) =

—zlogy(z) — (1 —x)logy (1 — ) is the so-called entropy function and satisfies
Hy(3 — ) = 1 — 22%logy e + o(z?). Thus, we have

n—m-—2
NL(f) <2nt—gmtl 2 . (53)

\/8m(1—m/n)

Maximum correlation An upper bound on the maximum correlation
of m-resilient functions with respect to subsets I of N can be directly de-
duced from Relation (35) and from Sarkar et al.’s bound. Note that we get
an improvement by using that the support of f , restricted to the set of vec-

tors u € [Fy such that w; = 0, Vi € I, contains at most Zyz‘mﬂ ('5') vectors.
In particular, if |[I| = m + 1, the maximum correlation of f with respect to
I equals 27 ]f?((u)|, where w is the vector of support I, see [28, 29, 38, 264].
The optimal number of LFSRs that should be considered together in a cor-
relation attack on a cryptosystem using an m-resilient combining function

is m + 1, see [28, 29].

Other criteria The relationships between resiliency and other criteria
have been studied in [83, 190, 256, 271]. For instance, m-resilient PC(l)
functions can exist only if m +1 < n — 1. This is a direct consequence of
Relation (24), applied with a = b =0, E = {z € F}; z; = 0, Vi € I} and
E+t = {r € F}; 2; = 0, Vi € I}, where I has size n — m. And equality is
possible only if I =n — 1, n is odd and m = 0 [271, 83]. The known upper
bounds on the nonlinearity (see Section 7) can then be improved with the
same argument.
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The definition of resiliency has been weakened (or maybe should we write
“specified”) in [19]. This has the advantage of relaxing some of the trade-offs
recalled above.

7.3 Constructions

High order resilient functions with high degrees and high nonlinearities are
needed for applications in stream ciphers. But designing constructions of
Boolean functions meeting these cryptographic criteria is still a crucial chal-
lenge nowadays. The primary constructions (which permit to design re-
silient functions without using known ones) lead potentially to wider classes
of functions than secondary (i.e. recursive) constructions (recall that the
number of Boolean functions on n — 1 variables is only equal to the square
root of the number of n-variable Boolean functions). Unfortunately, the
known primary constructions of such Boolean functions [49] do not lead to
very large classes of functions. In fact, only one reasonably large class of
Boolean functions is known, whose elements can be analyzed with respect
to the cryptographic criteria recalled at Subsection 4.1. So we observe some
imbalance in the knowledge on cryptographic functions for stream ciphers:
after the results recently published [235, 236, 54, 78], much is known on
the properties of resilient functions; but little is known on how constructing
them. Examples of m-resilient functions achieving the best possible nonlin-
earity 2"~ — 2™+! (and thus the best algebraic degree) have been obtained
for n < 10 in [217, 235, 236] and for every m > 0.6 n [253, 254] (n being
then not limited). But these examples give very limited numbers of functions
(they are often defined recursively or obtained after a computer search) and
many of these functions have cryptographic weaknesses such as linear struc-
tures (see [83, 190]). Numerous examples of (balanced) Boolean functions
with high nonlinearities have been obtained by C. Fontaine in [113] and by
E. Filiol and C. Fontaine in [112], who made a computer investigation, for
n =17, 9, on the corpus of idempotent functions. These functions are those
whose ANF's are invariant under the cyclic shifts of the coordinates x;. They
found new weight distributions of cosets of R(1,7), with (optimum) mini-
mum weight 56. They also obtained numerous weight distributions of cosets
of R(1,9), with (best known) minimum weight 240. Other works are also
interesting, see e.g. [195, 191, 218|.

But designing constructions leading to large numbers of functions achieving
good trade-offs between the nonlinearity, the algebraic degree and the re-
siliency order (if possible, on any numbers of variables) are still necessary
for permitting to choose in applications cryptographic functions satisfying
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specific constraints.

7.3.1 Primary constructions

Maiorana-McFarland’s class: An extension of Maiorana-McFarland’s
original class of bent functions has been given in [25], based on the same
principle of concatenating affine functions (we have already met this gener-
alization at Section 6): Let r be a positive integer smaller than n; denote
n—r by s; let g be any Boolean function on [F§ and let ¢ be a mapping from
F5 to 5. Then, define the function:

fog(my) =2 6y) ®g(y) = Pridi(y) ®g(y), v €Fy, yeFy  (54)
=1

where ¢;(y) is the i-th coordinate function of ¢(y).

Remark. These functions have also been studied under the name of linear-
based functions in [1, 262].
For every a € I}, and every b € F5, we have seen at Subsection 6.4 that

£ (ab)=2" 3 (~1)gweby, (55)
yes~1(a)

The extension of Maiorana-McFarland construction can be used to de-
sign resilient functions: if every element in ¢(F5) has Hamming weight
strictly greater than k, then fy, is m-resilient with m > k. In particu-
lar, if ¢(IF3) does not contain the null vector, then fy, is balanced. This
is a direct consequence of Relation (55). It can also be deduced from the
facts that any affine function z € F} +— a - 2 @ ¢ (a € F} nonzero, € € Fg)
is (wg(a) — 1)-resilient, and that any Boolean function equal to the con-
catenation of k-resilient functions is a k-resilient function (see secondary
construction 3 below).

Degree: The degree of fy , is at most s +1 =n —r + 1. It equals s + 1 if
and only if ¢ has degree s (i.e. if at least one of its coordinate functions has
degree s). If we assume that every element in ¢(IF§) has Hamming weight
strictly greater than k, then ¢ can have degree s only if k& < r — 2, since if
k =1 —1 then ¢ is constant. Thus, if m = k then the degree of fy , reachs
Siegenthaler’s bound n — m — 1 if and only if either m = r — 2 and ¢ has
degree s=n—m —2or m=r —1 and g has degree s =n —m — 1. There

98



are cases where m > k (see [90, 56]).

Nonlinearity: Relations (31) and (55) lead straightforwardly to a general
lower bound on the nonlinearity of Maiorana-McFarland’s functions (first
observed in [241]):

NL(fsq) > 2" =2 max|¢p~ ()] (56)

aclFy

(where |¢~1(a)| denotes the size of ¢~1(a)). A recent upper bound

aclFy,

NL(fyy) <207t =271 { max |¢1(a)|w (57)

obtained in [55] strengthens the bound N'L(fs,) < 2"~ — 271 previously
obtained in [84, 85].

2
Proof. The sum Zbe]F; (Zyed)_l(a)(—l)g(y)%-y) , that is clearly equal to
> bers (Zy726¢_1(a)(_1)g(y)+g(z)+b-(y+z))’ equals 2%|¢p~1(a)| (since the sum

Zbng(—l)b'(y“) is null if y # 2z). The maximum of a set of values being
always greater than or equal to its mean, we deduce

max| Y (~1)0@Y] > /67 1(a)]

beFs
> yep(a)

and thus, according to Relation (55):

f b)| > 2" = :
ae{ggébgglw,g(a, )| = { g&fgg!qﬁ (a)lw

Hence, according to Relation (31): N'L(fs,) < 2n~1—2r~1 {\/maxaeﬂrg lp=1(a)]|.
o

This new bound permitted to characterize the Maiorana-McFarland’s func-
tions fg 4 such that wy(¢(y)) > k for every y and achieving nonlinearity

2n=1 — 2k+L: the inequality N'L(fs,) < 2771 — L_IT implies either
St (5)

that r=k+1lorr=%k+2.

If r = k+ 1, then ¢ is the constant (1,...,1) and n < k + 3. Either s = 1

and ¢(y) is then any function on one variable, or s = 2 and ¢ is then any

function of the form y;y2 @ ¢(y) where £ is affine (thus, f is quadratic).

If r = k + 2, then ¢ is injective, n < k + 2 + logy(k + 3), ¢ is any function

on n — k — 2 variables and d° fy ; < 1+ logy(k + 3).
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A simple example of k-resilient Maiorana-McFarland’s functions such
that N'L(fsy) = 2"~ — 2! (and thus achieving Sarkar et al.’s bound) can
be given for any r > 2° — 1 and for k = r — 2 (see [55]). And, for every
even n < 10, Sarkar et al.’s bound with m = n/2 — 2 can be achieved by
Maiorana-McFarland’s functions. Also, functions with high nonlinearities
but achieving not Sarkar et al.’s bound exist in Maiorana-McFarland’s class

(for instance, for every n = 1[mod 4], there exist such 22 -resilient functions

on F% with nonlinearity 2"~ — ZnT_l)
in [55] are also studied functions fy 4, such that ¢(F3) is included in {z €
2; wg(x) > k}, whose resiliency orders are strictly greater than k.

Generalizations of Maiorana-McFarland’s construction have been
introduced in [55], [59] and [77]. A motivation for introducing such gener-
alizations is that Maiorana-McFarland’s functions have the weakness that
x +— foq(x,y) is affine for every y € F5 and have high divisibilities of their
Fourier spectra (indeed, if we want to ensure that f is m-resilient with large
value of m, then we need to choose r large; then the Walsh spectrum of f
is divisible by 2" according to Relation (55); there is also a risk that this
property can be used in attacks, as it is used in [39] to attack block ciphers).
The functions constructed in [55, 77] are concatenations of quadratic func-
tions instead of affine functions. This makes them harder to study than
Maiorana-McFarland’s functions. But they are more numerous and more
general. Two classes of such functions have been studied:

- the functions of the first class are defined as:

t
Fosg(@,y) = D zaim1m2i ¥i(y) © x - 6(y) ® g(y),
i=1

with € F5, y € F5, where n = r + 5, t = L%J, and where 9 : F§ — FY,
¢ :F5 — F5 and g : F5 — Fy can be chosen arbitrarily;
- the functions of the second class are defined as:

fo1.60.65.9(T,y) = (2 - 01(y)) (z - d2(v)) © x - ¢3(y) © 9(y),

with z € F5, y € 5, where n = r+ s, ¢1, ¢2 and ¢3 are three functions from
[F5 into F5 and g is any Boolean function on [F5. The size of this class equals
[(2’")25]3 x 22° = 207+12° and is larger than the size (2¢)%° x (27)%" x 22" =
2(t47+1)2° of the first class.

There exist formulae for the Walsh transforms of the functions of these two
classes, which result in sufficient conditions for their resiliency and in bounds
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on their nonlinearities.

The second construction has been generalized in [59]. The functions of this
generalized class are the following concatenations of functions equal to the
sums of r-variable affine functions and of flat-indicators:

w(y)

V(z,y) € Fy x F3, f(z,y) = || (v-di(y) @ gi(y) @ 1) D2 - o(y) D g(y),
1

<

-
Il

where n = r + s, @ is a function from F§ into {0,1,...,r}, ¢1,...,¢, and
¢ are functions from Fj into 5 such that, for every y € F3, the vectors
1Y), - - -, Dp(y)(y) are linearly independent, and g1, . . ., g» and g are Boolean
functions on F3.

Other constructions: We first make a preliminary observation. Let
k < n and let g be any k-variable function, L : F§ — Flg any surjective
linear mapping and s any element of F3; the function f(z) = go L(z)®s-x
is (d — 1)-resilient, where d is the Hamming distance between s and the lin-
ear code C whose generator matrix equals the matrix of L. Indeed, for any
vector a € F5 of Hamming weight at most d — 1, the vector s + a does not
belong to C'. This implies that the Boolean function f(x) ® a -z is linearly
equivalent to the function g(z1,...,x) ® k41, since we may assume with-
out loss of generality that L is systematic (i.e. has the form [Idg|N]); it is
therefore balanced. But such function f having nonzero linear structures, it
does not give full satisfaction.

A construction derived from PS,, construction is introduced in [49] to obtain
resilient functions: let £ and r be positive integers and n > r; denote n — r
by s; the vectorspace % is identified to the Galois field For. Let g be any
Boolean function on For and ¢ a IFa-linear mapping from F5 to Far; set
a € For and b € F5 such that, for every y in 5 and every z in For, a + ¢(y)
is nonzero and ¢*(z) + b has weight greater than k, where ¢* is the adjoint
of ¢. Then, the function

T
f(x,y)zg() @by, where x € For,y € F5, (58)
a+ ¢(y) 2
is m-resilient with m > k. There exist bounds on the nonlinearities of these
functions (see [56]), similar to those existing for Maiorana-McFarland’s func-
tions. But this class has much fewer elements than Maiorana-McFarland’s
class, because ¢ must be linear.
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Dobbertin’s construction: in [107]is given a nice generalization of a method,
introduced by Seberry et al. in [242], for modifying bent functions into
balanced functions with high nonlinearities. He observes that most known
bent functions on F§ (n even) are normal (that is, constant on at least one
n/2-dimensional flat). Up to affine equivalence, we can then assume that
f(z,y), = € FS/Q, Yy € IFS/Q is such that f(x,0) = ¢ (¢ € Fy) for every
T € Fg/ % and that £ = 0 (otherwise, consider f & 1).

Proposition 33 Let f(x,y), = € IF;L/Q, Yy € Fg/z be any bent function such

that f(x,0) = 0 for every z € IF;/2 and let g be any balanced function

on V2. Then the Wiash transform of the function h(z,y) = f(x,y) &
2

do(y)g(x), where dq is the Dirac symbol, satisfies:
h (u,v) =0 ifu=0 and h (u,v) =f (u,v) +g, (u) otherwise. (59)

Proof. We have };;(u,v) = f:(u,v)—z a2 (— L)Y L (—1)9@)FuT =
z€elf, z€elf,

f (u,v)—2"25(u)+g, (u). The function g being balanced, we have g_(0) =

0. And f (0,v) equals 2"/2 for every v, since f is null on Fg/ % x {0} and

according to Relation (41) applied to E = {0} x IFS/ anda=b=0 (or see

the remark after Theorem 2). o

We deduce that:

max ]h/\(u 0)| < max |f(u,v)|+ max [g(u)|
u,vG]F;/2 > u,ve]F;/2 A uEF;L/Z X ’

ie. that 2" — 2N L(h) < 2" — 2N L(f) + 272 — 2N L(g), that is:
NL(h) > NL(f) + NL(g) —2V> 1 =on=t — 972 L N L(g).

Applying recursively this principle (if n/2 is even, g can be constructed in
the same way), we see that if n = 2¥n/ (n’ < 13 odd), the best known (but
perhaps not the best possible) nonlinearity that can be obtained by using
Dobbertin’s method is 2%~1 — 27/2=1 _9%=1 _ 93k~ _9"5 Indeed,
for every odd n’, there exists a balanced (quadratic) function on Fg’ with
nonlinearity on'—1_ 2nT71, and no balanced function with better nonlinearity
is known if n’ < 13.

Unfortunately, according to Relation (59), Dobbertin’s construction can-
not produce m-resilient functions with m > 0 since, g being a function de-

fined on Fg/ ?. there cannot exist more than one vector a such that g (a)
equals +27/2,
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7.3.2 Secondary constructions

There exist several simple secondary constructions, which can be combined
to obtain resilient functions achieving the bounds of Sarkar et al. and Siegen-
thaler.

I Direct sums of functions
A. Adding a variable
Let f be an r-variable t¢-resilient function. The Boolean function on FQH:

h(zi, ... ,xp,ry1) = (@1, 20) ® XTpyq
is (t + 1)-resilient [245]. If f is an (r,t,r —t — 1,27~ — 2+1) function®?,
then h is an (r 4+ 1,¢ + 1,7 —t — 1,2" — 2!+2) function, and thus achieves
Siegenthaler’s and Sarkar et al.’s bounds. But h has the linear structure
0,...,0,1).
B. Generalization
If f is an r-variable t-resilient function and if ¢ is an s-variable m-resilient
function, then the function:

h(lﬁl, ceey Typy Tpg1y - - - 5$T+s) = f(xla s ,xr) @g($T+1a s 71‘T+5)

is (t+m+1)-resilient. This comes from the easily provable relation }/1;(@, b) =
f:(a) x g (b), a € Fy, b € F5. We have also d°h = max(d°f,d°g) and,
thanks to Relation (31), NV = 2rFs=1 — (27 — 2N}) (2% — 2N) = 2", +
25Ny — 2NN, Such function does not give full satisfaction (J. Dillon
already pointed out in [105] that such decomposable functions have weak-
nesses; their property can be used for designing divide-and-conquer attacks).
Moreover, h has low degree, in general. And if Ny = 271 — 201 and
Ny =281 —2m+1 (i e if Ny and N, have maximum possible values), then
N, = 2rts=1 — 2t+m+3 and b does not achieve Sarkar’s and Maitra’s bound
(note that this is not in contradiction with the properties of the construc-
tion recalled in I.A| since the function g(x,41) = 2,41 is O-resilient, that is,
balanced, but has nonlinearity 0, which is greater than 2° — 21).

Function A has no nonzero linear structure if and only if f and g both have
no nonzero linear structure.

II. Siegenthaler’s construction
Let f and g be two Boolean functions on F5. Consider the function

h(z1, ... @, py1) = (X1 © V) f(21, .. 20) © Xpp19(21, .. 20)

32Recall that, by an (n,m,d, N)- function, we mean an n-variable, m-resilient function
having algebraic degree at least d and nonlinearity at least A/
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on IF‘5+1. Note that the truth-table of A can be obtained by concatenating
the truth-tables of f and g. Then: h (ai,...,ar,ar41) = f (a1,...,a;) +
(=1)*+1g (a1,...,a,). Thus:

1. If f and g are m-resilient, then h is m-resilient [245]; moreover, if
for every a € Fj of Hamming weight m + 1, we have f (a) + g _(a) = 0,
then h is (m + 1)-resilient. Note that the construction recalled in I.A
corresponds to g = f @ 1 and satisfies this condition. Another possible
choice of a function ¢ satisfying this condition (first pointed out in [25])
is g(x) = f(x1 @ 1,...,2, ® 1) @ ¢, where € = m[ mod 2], since g_(a) =
erFg(—1)f(””)@6@(”3@(1"“’1))'a = (—1)E+wH(a)f§(a). It leads to a function h

having also a nonzero linear structure (namely, the vector (1,...,1));
2. The maximum maxq, .. 4, eF, b (a1,...,ar,a;41)| is upper bounded
by maxg, . . q4.cF, If, (a1,...,a;)| +maxq,  q4.¢F, |8, (a1,...,a)|; this implies

rtl NG, < 2rtl - 2Nf — 2Ng, that is N}, > Nf +Ng;

a. if f and g achieve maximum possible nonlinearity 2"~ — 2™+ and if h is
(m + 1)-resilient, then the nonlinearity 2" — 2™*2 of h is the best possible;
b. if f and g are such that, for every word a, at least one of the numbers
f/; (a), g, (a) is null (in other words, if the supports of the Walsh transforms

of f and g are disjoint), then we have max,, . q4,.,eF, ]};;(al, ey Ay G| =
max (maxal’MMGF2 If (a1,...,a;)];maxy, . q.¢F, 8, (a1, .., ar)|). Hence we

have 271 — 2N}, = 2" — 2min(Ny, N;) and N, equals therefore 2771 +
min(N, Ny); thus, if f and g achieve maximum possible nonlinearity or—1_
2m+1 then h achieves best possible nonlinearity 2" — 2m+1.

3. If the monomials of highest degree in the algebraic normal forms of f
and ¢ are not all the same, then d°h = 1 + max(d°f,d°g). Note that this
condition is not satisfied in the two cases indicated above in 1, for which h
is (m + 1)-resilient.

4. For every a = (ai,...,a,) € F} and every a,y; € Fa, we have, de-
noting (21,...,%;) by 21 D(qq, 0@, ¥r41) = Daf(x) ® arp1(f © g)(x) ©
:cr+1Da(f S7] g)(a:) ® ar+1Da(f > g)(m) If do(f & g) > dof, then D(a,l)h is
non-constant, for every a. And if, additionally, there does not exist a # 0
such that D, f and D,g are constant and equal to each other, then h admits
no nonzero linear structure.

This construction permits to obtain:

- from any two m-resilient functions f and g having disjoint Walsh spectra,
achieving nonlinearity 2"~ — 2™+ and such that d°(f ®g) =r—m — 1, an
m-resilient function h having degree »—m and having nonlinearity 2" —2m+1,
that is, achieving Siegenthaler’s and Sarkar et al.’s bounds; note that this
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construction increases (by 1) the degrees of f and g;

- from any m-resilient function f achieving degree r —m —1 and nonlinearity
2r—1 — 9m+1 5 function h having resiliency order m + 1 and nonlinearity
2" — 2m+2 that is, achieving Siegenthaler’s and Sarkar et al.’s bounds and
having same degree as f (but having nonzero linear structures).

So it permits, when combining these two methods, to keep best tradeoffs
between resiliency order, degree and nonlinearity, and to increase by 1 the
degree and the resiliency order.

Generalization: let ( fy)ygﬁ‘; be a family of r-variable m-resilient functions;
then the function on F,™* defined by f(z,y) = fy(z) (z € F}, y € F3) is
m-resilient. Indeed, we have f;(a, b) = Zyeﬂrg(—l)b'?f fy/\x(a). The function f
corresponds to the concatenation of the functions fy; hence, this secondary
construction can be viewed as a generalization of Maiorana-McFarland’s
construction (in which the functions f, are m-resilient affine functions).

II1. Tarannikov’s elementary construction
Let g be any Boolean function on Fj. Define the Boolean function h

on }FQH by h(z1,...,%p, Tr41) = Trp1 D g(1, . Sy Ty Ty @ xy41). For ev-

ery (a1,...,a,41) € F5™ the Walsh transform h (a1,...,ar11) is equal to
Z (71)“’27@9(271)~~-,xr)@arxr®(ar@ar+1@l)mr+17 where a = (ay,...,ar_1)

Z1,...,r+1€F2

andz = (z1,...,2,—1); itisnullifa, 11 = a, and it equals 2 g _(a1,...,a,-1,a,)

if a, = ar41 @ 1. Thus:

1. Ny =2 Ng;

2. If g is m-resilient, then h is m-resilient. If, additionally, g (a1, ...,ar—1,1)

is null for every vector (ai,...,ar—1) of weight at most m, then h is (m+1)-

resilient; note that, in such case, if ¢ has nonlinearity 2" ~! — 2™+! then the
nonlinearity of h, which equals 2" —2™%2 achieves then Sarkar et al.’s bound.
The condition that g_(a1,...,ar—1,1) is null for every vector (a1,...,a,-1)
of weight at most m is achieved if g does not actually depend on its last
input bit; but the construction is then a particular case of the construction
recalled in I.A. The condition is also achieved if g is obtained from two
m-resilient functions, by using Siegenthaler’s construction (recalled in IT).
3. d°f =d°gif d°g > 1.

4. h has the nonzero linear structure (0,...,0,1,1).

Tarannikov combined in [253] this construction with the constructions re-

called in I and II, to build a more complex secondary construction, which
permits to increase in the same time the resiliency order and the degree of
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the functions and which leads to an infinite sequence of functions achiev-
ing Siegenthaler’s and Sarkar et al.’s bounds. Increasing then, by using
the construction recalled in I.A, the set of ordered pairs (r,m) for which
such functions can be constructed, he deduced the existence of r-variable
m-resilient functions achieving Siegenthaler’s and Sarkar et al.’s bounds for
any number of variables r and any resiliency order m such that m > QTTJ
and m > § — 2 (but the use of Construction I.A gives then functions with
nonzero linear structures). in [217], Pasalic et al. slightly modified this
more complex Tarannikov’s construction into a construction that we shall
call Tarannikov et al.’s construction, which permitted, when iterating it to-
gether with the construction recalled in I.A, to relax slightly the condition
onmintomzwgiloandm>g—2.

Tarannikov et al.’s construction has been in its turn generalized (see [58]):

Theorem 8 Let r, s, t and m be positive integers such that t < r and
m < s. Let fi and fo be two r-variable t-resilient functions. Let g1 and go
be two s-variable m-resilient functions. Then the function h(x,y) = fi(x) ®
a(y)e(fief)(x) (18g2)(y), v € Fy,y € FS is an (r+s)-variable (t+m+1)-
resilient function. If fi and fo are distinct and if g1 and g2 are distinct, then
the algebraic degree of h equals max(d®f1,d°g1,d°(f1 @ f2) + d°(g1 @ g2));
otherwise, it equals max(d°® f1,d°g1). The Walsh transform of h takes value

o~

. (a,0) = 5 (@) [£70) + &, 0)] + 3B () [£50) @, 0)] . (60)

If the Walsh transforms of fi1 and fa have disjoint supports and if the Walsh
transforms of g1 and go have disjoint supports, then

Ny = ijxél{i&} (27572 + 27N, + 257N, — NN (61)

In particular, if f1 and fo are two (r,t, —, 2"~ =21 functions with disjoint
Walsh supports, if g1 and go are two (s,m,—, 251 — 2mFY) functions with
disjoint Walsh supports, and if fi + fo has degree r —t — 1 and g1 + g2 has
degree s—m—1, then h is a (r+s,t+m+1,7r+s—t—m—2,2r 51 __gt+m+2)
function, and thus achieves Siegenthaler’s and Sarkar et al.’s bounds.

Note that function h, defined this way, is the concatenation of the four func-
tions f1, f1 @1, fo and fo @ 1, in an order controled by ¢;(y) and g2(y).
The proof of this theorem and examples of such pairs (f1, f2) (or (g1,92))
can be found in [58].
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IV. Let g and h be two Boolean functions on Fj with disjoint supports
and let f be equal to g ® h = g + h. Then, f is balanced if and only if
wy(g) +wy(h) = 2" 1. We assume now that this condition is satisfied. By
linearity of the Fourier transform, we have: f =g+ h. Thus, if g and h
are m-~th order correlation-immune, then f is m-resilient. For every nonzero
a € F3, we have |f, ()] = 2|f(a)| < 2[3(a)| +2[h(a)] = | (a)| + b (a)]:
Thus, NL(f) > NL(g) + NL(h) —2"~1. The algebraic degree of f is upper
bounded by (and can be equal to) the maximum of the algebraic degrees
of g and h.

V. The most part of the secondary constructions of bent functions described
in Section 6.4 can be altered into constructions of correlation-immune and
resilient functions, see [49].

VI. Proposition 26 leads to the following construction:

Corollary 5 Let n be any positive integer and k any non-negative integer
such that k < n. Let fi, fo and f3 be three k-th order correlation immune
(resp. k-resilient) functions. Then the function s1 = f1 ® fo @ f3 is k-
th order correlation immune (resp. k-resilient) if and only if the function
so = f1fo® f1fs® fafs is k-th order correlation immune (resp. k-resilient).

Proof. Relation (45) and the fact that, for every (nonzero) vector a of weight
at most k, we have f; (a) = 0 for ¢+ = 1,2, 3 imply that s1_(a) = 0 if and
only if §3_(a) = 0. ¢

Note that this secondary construction is proper to permit achieving high
algebraic immunity with so, given functions with lower algebraic immuni-
ties f1, fo, f3 and si, since the support of so can be made more complex
than those of these functions. This is done without changing the number of
variables and keeping similar resiliency order and nonlinearity.

More on the resilient functions, achieving high nonlinearities, and con-
structed by using, among others, the secondary constructions above (as well
as algorithmic methods) can be found in [163, 216].

7.4 On the number of resilient functions

It is important to ensure that the selected criteria for the Boolean functions,
supposed to be used in some cryptosystems, do not restrict the choice of the
functions too severely. Hence, the set of functions should be enumerated.
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But this enumeration is unknown for most criteria, and the case of resilient
functions is not an exception in this matter. We recall below what is known.
As for bent functions, the class of balanced or resilient functions produced
by Maiorana-McFarland’s construction is far the widest class, compared to
the classes obtained from the other usual constructions, and the number of
provably balanced or resilient Maiorana-McFarland’s functions seems negli-
gible with respect to the total number of functions with the same properties.
For balanced functions, this can be checked: for every positive r, the num-
ber of balanced Maiorana-McFarland’s functions (54) obtained by choosing
¢ such that ¢(y) # 0, for every y, equals (277! — 2)2° ) and is smaller than
or equal to 22" (since r > 1). It is quite negligible with respect to the

1
on 2n+§
number (2%1) ~ 2

of all balanced functions on 5. The number of k-

N m2n
resilient Maiorana-McFarland’s functions obtained by choosing ¢ such that

wg(p(y)) > k for every y equals [2 Z?;kﬂ (2;)r , and is probably also
very small compared to the number of all k-resilient functions. But this
number is unknown.

The exact numbers of m-resilient functions is known for m > n —3 (see [25],
where (n—3)-resilient functions are characterized) and (n —4)-resilient func-
tions have been partially characterized [63]. Asymptotic formulae for the
numbers of k-resilient and k-th order correlation-immune functions, where
k = o(y/n), were given by O. Denisov in [101]. Also, Y. Tarannikov and
D. Kirienko showed in [255] that, for every positive integer k, there exists a
number p(k) such that any (n — k)-resilient function f(z1,...,x,) is equiv-
alent, up to permutation of its input coordinates, to a function of the form
9(T15 - Tp()) D Tpky41 D -+ © Ty It is then a simple matter to deduce
that the number of (n — k)-resilient functions is at most Ay n?*®), where A,
depends on k only. It is proved in [256] that 3 - 2F=2 < p(k) < (k — 1)2F—2
and in [255] that p(4) = 10.

in 1990, Yang and Guo published the first upper bound on first-order correlation-
immune (and thus on resilient) functions. Park, Lee, Sung and Kim [219]
proceeded further and improved upon Yang-Guo’s bound. in 1995, Schnei-
der [239] used a new idea to improve upon previous bounds and to general-
ize them to every m. He proved that the number of m-resilient n-variable
Boolean functions is less than:
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He also obtained bounds for the number of mth-order correlation-immune
functions. A general upper bound on the number of Boolean functions whose
distances to affine functions are all divisible by 2™ has been obtained in [75].
It implies an upper bound on the number of m-resilient functions which im-
proves upon Schneider’s bound for about half the values of (n,m) (it is

better for m large). This bound divides the naive bound 93" (7) by
m—1

approximately 22;:0”171 (") g m > n/2 and by approximately 2
if m <n/2.

An upper bound on m-resilient functions (m > n/2 — 1) improving upon
Schneider’s bound and partially improving upon this latter bound was ob-
tained for n/2 —1 < m < n—2in [70]: the number of n-variable m-resilient
functions is lower than:

o) 4 <m) o4 < 2i1> )

22m+171

The expressions of these bounds seem difficult to compare mathematically.
Tables have been computed in [70].

8 Functions satisfying the strict avalanche and prop-
agation criteria

In this section, we are interested in the functions (and more particularly, in
the balanced functions) which achieve PC(l) for some | < n (the functions
achieving PC(n) are the bent functions and they cannot be balanced).

8.1 PC(l) criterion

It is shown in [51, 52, 130] that, if n is even, then PC(n—2) implies PC(n); so
we can find balanced n-variable PC(l) functions for n even only if [ < n—3.
For odd n > 3, it is also known that the functions which satisfy PC(n — 1)
are those functions of the form g(x1 ® z, ..., Tp—1 B x,) ® £(x), where g is
bent and ¢ is affine, and that the PC(n — 2) functions are those functions
of a similar form, but where, for at most one index 7, the term x; ® x,, may
be replaced by z; or by z, (other equivalent characterizations exist [52]).

The only known upper bound on the degrees of PC(l) functions is n — 1.
A lower bound on the nonlinearity of functions satisfying the propagation
criterion exists [266] and can be very easily proved: if there exists an [-
dimensional subspace F' such that, for every nonzero a € F, the derivative

109



D, f is balanced, then NL(f) > 271 — 2”_%l_1; Relation (24), applied to
any a € F}, with b = 0 and E = F*, shows indeed that every value fZQ(u) is
upper bounded by 22" it implies that PC(I) functions have nonlinearities
lower bounded by 2"~ ! — gn—3-1, Equality can occur only if [ =n —1 (n
odd) and I = n (n even).

The maximum correlation of Boolean functions satisfying PC(l) (and in

particular, of bent functions) can be directly deduced from Relations (35)
and (24), see [28, 29].

8.1.1 Characterizations

There exist characterizations of the propagation criterion. A first obvious
one is that, according to Relation (21), f satisfies PC(l) if and only if

~2
Zueﬂrg(—l)a'“ f, (u) = 0 for every nonzero vector a of weight at most . A
second one is:

Proposition 34 [52] Any n-variable Boolean function f satisfies PC(1) if
and only if, for every vector u of weight at least n — £, and every vector v:

~2
S (w4 v) = 2rhen ),

w=xu

This is a direct consequence of Relation (24). A third characterization is
given at Subsection 8.2 below (apply it to k = 0).

8.1.2 Constructions

Maiorana-McFarland’s construction can be used to produce functions satis-
fying the propagation criterion: the derivative D, (7, y) of a function of
the form (54) being equal to = - Dy ¢(y) ® a - ¢(y + b) ® Dpg(y), the function
satisfies PC() under the sufficient condition that:
1. for every nonzero b € F5 of weight smaller than or equal to [, and ev-
ery vector y € Fj, the vector Dy, ¢(y) is nonzero (or equivalently every set
¢~ 1(u), u € Fy, either is empty or is a singleton or has minimum distance
strictly greater than [);
2. every linear combination of at least one and at most [ coordinate func-
tions of ¢ is balanced.
Constructions of such functions have been given in [51, 52, 167].

According to Proposition 34, Dobbertin’s construction cannot produce
functions satisfying PC(l) with [ > n/2. Indeed, if u is for instance the
vector with n/2 first coordinates equal to 0, and with n/2 last coordinates

—~2
equal to 1, we have, according to Relation (59): h, (w) = 0 for every w < u.
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8.2 PC(l) of order k and EPC(l) of order k criteria

According to the characterization of resilient functions and to the definitions
of PC and EPC criteria, we have:

Proposition 35 [225] A function f satisfies EPC(l) (resp. PC(l)) of or-
der k if and only if, for any word a of Hamming weight smaller than or
equal to | and any word b of Hamming weight smaller than or equal to k, if
(a,b) # (0,0) (resp. if (a,b) # (0,0) and if a and b have disjoint supports)

then:
Z (_1)f(r)@f(w+a)@b'w —0.

z€Fy
A recent paper [228] gives the following characterization:

Proposition 36 Any n-variable Boolean function f satisfies EPC(l) (resp.
PC(1)) of order k if and only if, for every vector u of weight at least n — 1,
and every vector v of weight at least n — k (resp. of weight at least n — k
and such that © and w have disjoint supports):

Z f;(w)@(w) = gwn(u)twn(v)

w=xu
where g is the restriction of f to the vectorspace {x € Fy/x < v}.

This can be proved by applying Poisson summation formula (14) to the
function (a,b) — li?x(b)

Preneel showed in [223] that SAC(k) functions have algebraic degrees at
most n—k—1 (indeed, all of their restrictions have degrees at most n—k—1).
In [184], the criterion SAC(n—3) was characterized through the ANF of the
function, and its properties were further studied. A construction of PC(l) of
order k functions based on Maiorana-McFarland’s method is given in [167]
(the mapping ¢ being linear and constructed from linear codes) and gen-
eralized in [51, 52] (the mapping ¢ being not linear and constructed from
nonlinear codes). A construction of n-variable balanced functions satisfying
SAC(k) and having degree n — k — 1 is given, for n — k — 1 odd, in [167]
and, for n — k — 1 even, in [235] (where balancedness and nonlinearity are
conjointly considered).

It is shown in [52] that, for every positive even [ < n —4 (with n > 6) and
every odd [ such that 5 <1 < n — 5 (with n > 10), the functions which
satisfy PC(l) of order n — [ — 2 are the functions of the form:

@ zix; ®h(xy, -, 2)

1<i<j<n
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where h is affine.

9 Symmetric functions

A Boolean function is called a symmetric function if it is invariant under
the action of the symmetric group (i.e. if its output is invariant under per-
mutation of its input bits). Its output depends then only on the Hamming
weight of the input. So, in other words, f is symmetric if and only if there
exists a function f# from {0,1,...,n} to Fy such that f(z) = f#(wg(x)).
Such functions are of some interest to cryptography, as they allow to imple-
ment in an efficient way nonlinear functions on large numbers of variables.
Let us consider for example an LFSR filtered by a 63 variable symmetric
function f, which input is the content of an interval of 63 consecutive flip-
flops of the LFSR. This device may be implemented with a cost similar to
that of a 6 variable Boolean function, thanks to a 6 bit counter calculating
the weight of the input to f (this counter is incremented if a 1 is shifted in
the interval and decremented if a 1 is shifted out). However, the pseudo-
random sequence obtained this way has correlation with transitions (sums
of consecutive bits), and it is not clear whether a balance, between the ad-
vantage of allowing much more variables and the cryptographic weaknesses
these symmetric functions may introduce, can be found in more sophisti-
cated devices.

9.1 Representation

Let » = 0,...,n and let ¢, be the Boolean function whose support is the
set of all words of weight r in F3. Then, according to Relation (5), the
coefficient of 2!, I € P(N) in the NNF of ¢, is:

w =it (1), (62)

r

Note that the coefficient a; of 2! in the ANF of ¢, equals then 1 if and only
if < ’7{| ) is odd, that is, according to Lucas’ theorem [187], if and only if

the binary expansion of r is covered by the binary expansion of |I|.

n
The symmetric function f being equal to Z f#(r) ©r, its NNF is easy to

r=0
n

compute. It can be also written in the form Zci o;(x) where ¢; € Z and
=0
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oi(z) is the i-th elementary symmetric pseudo-Boolean function whose NNF
is Zlep(]\,)/ = x!. Hence, o;(x) equals 1 if and only if < wHZ(x) ) is odd,

that is, according to Lucas’ theorem again, if and only if the binary expan-
sion of i is covered by z. Notice that the degree of the NNF of o; being

equal to 4, the degree of the NNF of Z ¢i oi(x) equals max{i/c; # 0}. We
i=0
have clearly o;(z) = (wH(m)) _ wu(z) (wH(a:)fl)..-(wH(x)fiJrl)_ We see that f#

(2 7!
admits the polynomial representation » ;' ;¢; (] ) = >t 1G=1)-G=itl)

=0 7!
on one variable j over Z, whose degree equals the degree of the NNF of f.
Since this degree is at most n, and the values taken by this polynomial at

n + 1 points are set, this polynomial representation is unique.

Note that a symmetric function f has degree 1 if and only if the function
f#(r) equals 7 [mod 2] or r 41 [mod 2], and that it is quadratic if and only
if the function f#(r) equals (}) [mod 2] or () +r [mod 2] or (}) + 1 [mod
2] or (3) +7+ 1 [mod 2], that is, satisfies f#(r +2) = f#(r) ® 1

It has been proved in [40] that the algebraic degree of a symmetric func-
tion f is at most 2 — 1, for some positive integer ¢, if and only if the sequence
(f#(r))r>0 is periodic with period 2¢. It is not clear whether this is a greater
advantage for the designer of a cryptosystem using such symmetric function
f (since, to compute the image of a vector x by f, it is enough to compute
the number of nonzero coordinates x1,...,z; only) or for the attacker.

9.2 Fourier and Walsh transforms

Since the functions gpr have disjoint supports the Fourier transform of any

symmetric function Z f# ) ¢y equals Z f#
—o
For every vector a € Fy, denoting by ¢ the Hamming weight of a, we have

)= Y (- = Zn:(—l)j <€> <::f) The polynomials

z€FY |wy (z)=r J=0 J

K, (X) = Z?:O(—l)j ()f) (7;__?() are called Krawtchouk polynomials. They

are caracterized by their generating series:

ZKW =(1-2)1+2)""
From the Fourier transform, we can deduce the Walsh transform thanks
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to Relation (9).

9.3 Nonlinearity

If n is even, then the restriction of every symmetric function f on F3 to the
n/2-dimensional flat:

A={(z1,...,20) €FY ; Ti )0 =2 @ 1,Vi <n/2}

is constant, since all the elements of A have the same weight n/2. Thus, f is
n/2-normal®® (see Definition 3). But Relation (37) gives nothing more than
the covering radius bound (32). The symmetric functions which achieve
this bound, i.e. which are bent, have been first characterized by P. Savicky
in [238]: the bent symmetric functions are the function fi(z) = @;<; <<, ¥i%;
(introduced to generate the Kerdock code), and the functions fo(x) =
Ji() ®1, f3(2) = fi(x) ® 1 -~ ® 2 and fa(x) = fo(x) ® 1. A stronger
result can be proved in a very simple way [121]:

Theorem 9 For every positive even n, the PC(2) n-variable symmetric
functions are the functions f1, fo, f3 and fi above.

Proof. Let f be any PC(2) n-variable symmetric function and let i < j
be two indices in the range [1;n]. Let us denote by 2’ the following vec-
tor: @’ = (z1,..., i1, Tit1, -y Tj1,Tjp1,- -, Tpn). Since f(z) is symmet-
ric, it has the form x; xjg(2’) ® (z; ® x;) h(2") @ k(2’). Let us denote by e; ;
the vector of weight 2 whose nonzero coordinates stand at positions ¢ and
j. The derivative De, . f of f with respect to e;; equals (2; ® z; @ 1)g(a').
Since this derivative is balanced, by hypothesis, then g must be equal to
the constant function 1. Hence, the degree-2-part of the ANF of f equals
Dicicjcn TiTj- ©
Some more results on the propagation criterion for symmetric functions can
be found in [40].

If n is odd, then the restriction of any symmetric function f to the

"Tﬂ—dimensional flat

A={(z1,...,70) €F3 ; 7, 01 =2, ©1,Vi <n/2}
2

33This is more generally valid for every function which is constant on the set {z €
F3; wu(xz) =n/2}.
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is affine, since the weight function wy is constant on the hyperplane of A
of equation z,, = 0 and on its complement?®. Thus, f is ”T“—Weakly—
normal. According to Relation (37), this implies that its nonlinearity is
upper bounded by 2771 — 2"2 . Tt also permits to show [57] that the only
symmetric functions achieving this bound are the same as the 4 functions
f1, f2, f3 and f4 above, but with n odd (this has been first proved by Maitra
and Sarkar [193], in a more complex way). Indeed, Relation (37) implies the
following result:

Theorem 10 [57] Let n be any positive integer and let f be any symmetric
function on FY. Let 1 be any integer satisfying 0 < 1 < n/2. Denote by h; the
symmetric Boolean function on n—2l variables defined by hy(y1, ..., Yn—21) =
flzr, ...,z z1 @ 1,...,2; @ L,y1,...,Yn—21), where the values of x1,...,x;
are arbitrary (equivalently, h; can be defined by hfé (r) = f#(r+1), for every
0<r<n-—21). Then NL(f) <2n !t —2n=l=1 1 2N L(Ry).

Proof: Let A = {(z1,...,2n) € Fy | 2,41 = x;®1,Vi < [}. For every element
x € A, we have f(z) = hi(xo41,...,2n). Let us consider the restriction g
of f to A as a Boolean function on }Fg_l, say g(T1,..., T, o1y, Tn).
Then, since g(x1,..., T, Tot1, .- -, Tn) = hy(To41,...,Ty), g has nonlinear-
ity 2/ N'L(h;). According to Relation (37) applied with h, = g, we have
NL(f) <2nt—on=i=1 L 2N L(hy). o
Then, the characterizations recalled above of those symmetric functions
achieving best possible nonlinearity can be straightforwardly deduced. Note
that these characetrizations imply that, if f is symmetric and not quadratic,
then NL(f) < 277! — ol™ ) 1. Moreover, if additionally, f has degree
strictly smaller than n, then NL(f) < 2771 — ol"st] — 9 (indeed, since we

have necessarily n > 3, the number 2"~ —2 %2+ i even, and we know that
NL(f) is then also even and is strictly smaller than this number). These
properties applied to the function h; of Theorem 10 imply that:

- if, for some integer [ such that 0 < [ < L%J, the nonlinearity of an
n-variable symmetric function f is strictly greater than 2"~! — ol — 2!
then f# satisfies f#(r+2) = f#(r)®1, for all | < r < n—2—1 (this property
has been observed in [40, Theorem 6], but proved slightly differently);

- if the nonlinearity of f is strictly greater than 271 — ol 2141 then
either f# satisfies f#(r +2) = f#(r)@1foralll <r <n-—2—1, or h has

34This is more generally valid for every function which is constant on the sets {z €
F3; wy(x) = 251} and {z € F5; wa(z) = “F}
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odd weight.

Further properties of the nonlinearities of symmetric functions can be
found in [57].

9.4 Resiliency

There exists a joint conjecture on symmetric Boolean functions and on func-
tions defined over {0,1,...,n} and valued in Fa: if f is a non-constant sym-
metric Boolean function, then the degree of the polynomial representation
on one variable of f# (which equals the numerical degree of f) is greater
than or equal to n — 3. It is a simple matter to show that this numerical
degree is greater than or equal to n/2 (otherwise, the polynomial f#2 — f#
would have degree at most n, and being null at n + 1 points, it would equal
the null polynomial, a contradiction with the fact that f is assumed not to
be constant), but the gap between n/2 + 1 and n — 3 is open. According
to Proposition 31, the conjecture is equivalent to saying that there does not
exist any symmetric 3-resilient function. And proving this conjecture is also
a problem on binomial coefficients since, according to Relation (62) and to

the equality f = Z f#(r) ¢r, the numerical degree of f is upper bounded

r=0
by d if and only if:

k
k> d k<n, Z(—l)”(ﬁ) FE() = 0. (63)
r=0

Hence, the conjecture is equivalent to saying that Relation (63), with d =
n — 4, has no binary solution f#(0),..., f7(n).

J. von zur Gathen and J. R. Roche [116] observed that all symmetric n-
variable Boolean functions have numerical degrees greater than or equal
to n — 3, for any n < 128 (they exhibited Boolean functions with nu-
merical degree n — 3; see also [120]). They proved that, if the number
m = n + 1 is a prime, then all non-constant n-variable symmetric Boolean
functions have numerical degree n (and therefore, all non-affine n-variable
symmetric Boolean functions are unbalanced): indeed, the binomial coeffi-
cient (') being congruent with % = (—1)", modulo m, the sum
Sor_o(=1)"(7) f#(r) is congruent with >_r_o f#(r), modulo m; and Rela-
tion (63) with & = n implies then that f# must be constant. Notice that,
applying Relation (63) with k& = p — 1 where p is a prime less than or equal
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to n+1, shows that the degree of any symmetric non-constant Boolean func-
tion is greater than or equal to p — 1, where p is the largest prime less than
or equal to n+1 (or equivalently, no symmetric non-affine Boolean function
is (n — p + 1)-resilient): otherwise, the string f#(0),..., f#(k) would be
constant, and f# having degree less than or equal to k, the function f#,
and thus f itself, would be constant.

Some results on symmetric functions with sub-optimal nonlinearity and on
the balancedness and resiliency of symmetric functions can be found in [40].

A super-class of symmetric functions, called idempotent or rotation sym-
metric functions, has been investigated with respect to the criteria of bent-
ness and correlation immunity (see e.g. [112, 247]).
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