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Kedpalato 2: Entimedo epappoync

OL otoyoL yoc:
O Evvololoyikad, oxeSLaoTika
B£pata MPWTOKOAAWV SIKTUAKWY

epappoywv
= MoVTEéAQ UTINPECLWV
emuESou petadopag
= Movtého reAdtn e€umnpetnTn
(client-server)
= MoOVTEAO OUOTILWY (peer-to-
peer)

O MaBaivoupe yla Ta mTpwTOKoAAa
e€etalovrac SnuodAr mpwToKoAa
emunESou epapUoyNng

HTTP
SMTP / POP3 / IMAP
DNS

Bivteo Yuvexoug Porc, Aiktua
Awavopurnc Meplexopévou

Aiktua Emikoivwviwy I - Eminedo epappoyAc

MepLKEC OLKTUAKEC EPAPLOYEC

Q Amopokpuopévn ouvdeon (remote
login)

O HAektpoviko taxudpopeio (e-mail)

O Avalntnon otov loto

O Kown xpnon apxeiwv petatv
opoOTIHWV(P2P file sharing)

O Kowwvikn Siktuwon

O lotog (web)

O Mnviparta Kelpévou (instant
messaging)

Q IP tnAsdpwvia

(voice over IP, .. Skype)

O TnAeouvdldokePn mpaypatikol

Xpovou (m.x., zoom)

O Awtuoka rayvidla moAAwv

xpnotwv (multi-user network
games)

O Pon anobnkeupévou Bivteo

(YouTube, Hulu, Netflix)

a ..

* Avartuxnkav META tnv eloaywyr TG MOAVETINESNG (7) apXLITEKTOVIKAC SIKTUWONG, EKTOC OO TLG 2 TIPWTEG

Aiktua Emikoivwviwy I - Eminedo spappoyAc
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Anplovpywvtag po Stktuakn epappoyn

application

Avarmnrtuén mPoypapATWY TTOU

O tpéxouv oe (SladopETIKA) TEPUOTLKA
ouoThuoTa

O emkowwvoUV Mavw oo to diktuo

O TY., TO AOYLOULKO Tou e€unnpétn web
ETUKOLWVWVEL IE TO AOYLOULIKO TOu browser

Agv umtapyeL avaykn va ypodtel
AOYLOULKO YlOL CUOKEUEG TOU
nupnAva tou SIKtuou

O OLoUOKEeUEC TOU Tuprva Tou Stktuou dev
TPEXOUV EGAPUOYEG XPriOTN

O To otL oL edbapuoyES lval OTA TEPUOTIKA
OUOTHUOTO EMLTPETEL TNV TaXElQ
avarnrtuén, dtadoor) Toug

Aiktua Emikoivwviwy I - Emimedo epappoyhc 3
APXLTEKTOVLIKEC EpapLLOywWV
O Nelatn-e€unnpétn (Client-server)
O Metatl opotipwy (Peer-to-peer (P2P))
Aiktua Emikoivwviwy I - Eminedo egappoyAg 6




APXLTEKTOVLKI TIEAATN-EEUTINPETN

E€untnpétng (server):
O Alapkwg EVEPYOG UTTOAOYLOTAG
O Moviun tevBuvon IP

KALLAKWON

MeAartec (clients):
O Emikowwvouv pe Tov e§unnpétn

O Evéexopévwg €xouv duvautkn dtevBuvon IP

O Aev eTukowvwvoLV aneuBeiag petafh Toug
Q Examples: HTTP, IMAP, FTP

Aiktua Emikoivwviwy I - Eminedo spappoyAc

0 Zuxva os Kévtpa Sedopévwy (data centers) yla

O Evéexopévwe va €xouv Slakomtopevn oclvdeon

APXLTEKTOVLKI METAEY OUOTLUWVY

0O Aev umtapyeL SLaPKWE EVEPYOC EEUTINPETNG
O Tuxaia TepUATIKA cuoTAHATA
ETILKOLVWVOUV ameuBeiag petafl Toug
0O Opotipol Intolv unnpeoieg anod aAAoug
OMOTLUOUG, TTOPEXOUV UTINPECLEG LE TN
OELPA TOUG 0 AAAOUC OUOTLHOUG :
» AUTOETEKTACIHLOTNTO — VEOL OUOTLUOL = *\*/x
au€Aavouv TNV LKavOTNTA MAPOXNG, KaBwG Kot
N {ATNON UTNPECLWV
0 OpoTIUOoL £XOUV SLOKOTITOMEVN oUVEEDN
kot aAAalouv IP SteuBuvoelg
= [oAUmAokn Slaxeiplon
O Napadetypa: P2P Slapolpacpog apxeiwv
ﬁ”eshaﬁng) Aiktua Emikovwviwv I - Emimedo epappoync

peer-peer
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Alepyaoiec TOU EMKOLVWVOUV

Alepyaocia (process): mpoypappo

TIOU TPEXEL OE VA UTTIOAOYLOTN
(process: an instantiation of a program)

0 Ztov 6lo urtoAoyiotr, dVo
Slepyaoieg emikovwvouv
Xpnollonolwvtog Sla-
Slepyaolakn emikowvwvia
(oplleTal amo to AeltoupyLKko).

O Ou Slepyaoieg o SladopeTikoUg
UTTOAOYLOTEG ETILKOLVWVOUV
avtaAAdooovTag pLnvopaTa

clients, servers

Alepyaoia mehatng: ditepyacia mou
EKKLVEL TNV ETUKOWVWVIA

Alepyaoia e€unnpetnc: diepyaoia
TIOU QVOUEVEL VO
ETIKOLVWVAOOUV pall TnG

U2npeiwon: ebappoyég pe
OPXLTEKTOVIKEG P2P €xouv
Olepyaoieg meAATEC Kal
Olepyaoieg e€umnpeteg

Aiktua Emikoivwviwy I - Eminedo epappoyAc

SOC kets Socket / API (Application Programmer’s Interface) : Siemadn
avapeoa otnv epapuoyn kot to diktuo (eminedo petadopag)

O H Sdiepyaoia otéAvel/AapBavel pnvupata oto/amo to socket g

O socket avaloyo “nmoptac”

= H Slepyaoia amootoA£ag OTEAVEL pvUpa “E€w amo tnv mopta”

= H Siepyaoia amootoAéag Baoiletal otnv umokeipevn Siktuakn untodoun (emineda
Metadopag, AIKTUOoU, ....) 0TNV AAAN TAELUPA TNG TTOPTOC YLO VA TTOPASWOEL TO
unvupa oto socket tng diepyaciog mapaAnmen

= EpmAékovrtal 8Uo sockets: £éva og kKABOe MAsupa

application

L

™ Internet

application controlled by

/ socket \ 4 app developer

—{

controlled
by OS

£

Aiktua Emikoivwviwy I - Eminedo spappoyAc
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AtevBuvolodotnon dlepyaoiwv

* [t va AapBavel pia dtepyacia
HNVULOTO TIPETIEL VOL EXEL EVOL
QVaYVWPLOTLKO (identifier)

= KaBe umoAoyloTn g EXEL pia
pnovadikn 32-bit StevBuvon IP

= £: Apkel n IP dtevBuvon tou
UTTOAOYLOTI) TIOU TPEXEL N
Slepyaoia yia TNV avayvwpeLon tng
Siepyaoiag;
= A: Oxt, moANEC Slepyaoiec

Uropel va tpéxouv otov i6lo
umtoAoyLoTn

= To avayvwpLoTIKO TtepAapPavel
1000 tn 6levBuvaon IP 6oo Kal Tov
aplBuo Bupag mou oxetileTal He
T Slepyaoia otov umtoAoylotn
» Napadeiypota aplOuwyv BUpac:
= EEuntnpétng HTTP: 80
= EéuminpEtng Mail: 25
* [t vat oTaAel prvupa HTTP otov
efunnpétn web gaia.cs.umass.edu:
= AtevBuvon IP: 128.119.245.12
= AplBuog Bupac: 80
= Meplocotepa o€ Aiyo...

Aiktua Emikoivwviwy I - Eminedo epappoyAc

11

Eva mpwtokoAAo emunedou edapuoyng opilet

QO Ta €(6n TwWV LNVUHATWY TTOU
OVTOAAOQ.OOOVTAL,

= TLYX. QlTNON, amoKpLon
Q Juvtaén pnvupatoc:
= TLedia ota pnvopata & mwe
auta dtaxwpilovtat
Q Inuoaololoyia Twv mediwv
= onuooia TN MAnpodopiag Twv
nedilwv
0O Kavoveg yLa To TOTE KoL TTwe oL

Slepyaoieg oTEAvouV Kal amaviouv
O£ punvupota

Avolxtd MpwTtoKoAAa:

0 opilovtal ota RFCs, Aol €xouv
npocPaon og OAEC TIG
AETITOUEPELEG TOU TIPWTOKOAAOU

O emTpEmouy T
SlaAettoupykotTnTa

a r.x. HTTP, SMTP

ISlotayn mMpwTtOKoAAa:
O rt.x. Skype, Zoom

Aiktua Emikoivwviwy I - Eminedo spappoyAc
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TLuTnpeoiec petadopac amaltouV ol ePpapLOYEC;

Akepatotnta Sedopevwv
O Kamnoleg epappoyeg (.. petadopa

PuBuanodoon (Throughput)
O Kamnoleg epappoyEg (m.x.,

apxelou, SLASIKTUAKES CUVAAAQYEC)
arattouv 100% aflomiotn petadopd

debopévwy

0O AA\eg epappoyEg (m.x. nxov),
OVEXOVTOL KATIOLEG OTWAELEC

XPOVIOUOG

O kamoleg epapuoyEg (r.x. TnAedwvia
Aladiktuou, Stadpaotikd ratyvidla)
amoattouv xaunAn kabuotépnon yla

VoL ELVOL €ATIOTEAECLATLKEGY

multimedia) amattouv kamola
g\axLotn puBuamnodoon yla va
glval «ATIOTEAECUOTIKEGY

0 AA\eG epOpUOYEG («EAQOTIKESY)
«BoAevovtal» pe 6on
puBuamnodoon napouyv

Aocdalela
O Kpumttoypadnon, akepaltdtnta
SeboUEVWV...

Aiktua Emikoivwviwy I - Entimedo e@appoyic 13

ATIOUTACELC UTINPECLWV HLETADOPAC: KOWEC EDAPUOYEC

Edappoyn AnwAela Sedopévwv PuBpanoédoon EvaioOnoia wg
TPOG TO XPOVO

MeTagopd apxeiou 0X1 AMWAEIEG eAdoTIKA ox1

e-mail OX! ATWAEIEG eAaoTIkA ox!

‘Byypapa Web OX| ATTWAEIEC eAAOTIKA ox!

‘Hxoc/ pivreo
Tpayuarikol xpovou

AT0ONnKeUpEVOG
Axog/Pivreo

avoxh OTIC amMWAEIEC

avoxn oThv amwAeIeg

fixog: 5kbps-1Mbps,
pivreo:10kbps-5Mbps

idia ye Tapamdavw

vai, 10de¢ msec

vai, Aiya secs

AiadpaoTikd maixvidia  avoxh othv amwAeieg  wg Aiva kbps vai, 10de¢ msec
MnvUuara keipévou OX! ATWAEIEG eAaoTikA vai kai ox!
Aiktua Emikoivwviwy I - Eminedo egappoyAg 14

2025



YTinpeoileg Twv MPWTOKOAAWV peTadopag

Yrninpsoia tou TCP:

Q a&lomiotn petadopa Sedopévwy petal
Slepyaoiac amootoAng kat AnPng

0 £Aey)0C PONC: 0 AMOOTOAEQC Oev
UTEPPOPTWVEL TOV TTAPAANTITN

Q €Aeyxog cuucbopnonq smeaGuvon
arnootoAéa otav To SikTuo ival

UTEPPOPTWHUEVO

Yninpeoia tou UDP:

Q avaélomniotn petadopa
debopévwy petalL diepyaoiag
amooToAnG Kat AnPng

0 Sev mapExeL: aflomioTia,
€\eyxo pong, €Aeyxo
oupdOpPNONG, EYYUNCNH WG TPOG

0 ouvbeolotpednc (connection-oriented): ToV Xpovo i tn puBpamnodoon,

amaLte(TOL apyKomoinon Hetagy

aodpaleLa, n apxkonoinon

Slepyactwv TeAdTn Kat eEumtnpétn ouvbeong.
O Sev MapEYEL: CUYXPOVLIOUO, EYYUNOELG

w¢ TPoG eAdxLotn puBuamnodoon, E

aodaAela

E: MNorti urtapyetl to UDP totg;

Aiktua Emikoivwviwy I - Eminedo epappoyAc

15

Edappoyec Atadiktuou, Kot TPWTOKOAAD HETADOPAC

MNpwtdkoAAo emunédou

file transfer/download

Internet telephony

streaming audio/video

epapuoyn ebappoyng TPWTOKOAAO petadopag
FTP [RFC 959] TCP
e-mail SMTP [RFC 5321] TCP
Web documents HTTP 1.1 [RFC 7320] TCP
SIP [RFC 3261], RTP [RFC TCP or UDP
3550], or proprietary
HTTP [RFC 7320], DASH TCP
interactive games WOW, FPS (proprietary) UDP or TCP

Aiktua Emikoivwviwy I - Eminedo egappoyAg

16
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«Aodalilovtac» to TCP

TCP & UDP sockets:
= Aev UTLAPXEL KpUTTTOYPADNON

= KwoLKol mou oTtéAvovtal oav KELPHEVO

(akpuntoypadnto) oto socket

SlatpExouv to dadiktuo cav keipevo (1)

Transport Layer Security (TLS)

* NoapExel KpUTTOYPOADNUEVEG CUVOEDELC

TCP
= AtaodaAion deSopévwy

= AuBevTikomoinon amnod akpn o€ akpn

TLS vhormoleital oto
eninedo epappoyng
= EQapLOYEG XPNOLUOTIOLOUV
TLS libraries, oL omoieg otn
OUVEXELA XPNOLUOTIOLOUV
TCP
= AkpuTttoypddnto Kelpevo
Tou otéAveTal oto “socket”
Slatpéxel to dtadiktuo
KOUTTTOYP QP UEVO
= Meploootepa oto Ked 8

Aiktua Emikoivwviwy I - Eminedo e@appoyAg

Entinedo Edbappoync: emokonnon

Web kot HTTP

Aiktua Emikoivwviwy I - Eminedo spappoyAc
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Web kot HTTP (emiypopllottika)

0 Web, HTTP emokoénnon
O HTTP cuvdéoelg
< TCP, aKQTALOTATLKA »
< Nopapévov, Un-TopapEVoV
O HTTP punvupota
< ALITAOELC, amoKploELg
O HTTP cookies
0 Web caches
O Conditional HTTP GET
Q HTTP/2, HTTP/3

Aiktua Emikoivwviwy I - Eminedo e@appoyAg

Web kat HTTP

Mo ocuvtoun entokonnon ...

O Mia totooeAiba (web page) anoteAsital and aviikeipeva (objects), mou
uropel va eivat anobnkevpéva os SladopeTikoug eEuTNPETEC web.

O To avtikeipevo pmopet va eivat apyxeio HTML, sewkova JPEG, Java applet,
apxeilo nxov, ...

O H wtooeAiba dtevuBuvolodoteital pe éva URL kal amoteAeital amnod Eva
Baolko apyeto HTML rou meplhapBavel Stadopa avtikelpeva ota omola

ylvetal avadopad, kabeva amnod ta onola StevBuvolodoteital emiong He
éva URL, Ty.

www.someschool.edu/someDept/pic.gif

ovopda UToAoyIoTh ovopa di1adpopng

Aiktua Emikoivwviwy I - Eminedo egappoyAg

21
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Ertiokomnnon tou HTTP

HTTP: HyperText Transfer Protocol
(MpwtokoA o Metadopac YEPKELUEVOU)

O MNpwtokoAo ennedou edpapuoyng Tou J
Web %!/

/*/Trpreq
, , , PC running Yes;
0 Movtéo rehdtn/e§umnpétn Firefox browserH\
14 I I p
= TteAATNC: browser ou {nNTta, AapPavel, Pse
(xpnopomnowwvtag to HTTP

X
1 ’ \)G%
MPWTOKOANO) Kat “Ttapouctdlel” < &7~ server running
avTtikeipeva tov Web % @ Apache Web
. N\ server
= gfumtnpetng: Web server

oTEAVEL (Xpnolpomnolwwvtag to HTTP iPhone running
TPWTOKOAAO) AVTIKELHEVA WG Safari browser

QTIOKPLON OE QLTAOELG

Aiktua Emikoivwviwy T - Eminedo epappoyAg

22

Ertiokomnnon tou HTTP (ouvéyxela)

HTTP Xpnoiuomnotel TCP: To HTTP gival akataoTaTiko

0 o meAdTne Eekva oUvdeon (stateless)
TCP (8nuoupyei socket) pe tov B 0 e€umnpetng de dlatnpel
gfunnpétn, Bupa 80 nAnpodopia OYETIKA HE

0 o e€umnpetng amodexetal t T(PONYOU LEVEC OULTAOELG TOU TEAATN

ouvdeon TCP amo tov meAdtn

TapevOeTIKA

O avtaAAdooovtol pnvupoto

HTTP (unvUpota mpwtokOAAou
eruunédou edpappoync) petalv
browser (meAatng HTTP) Kol oTopia (katdoTaon)

Web server (EEUT[I’]pETI’](; HTTP) O av o sfunnpétng /meAdtng katoppeVoEL, oL

0 kAelvel n GOVGEOI’] TCP anoOYELG TOUG YLa TNV KOTAOTACN UMoPEl va NV
elval ouvenelg.

To TpwTOKOAAQ TTOU SLatnpouv TNV
Kataotaon (state) eivat moAUTAOKa
U npénel va Statnpeitat mponyoupevn

Aiktua Emikoivwviwy I - Eminedo spappoyAc
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Yuvdeoelc HTTP: 2 eldbwv

Mn rtapouevov HTTP
(Non-persistent HTTP)

1. Avolyel ouvbeon TCP

2. XZtéAvetal To oAU €va
QVTLKELPEVO TTAVW OO TNV
ouvbeon TCP

3. KAelveln ouvbeon TCP

N AP N TMTOANQTIAWY QVTIKELUEVWVY
armotel TOAOTAEC CUVOEDELC

Mapaugvov HTTP
(Persistent HTTP)

O Avolyetl ouvdeon TCP

O MoAAammAd avTiKeipeva pmopet
va oTaAoUV MAvVw aro tnv dla
ouvdeon TCP petalL meAdtn Ko
g€unnpetn

0O KAelvel n ouvbeon TCP

Aiktua Emikoivwviwy I - Eminedo epappoyAc 24

Mn rtapopévov HTTP: mapadeypa

YnoBéote OTL 0 xpriotng elodyet to URL
www.someSchool.edu/someDepartment/home.index

(mepiéxel keipevo, avadopég oe 10 elkOVEG jpeg)

J 1a.0 mehatng HTTP Eekwva ouvdeon

s8> TCP mpoc tn Siepyaoia tou
gfumnpétn HTTP oto

\Hi 1b. O e€unnpétng HTTP otov unoAoyLoth
www.someSchool.edu otn BUpa

80
2. O HTTP client otéAvel HTTP /
unvupa aitnong (request

message) (rmou mepLEXEL TO

URL) otn socket Tn¢ oUv8eons 3. 0 g€unnpétng HTTP Aappavet to
TCP. To pvupo UTTOSELKVUEL HAvupa aitnong, oxnuatifel pvupa

/ KoL orAg")\veno unvuua otn socket Tou

oTL o client BéAeLTo
OVTLKELLEVO
someDepartment/home.index

www.someSchool.edu meptpével
ouvdeon TCP otn Bupa 80,
“amobéxetal” tn ouvdeon, elbomolel
TOV TtEAATN

amoKpLongG (response message) mou
TIEPLEXEL TO QVTIKELPEVO TTIOU {NTRONKE

ikTua ETikoivwviiy I - ETriTrrs]zSo £QAPHOYAG 25
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Mn rtapoapévov HTTP: mapadeypa

YnoBéote OTL 0 xpriotng elodyet to URL
www.someSchool.edu/someDepartment/home.index

| i
4. O etunnpétng HTTP

>. O ns)\atnq’HTTP AapBaver % kAelvel tn ouvdeon TCP
HAVUMO OTTOKPLONG TIOU TIEPLEXEL TO
html apyeio, anelkovilel Tnv html.
Enetepyalopevocg to html apyeio,
Bpiokel 10 avadepodueva
QVTIKE{PEVA jpeg

6. Ta BRupata 1-5
enavaAopBavovrtal yo kabéva

arno ta 10 avikeipeva jpeg
Aiktua Emikoivwviwy I - Emimedo epappoyhc

24

Mn ntapapEvov HTTP: xpovocg amokpLong

RTT (round trip time): o xpovog nmou

QTTOLTELTOL VL0 EVOL ULKPO TTALKETO VAL J 5
Ta§léEPEL amo Tov MeEAATN oToV . -~ Bl
e€unnpétn Kat va erotpéPet miow nitiate TCP__
RTT{ \
Xpovog anodkpLong: request file 7/
O €va RTT ywa tnv évapén tng ouvdeong TCP RTT{ time to
O éva RTT ywa Tt aitnon HTTP kat ]Eirlinsm't
ETLOTPODN TWV MPWTWV bytes tng file received —1
anokplong HTTP
O xpovog petadoong apxeiou time e

XPOVOC amokpLang tou non-persistent HTTP = 2RTT + xpovoc uetadoonc apxeiouv

Aiktua Emikoivwviwy I - Eminedo spappoyAc

27
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Nopapevov HTTP (HTTP1.1)

@épata e To un moapapévov HTTP:
O amoattet 2 RTT ava avilkeipevo

0 to AETOUPYLKO eTLBapUVETAL YL
kKaBe ouvéeon TCP

O ot browsers avoiyouv cuyva
napaAAnAeg cuvdéaoelg TCP yla va
dEpouv avTikeipeva mou
avadépovratl

Napapévov HTTP (HTTP1.1)

0 o e€unnp&tng adrveL tn cuvdeon
avolxtr adoU OTEIAEL TNV ATTOKPLON

O ta emopeva HTTP pnvupata Hetaty
Tou 8lou meharn / €umnpétn
OTEAVOVTAL LEOW TNG OVOLYTAG
ouvdeong

0 0 MeAATNC OTEAVEL QLT OELG LOALG
ouvavtnoeL avadepOUEVO
QVTLKELHEVO

O éva RTT yla 0Aa ta avadepopeva
QVTLKELHEVA LELWVOVTAC TOV XPOVO
oTOV ULo0

Aiktua Emikoivwviwy I - Eminedo epappoyAc
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Mnvupua aitnong HTTP

O 800 €i6n HTTP pnvupdtwy : aitnon (request), amokpton (response)

Q pAvupa HTTP attnong:

= ASCIl (Lopdn avayvwolun amo tov avepwo)

ypapuun attnong (request line)
(evtohéc GET, POST, HEAD) ™

YPAUUEG KEDOAISAC
(header lines)

carriage return, line feed —— \r\n
otV apxn YPaUpAG

UTodeLKVUEL TO TENOG

™¢ kebaAibag

carriage return character
line-feed character

GET /index.html HTTP/1.1\r\n

Host: www-net.cs.umass.edu\r\n

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X
10.15; rv:80.0) Gecko/20100101 Firefox/80.0 \r\n

Accept: text/html,application/xhtml+xml\r\n

Accept-Language: en-us,en;g=0.5\r\n

Accept-Encoding: gzip,deflate\r\n

Connection: keep-alive\r\n

Aiktua Emikoivwviwy I - Eminedo egappoyAg
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MnAvupa aitnonc HTTP: format

method [sp| URL sp| version |cr|If | YPAMHR aimong
header field name value |cr|If N
1 papuég Kepalidag
header field name value |cr|If
cr|lf
o entity body = body

Aiktua Emikoivwviwy I - Entimedo e@appoyic

AN\ pnvopota aitnong tou HTTP

MeBodoc POST :

» |otooeAideg ouyva meplAapBavouv
Opueg

= To OTOWELD TNG CUUMANPWHEVNG
dOpuaC oTEAVOVTAL ATTO TOV TEAATN
otov e€umnpétn oto «entity body» tou
pUnvupaTog aitnong tou HTTP POST

MeBobdoc GET (kat yia amootoAn
5e60ouéVwy TOU XproTn otov e€umnpETn):

» Ta dedopéva nepthapBavovrtat oto URL

niebio tou HTTP GET punvupatog aitnong

(peTa amo éva ?’):

MeBoboc HEAD:

= 7ntd puovo kepaAibeg mou Ba
glyov oTtaAel Qv TO GUYKEKPLUEVO
URL eixe {ntnOsetl pe tnv péBodo
HTTP GET.

MéEBobocg PUT:

= AveBalel éva apxeio / avtikeipevo
oToV €EUTINPETN

= AvTIKOOL0TA apxelo Tou Tuxov Nén
urtapxetl oto URL e TO TtEPLEXOEVO
oto «entity body» tou HTTP POST
HUNVUHOTOG aitnong

www.somesite.com/animalsearch?monkeysé&banana

Aiktua Emikoivwviwy I - Eminedo spappoyAc
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Mnvupua anokplong HTTP

YPOAUUN KATAOTAONG —————  gTTP/1.1 200 OK

(protocol status code status (Date: Tue, 08 Sep 2020 00:53:20 GMT

phrase) Server: Apache/2.4.6 (CentOS)
OpenSSL/1.0.2k-fips PHP/7.4.9

mod perl/2.0.11 Perl/v5.16.3

YPaUUEG KEPAALOAG | Last-Modified: Tue, 01 Mar 2016 18:57:50 GMT

(header lines) | ETag: "a5b-52d015789eede"

Accept-Ranges: bytes

Content-Length: 2651

Content-Type: text/html; charset=UTF-8

' \r\n
data, e.g., apyeio —— data data data data data ...

HTML rmou IntnBnke

Aiktua Emikoivwviwy I - Eminedo epappoyAc

32

Kwdikol kataotaong amokpiong HTTP

= Kwdikol kataotaonc epdavilovral otnv 1n ypappn oto Hvupo
amokpLong e€UMNPETN TPOG MEAATN

= Mepikoi KwdLKol KatdoTaong:
200 OK

* Emtux£c aitnua, To avtikeipevo epdaviletal mapakAaTw C€ 0LUTO TO PAVULOL

301 Moved Permanently
* To aLTtoUEVO QVTIKELEVO EXEL LETAKIVNOEL N vEa B€on avadEpeTal MOPAKATW
0€ 0UTO To pnRvuua (oto nedio: B€on)
400 Kako Attnua
* To aitnua dev elvatl katavontd ano Tov eEUMNPETN
404 Not Found
* To attolpevo apxeio dev Bploketal o aUTOV ToV e€UTINPETN

505 HTTP SKSOGH 58\’ UT[OO'Tn pLZi—:TOLL Aiktua Emikoivwviwy I - Eminedo spappoyAc
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Alotnpwvtac kataotoon ypnoth/séunnpetn: cookies

Ynueiwon: HTTP GET/response aAAnAsmiSpaon eivot
akatootatikn (stateless)

= Aev yivovtat avtalAayéc HTTP unvupatwy ToAAWV-BnHATwy yla va
oAokAnpwBel «ouvaAayn» oto Web
* Aev xpelaletal va KPOTELTAL N «KATACTAON» TIOAUBNUATIKAG avTaAAaynG anod Tov
nieAatn/e€unnpetn
* Ta HTTP attipata eivatl ave§dptnta amnod dAAa TEToLa alThpoTa

* Agv xpelaletal va «avaviPew o meAatng / e€umnpétng anod pa cuvaAlayn mou
EKTEAEOTNKE UEPIKWG AAAG TtOTE €V OAOKANPWONKE.

Aiktua Emikoivwviwy I - Emimedo egapuoyiig 34

Alotnpwvtac kataotoon xpnotn/séunnpetn: cookies

Cookies xpnoluomolouvtal ano otoceAideg  Mapddetypa:

KaL browsers xpnotwv yla va dtatnpouv * H Addvn eMOKEMTETAL YLA TPWTN

KATIOLOL KATALOTO.0N CUVOAAOYWV. $opa LoToTono yia Sladiktuokn

4 , , . oyopqd, LE Xprion Tou browser tou
OXETIKA CNUELD / CUOTOTIKA: laptop Tne

= [pappn cookie otnv kedpaiida * Me tnv ddién tou mpwrtouv HTTP
UNVUOTOC artOKPLoNG eEUTNPETN QLT LOTOG O LOTOTOMOC SNULOUpPYEL:

* povadiko ID (8nA “cookie”)

* gyypadn yia auto to ID otn
Baon 6e6opévwy Tou

= [pappn cookie otnv kepaiida NG
enopevng HTTP aitnong xprnotn

= O browser xprjotn Kpata apxeio pe * EmakoAouBa HTTP artiuata and
cookies otov urtoAoyLotr| xpAoTn. ™0 Adcbvn’ TPOgG auré,rov LOTOTOTO
Ba avadepeL Tnv TLn Tou ID Tou
= H otooelibda (e§umnpétng) kpatd cookie, BonBwvrtacg Tov va
LOTOPLKO (Bdon dedopévwv) cuvaAlaywv «avayvwpioew v Aagvn
|J.E COOkies. Aiktua Emikoivwviwy I - Emimedo epappoyhc 35
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Alatnpwvtac Kkataotoon xpnotn/séunnpétn: cookies

client J ﬁ
> server
usual HTTP request msg Amazon server

,—— &nuoupyel ID
1678 for user

Apxelo cook

usual HTTP response

e
-«

. Anptoupyia Bdon Sedouévwv
set-cookie: 1678 evvpobic..
T ookie: 1678 | Evievew  mpbopaan
‘J usual HTTP response msg ( T E:(_?Ifi:a
Meta 1 eBbouada: N 608(
—  usual HTTP request msg , / ;
amazon 1678 cookie: 1678 L Evsp’)veu‘x
"J usual HTTP response msg ( E::Ifi:e

Aiktua Emikovwvitbv I - Emtimedo epappoyic 36

HTTP cookies: pepka oxoAla

Xpnoeic cookies:

= E€ouolodotnon

= KaAdBla ayopwv

" JUOTAOELG

= Kataotaon xpnotn (Web e-mail)

Mwc¢ «kpateitalt» n KATAoToon ?
= ST KPQ TTOU UAOTTOLOUV TO MTPWTOKOAAD: KaTaypAdETOL N KATAOTOON OTOV
aOooTOAEQ/ TMAPAANTITN KATA TNV EKTEAEO TTOANATIAWY CUVAAAQY WV

= St unvuuata: cookies ota HTTP pnvupata epnepléxouv mAnpodopia yio tnv
Kataotaon

Aiktua Emikoivwviwy I - Emimedo egapuoyig 37
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HTTP cookies: pepka oxoAla

cookies kot IdtwtikotnTOoL:
= Ta cookies divouv tnv

duvatotnTa o€ LOTOTOMOUG
va paBbouv moAAd yLa E0AC.
= Cookies tpltwv, eMLTpENOUY

va tapakoAouBeital vag
XPNotng o€ MoAAOUG
LOTOTOTIOUG.

= Jyuvaiveon amatteital yo
cookies pLag Ko
BewpouvTal TPOCWTILKA
bebopéva (GDPR — General
Data Protection
Regulation).

TIAPEVOETIKA

Institut national de recherche en sciences et technologies du

numérique

O xpriotng éxetL amoAuto EAeyyo oto av

EMTPEYEL N O)L cookies
R —

Aiktua Emikoivwvity I - Eimedo epappoyhg

38

Napadetypa: mpoPoAn tng totooeAidag twv NY Times

GET base html file
from nytimes.com

09 fetch ad from
AdX.com

(7 display composed
page

NY times page with

embedded ad displayed

Aiktua Emikoivwviwy T - Emimedo epappoyAg
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Cookies: mapakoAouBwvtag tnv mAorynon kamolou oto web

HTTP
GET

“third party” cookie —
from website you did not

NY [limes: 1p34

“first party” cookie —
from website you chose
to visit (provides base
html file)

nytimes.com (sports)

HTTP

reply
Set cookie: 1634

HTTP G UL
Referep? NY Times Sports
& —
/5\ 7493:NY Times sports, 2/1/24
HTTP reply

Set cookie: 7493

d.com

choose to visit

AdX: 71193

Aiktua Emikoivwvitwy I - Emimedo epappoyAc

40

Cookies: mapakoAouBwvtag tnv mAorynon kamolou oto web

HTTP

socks.com %\
Hn\p@\

GET

AdX:

= tracks my web browsing
over sites with AdX ads

= can return targeted ads
based on browsing history

HTTP GET
Referer: socks.com, cookie: 7493

®
()
HTTP reply
34 Set cookie: 7493

Aiktua Emikoivwviwy T - Emimedo epappoyAg
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Cookies: mapakoAouBwvtag TNV mMAorynon KAmolou oto web (1 nuépa pera)

1634:kports, 2/1/24
1634:Jarts, 4/1/24

T

_—

nytimes.com (arts)

HTTP HTTP
GET reply
cookie: 1634 Set cookie: 1634

HTTP GET
Referer:nytimes.com arts, cookie: 749

® —
N\ 7493:NY Times sports, 2/1/24
@ 7493:fsocks.com, 3/1/24
HTTP reply 7493)NY Times arts, 4/1/24
NY[Times: [L634 Set cookie: 7493 AdX
AdX: 7893  Returned ad for socks! -com

Aiktua Emikovwvitbv I - Emtimedo epappoyic 9

Cookies: mapakoAouBnon cuunepltdopdg mepLIYNons Xpnotwy
Ta Cookies pmopouv va xpnotuomnotnBoulv yla:

» val TIapakoAouBoUV TN cupmepLPopd XpNOTWV OE CUYKEKPLUEVO
Lototorno (first party cookies)

= va tapakoAouBouv tn cupneplpopd xpnotwv o€ TTOAANATTAOUC
Lototonouc (third party cookies), xwplc kav va toug €xet emiokedOel
o xpriotng (!)

» N mapakoAoVOnon Sev elvat avtiAnmti oto XpAoTtn:

+Mépa amo tnv napamnounn o< tracker ano kamota dStadripon
HEOow attApatoc HTTP GET, pmopel va eival KAToLog a.0patog
oUVOEOHOC

Ta cookies mapakoAoUBnong tpitwv:
= anevepyornolouvtal (by default) oe Firefox, Safari browsers

= [lpoBAénetal va amnevepyonotnBouv oe Chrome browser (2023)?
Aiktua Emikoivwviwy I - Emimedo e@appoyAg 53

2025

21



Web caches (proxy server)

2KOTTOC: VoL eEUTINPETOUVTOL KATIOLEG QULTAOELG TIEAQTWV XWPLG EUTIAOKN TOU EEUMNPETN MPOEAEUONG

= O xpriOTNG TOPAUETPOTIOLEL TOV
browser ywa mpooBaon oto Web
HEoW TNG (Tomiknc) cache

= O browser oTéAVEL OAEC TIG
attrioels HTTP otnv cache

= To avtikeipevo otnv cache: n cache
ETULOTPEPEL TO QVTIKELHEVO

= AtadopeTikd n cache ntad to
QVTLKE{EVO O ToV e§uTNPETN
TIPOEAEUONG, LETA ETLOTPEPEL TO
QVTLKE{UEVO OTOV TtEAATN

origin
server

Aiktua Emikoivwviwy T - Eminedo epappoyAg

44

Meploootepa ya 1o Web caching

» H cache §pa 1600 wg eAdtng
000 Kol WG EEUTINPETNG
= eEUTINPETNG VLA TOV APXLKO
attouvta eAATN

= TEAATNG YLa TOV EUTINPETN
PoéAeuong

= O e€unnpEtng MPoEAELONG
EVNUEPWVEL TNV cache yia to av
ETUTPETIETAL N AMOBKEVON OTNV
cache KATOLOU QVTIKELUEVOU,
otnV KepaAida pnvupaToC
aTmoOKPLONG

Cache-Control: max-age=<seconds>

Cache-Control: no-cache

Mati Web caching ;

= Melwon Tou XpOvou amokpLong Twy
QLTNOEWV TIEAATWY
* H cache eival o kovtd otov meAdtn
= Meilwon tn¢ kivhong otn {evén
npooBaong evog opyoviopol
= Ytdpxouv MoAAEC caches oTo
Aladiktuo
* ETUTPETEL O «PTWYOUEH» TIAPOXOUG

TiepLleEXopévou va apadibouv
QITOTEAECATLKA TO TIEPLEXOUEVO TOUG

Aiktua Emikoivwviwy I - Emimedo epappoyAc
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Noapadeypa Caching

Yrio¥éoeic:

= PuBuocg levéng mpooPaocnc: 1.54 Mbps

= RTT ano to §popoAoyntr) Tou W6pUATOC TPOC KABE
e€unnp£tn mpoéAevong Kal miow oto SpopoAoynti
=2 sec

= Méoo péyebog avtikelpévou : 100K bits

= Méoog pubuog attrioswv amnod toug browsers mpog
TouG e€unnpEteg MpogAeuong = 15/sec i

= Mé£oog puBUOG SE60UEVWVY TTPOC TOUC browsers
1.50 Mbps
npo@/lrma!

Anoboon: /\//syo’t}tsq OUPES
= Aflomoinon tng {evéng npooBaonq-OE ugnAi

= Aflomoinon tou LAN :.0015 adiortoinon

= JuvoAlkn kaBuotépnon = kaBuotépnon

Awadiktuou + kaBuotépnon mpocfagng +
kaBuotépnon LAN = 2 sec ++ usecs

origin
servers

p UEE

public
Internet

1.54 Mbps
access link

institutional
network

444

1 Gbps LAN

Aiktua Emikoivwviwy I - Emimedo epappoyhc 44

Ermtthoyn 1: ayopa taxutepncg (evénc mpooPaong

Yrno¥eoe(c: 154 Mbps
= PuBuocg levéng npooPaonc: /Mbps
= RTT ano to §popoAoyntr) Tou W6pUATOC TPOC KABE

e€unnp£tn mpoéAevoncg Kal iow oto SpopoAoynt = 2 sec

= Méoo péyebog avtikelpévou = 100 Kbits
= Méoo¢ puBuog attrioewyv amnod Toug browsers mpog Toug
g€unnpéteg mpogAevong = 15/sec

= Méoog puBuog Sedopévwy mpog toug browsers: 1.50

Mbps

Performance:
= Aflomoinon t¢ Levéng npocPaong = ..— .0097
= Aflomnoinon tou LAN :.0015

= JuvoAwn kaBuotépnon = kaBuotépnon Aladiktuou +
kaBuotépnon mpooBaong + kaBuotépnon LAN

= = 2sec+ minutes+ pseconds = 2 sec -~ 'S + USecs
. . . . msecs

Kdéotoc: taxutepn Levén (akplBotepn!)

origin
servers

p UEE

public
Internet

154 Mbps

/'Mbps

access link

institutional

network v

444

1 Gbps LAN

Aiktua Emikoivwvity I - Eimedo epappoyhc 47
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Ertthoyn 2: eykatdotaon Tomkn¢ cache
Yrio9goeic:
= PuBuocg levéng mpooPaocnc: 1.54 Mbps

= RTT ano to §popoAoyntr) Tou WpUATOC TPOC KABE ﬂ
g€unnp£tn mpoéAevong Kal miow oto SpopoAoynti Hﬂ
=2 sec public
* Méoo péyeBoc avtiketpévou = 100 Kbits LERE

= Méoog pubuog attrioswv amno Ttoug browsers pog
Toug e€umnpéteg mpoéAevong = 15/sec
= Méoog puBuog SeSopévwy pog Toug browsers:
1.50 Mbps

Kootog: web cache ($Onvn!)

1.54 Mbps
access link

institutional
network

Gbps LAN
Antéboon:
= Aflomoinon tou LAN? >
= Aflonoinon tng evéng npooPaong? local web cache
= SUVOAWKH KaBuotépnon ? nwg urnoloyifetar n aglomoinon tng fevéng

Kat n kaduotépnon;

Aiktua Emikovwvitbv I - Emtimedo epappoyic 48

YrtoAoylopog aélomoinong tng {evéncg mpoofaong Kot
kaBuotEpnong Ue cache

‘Eotw OtL T0 M0oo00To entuyiag tng cache sival 0.4:

= 40% twv altnoswy e€umnpetolvtal otnv cache pe 3 ﬂ E origin
ehaylotn kabuotépnon (msec)

= 60% TWV aLTOEWV EEUTINPETOUVTOL OO EEUTINPETN
TIPOENEUONC
* puBUOC bebopévwy mpog browsers péow tng eviéng
npoéoBaong = 0,6*%1,5 Mbps = 0,9 Mbps
» A&omnoinon levénc npooBaonc = 0,9/1,54 = 0,58 (uikpn

(msec) kaGuaotépnon avapovrc levéng mpooBaonc) institutional
network

servers

public
Internet

1.54 Mbps
access link

= Méon ouvoAikn kaBuotépnon (end-to-end):
= 0.6 * (kaBuotépnon ano e€unnpPETEG MPOEAEUONG)
+ 0.4 * (kaBuotépnon amo eEunnptnon ano cache) —
= 0.6 (2.01) + 0.4 (*msecs) =~ 1.2 secs local web cache

MikpOdtepn end-to-end kaBuoTtépnon o€ oxéon UE TN Zeufn Twv 154 Mbps (ko gﬁnvo’repo!)

Aiktua Emikovwviwv I - Emimedo egappoyng 49
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Get utto ouvOnkn (Conditional GET)

JKOTIOG: VO LNV OTEAVETAL TO client J E server
QVTIKELPEVO av n cache €xeL evriipepn =~
(up-to-date) €kboon —

HTTP request msg

. s , e L object
* xwpigtnV K(IeUO"EEpI']O'I'] U.ET(I&OOT]Q TOoU If-modified-since: <date> |—, nJot
OVTIKELLEVOU (XWpPIg TNV dokormn xprion ——  modified
SIKTUaKWVY Opwv) — HTT'_IPT;‘;;;’%”SE after
, s - <date>
® teAdtn¢: kaBopileL TNV nUeEpounvia 304 Not Modified

TOU QMOBNKEUUEVOU QVTYPAPOU ~ m oo m e oo
otnv aitnon HTTP
If-modified-since: <date>

HTTP request msg
If-modified-since: <date> —,  object

= EUTTNPETNC: N ATTOKPLON OEV TTEPLEXEL ___ modified
’ : HTTP response after
QVTIKEIUEVO QV TO QVTIYpOpO O0TNV | LTe/1.0200 OK <date>
cache bev Exet tpomortolnFei: <data>
HTTP/1.0 304 Not Modified

AikTUd EMikovwviwv I - Entimedo epappoyAg

HTTP/2

2T0)0¢: BeAtiwon tng KaBuoTtEPNoNnG o€ ALTHOELS TIOAANATTAWY OVTLKELUEVWVY

HTTP1.1: Anpoupyet moAAamAQ, ev oslpa (pipelined) GETs mavw amo pia
TCP ouUvdeon

=0 gEUMNPETNC ATIOKPLVETOL LE TN OELPA TWV attnuatwyv GET (FCFS: first-
come-first-served scheduling)

* Mg tnv oAtk FCFS, pmopel UKpA OVTIKELLEVOL VOL TIPETIEL VOL TIEPLLEVOUV TNV
puetadoon toug niow amnod peydia avtikeipeva (head-of-line (HOL) blocking)

*H avavnyn anod anwAelec (emavapetadoon xapeEvwyv TCP tunuatwv)
«TIOYWVEL» TNV LETAS00N TOU QVTLKELLEVOU

Aiktua Emikoivwviwy I - Eminedo spappoyAc
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HTTP/2

2T0x0¢: BeAtiwon Tn¢ KaBuoTtEPNOoNG o€ LT OELG TIOAAATIAWY OVTLKELUEVWV

HTTP/2: [RFc 7540, 2015] KAAUTEPN €VEALEla oTOV EEUTINPETN OTNV ATTOCTOAN
OVTIKELLEVWV OTOV TIEAQTN:

» Ta Baokad mapapévouy idla onwg oto HTTP1.1 (methods, status codes,
Baolkég kepaAideg, ...)

" H oelpd amooToANG TWV AVTIKELLEVWV KaBopiletal amo tov meAdtn (oxL
urtoxpewTika First Come First Serve (FCFS)

" push yLoL KATIOLAL AVTLKELPEVA TToU Sev £xouv {ntnOel

» To avtikeipeva dlapouvtal o mAaiola ta onola xpovo-
npoypoppatilovial wote va anogevyetal Head-of-Line (HOL) blocking

Aiktua Emikoivwvitv I - Emimedo epappoyAg 52

HTTP/2: anotpémnovtag HOL blocking

HTTP 1.1: meAdtng {nta 1 peydAo avtikeipevo (m.x., apxeio video) kat 3 pikpotepa
QVTLKELPEVA

server

/
GETO, gGeTO ﬂ
e, 3 GETO, Gero, object data requested

0,
[ ]

<0, ~ B -0

0 I 3

DE—7-e— N ~0

3 . 4

Ta avtikelueva napadibovral ue tn oewpa mou {ntndnkav :
Oz, 03, 04 HEpLMéVOUV niow amno 01 Aiktua Emikoivwvity I - Eimedo epappoyhc 53
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HTTP/2: anotpémnovtac HOL blocking

HTTP/2: avtikeipeva tepayilovtal o€ mAaiola, n petadoon mAaloiwyv yivetat
oxL oav eviaio pumAok (interleaved)

server

/
GETO, GeTO
g ¢ 3_GETO, geTo, object data requested
C"e~

[ ]
D " —
<o _—" —
| — —
T e emE= O
]
” |
” —
” — 0>
” — 0,
] N
1 ’ 0,
0,, 0;, 0, napadibovrat ypriyopa, O, napadidovrat
ypnyopa kaduaotepei Aiyo nopanavw Aixtua Emikovwviiov T - Eminedo epappoyhc

54

Ao to HTTP/2 oto HTTP/3

HTTP/2 mavw amno anAn (pia) TCP cuvdeon onpaivel:

=" H avavnyn amnod anwleleg mokETwV e€akoAouBel va
«ToywveL» (ppevapel) OAeg TG LETAOOOELG OVTLKELMEVWV

* onwg oto HTTP 1.1, ot browsers €xouv kivntpo va avoifouv
TMoAAaAEG ouvdEoelg TCP yLa val LELWOOUV TO «DPEVAPLOA» KL
va auvénoouv yevikotepa tn puBuamnddoon

= Aev uTtapyxel aodpalela mavw amo tnv TCP ocuvdeon

= HTTP/3: mpooB<tel aopaAela, EAeyxo obaAAUATWY KoL
oupdopnonc ava avikeipevo (meplocotepo pipelining) mavw
oto UDP
* MNeplooodtepa yia to HTTP/3 oto eninedo petadopdg

Aiktua Emikoivwvitv I - Emimedo epappoyAg
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Entinedo Edbappoync: emokonnon

E-mail, SMTP, IMAP

54

HAektpoviko Taxubpopeio

Tpla KUPLO CUCTATLKA HEPN:

0O MNpaktopec xpnotn (user agents)

0O E€umnpéeteg taxudpopeiou (mail servers)
Q simple mail transfer protocol: SMTP

Mpaktopac Xprnotn (User Agent)

O AnA. “mail reader” (avayvwotng
tayudpopeiou)

0O JUvBeon, emefepyaoia, avayvwon
UNVUHATWV aAAnAoypadiog

Q rm.x., Outlook, Mozilla Thunderbird, iPhone
mail client

0O E€epxopeva, eloepXOUEVA HNVU AT
amoBnkevpéva otov EUTNPETN

Tl
user
agent
mail
server
N
[
?DDDD SMTP
SMTP
| “
ﬁﬂ SMTP
mail
server
l]]lll]l T
ooooo

a7 [ N

user
agent

user
agent

outgoing
message queue

0 user mailbox

Pl
m

Tl
user

mail
server

00000

el

user
agent

Ak
user
agent

Aiktua Emikoivwviwy I - Eminedo spappoyAc
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HAeKTpOVLKO TaXLSpoLELo: e€umnpETEC TaxuOpOopELoU

(mail servers) [ ovigeing
message queue
, , il [ N 0 ilb
E€unnpeteg Taxudpopueiov c:;s:r:"r e
(Mail Servers) mail i
= Htoayudpopuikn Bupida (mailbox) mepLéxet _mserver N agent
T ELOEPYOUEVA LNVULOTA TOU XPHOTN ooooo| SMTP ‘éﬂ
\ mail =7 [N
= Oupd eEEPXOUEVWV UNVULATWV f server
aA\nAoypadiag ov npenet va otaAolv SMTP / agent
NpwtokoAo SMTP petadu Iﬁﬂ SMTP Ak,

’ 1 il user
sEunnpiT’wv ta.)iuﬁpoustou yLa tnv (ail /
QItOOTOAN emai S
= TehdTnC : e€umnPETNC TaxUSpopEiou 00000

QMOCTOAEQ a9
= «efumnpPETNG»: eEUTINPETNG TaxuSpopEiou

TIAPOANTITNG

Aiktua Emikoivwviwy I -

Emimedo epappoyhg

5§

HAektpoviko Taxubpoueio: SMTP [RFc 5321]

O Xpnotpormolel TCP ywa tnv alomiotn petadopa welient”

HNVUPATWY amo tov nehatn (e€unnpetn email mov _syr:izs
INitiate

= AmneuBeiag petadopd: anod tov eEUNNPETN AMOCTOAEQ RTT.

O Tpelg pAaoceLg TNG LETODOPAC
= Xepadia (xapeTiopog) SMTP
« HETADOPA PNVURATWY handshaking
= TEPUOTIONOG

O AAnAemntidpaon evtoAng / andkplong (6rwg to HTTP) SMTP
= eVTOAEG: kelpevo ASCII transfers
= QmoOKPLoN: KWOLKOG Katdotaong kal dpacn

“server”
SMTP server

¢ekva tn ouvdeaon) otov e€unnpetn, Bupa 25 connection "
, , \ TCP connection { >
(meAdtn) mpog tov €unnpETn MapaAnmTn

initiated -

\.

20—

HELO

L. 250 Hello

time

Aiktua Emikoivwviwy I - Eminedo spappoyAc
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Yevaplo: H AAIKN oteéAvel pnvupa otov BaoiAn

1) H AAikn xpnolLoToLEL TPAKTOPA XPOTN
(user agent-UA) yia tn ouvBeon tou
pHnvupatog “npog” vassilis@di.uoa.gr

4) O meAdtng SMTP GTEAVEL TO LAVUUA TNG
AAikng mavw armo tn ovvdeon TCP

2) O npaxktopag tng AAKNG OTEAVEL TO 5) O g€unnpetng taxubpopeiov tou
HAVUPO oToV e€UTNPETN TaxuSpoueiou BaoiAn tonoBetel to pnvupa otnv
NG, To prjvupa tonobeteitalL otnv oupd TaxuSpopk Bupida tou Baoiin
UNVUPATWV ) . ,

3) H mAeupd tou neAdtn tou SMTP avoliyet 6)0 B'OLOL}\I']C XPNOtHoToLEL t,o Biké Tou
TCP oUvbeon pe Tov umnpétn TpaKtopa yta va to dapaocel

Tayudpopeiou Tou BaaoiAn

., 4 A

el mail mail Ak

(AR
user server server r;:_f":_s‘f
cgent| D — T3 p, W o

ooooo 050

g€umnpetng ANKNG €&uMNPETNG BaoiAn

Aiktua Emikoivwviwy I - Eminedo epappoyAc

Anwn email: NpwtokoAAa poomeAAoNC TaYUOPOUELOU

SMTP SMTP 'éﬂ access ?l ,:—E,;%ﬁ
user — g
agent ANNN protocol [agent|
aoogao

ooooo
sender's mail receiver's mail
server server

= SMTP: napadoon/amoBbrikevon email otov e€umnp£tn tou mapaAnmin
= MpwtokoAAo npoomnéAaong taxudpopeiov (mail access protocol): avaktnon
Qo Tov €EUTINPETN
= IMAP: Internet Mail Access Protocol [RFC 3501]: punvupata anmoBnkevovtal cTov

egunnpétn, IMAP mapéxel Suvatotnta avaktnong, Staypadnig anobnkeuueEvwy
HNVUUATWY 0TOV EEUTNPETN

= POP: Post Office Protocol [RFC 1939]: eouctoddtnon kat «katéBacpa» (“download”)

= HTTP: Gmail, Hotmail, Yahoo! Mail, ktA. mapéyouv pia web Stemadn navw anod to SMTP

(ywa amootoAn), IMAP(POP) (yla avaktnon) Lnvupdtwy

Aiktua Emikoivwviwy I - Eminedo spappoyAc
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Entinedo Edbappoync: emokonnon

Domain Name System DNS

62

DNS: Domain Name System (2Uotnua Ovopaociac ToOpEwV)

Avpwrot: MoAAG avoyVwPLOTIKA
(tavtotnta, StaBatrnplo, AMKA, AOM..)

Atuwpévol Yriohoylotég / ApopoAoynTEg:
= I[P S1euBlvoelg (32bits) — yla
SdpopoAoynon dedopévwy
= «ovopata» , .. di.uoa.gr — mou
xpnotpormnotolv avbpwrot

Epwtnon: Nwg Ba amelkovicoupe ovopata
ot IP SteuBuvoelg kal To avtiotpodo?

Domain Name System (DNS):

QO Kataveunuévn Baon, uhomoloUEVN Ao
Lepapyia moAwv eEumnpeTwy ovouaTog

Q lMpwtokoAAo emuédou epapLoyrc:
YrioAoylotég, DNS e§unnpéteg
ETUKOLVWVOULV yLla €TIAUCH OVOUATWY
(netadpacon SteuBuvoewv/ovoudtwy)

< Znuelwon: eival Baoikn Aettoupyia
TOU KOpHOoU SIKTUOU, TToU UAoToLELTOL
o0V TIPWTOKOAO emunédou edapUoyng.

< MOAUTTAOKOTNTA OTO «AKPO» TOU
Sdwtuou.

Aiktua Emikoivwviwy I - Eminedo spappoyAc
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DNS: Yninpeoieg, doun
Yninpeoieg DNS

O Metadpaon ovopatog (hostname) oe
StevBuvon IP

O Weuvdwvupa unohoylotwv (host
aliasing) -eukoAopvnuoveuta

= Weudwvupa = Kavovikda ovopata

O Wevdwvupa eEunnpetwv
tayudpopeiou (mail server aliasing)
O Katavoun ¢optiou
= E€umnpéteg-avtiypada Web:
TIOAAEG SleuBuvoelg IP
QVTLOTOLXOUV O€ €V OVOQL

Mati OxL KEVIPLKOTIOLNEVO;

O povadiko onueio amotuyiag

O oykocg Kivnong

O QMOMAKPUGHEVN KEVIPLKOTIOLNUEVN
Baon Sedopcvwv

O ouvtipnon

A: bev kKApakwvet!
= Comcast DNS efumnnpéteg povo: 6008
DNS queries/day
= Akamai DNS gfunnpéteg povo: 2.2T
DNS queries/day

Aiktua Emikoivwviwy I - Eminedo epappoyAc
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Noapatnpnoels yo to DNS

Tepaotia KatavepnUeEvn Baon:
= ~ SLOEKATOUUUPLA EYYPAPEC

Alaxelpiletal TploskatoppUpLa queries/nuépa

= [ToAU meploootepa reads amo writes

= H atodoon ExetL tepaotia onuaocio: oxedbov
ka9 Stadiktuakn ouvadayn aAAnAemibpa

ue to DNS — onpaocia ota msecs!

OpyovwTLKA Kol PUOLKA KATAVEUNUEVN:
= EKaToppupLa SLadopETIKWY OpYaVIoUWY
dpovtilouv yla Tig eyypadEC Toug

“adlatpntn”: afomiotn, acpaing

Aiktua Emikoivwviwy T - Emimedo epappoyAg
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Katavepnuévn, lepapytkni Baon Asdopevwy

Root DNS Servers

/\

com DNS servers org DNS servers edu DNS servers Top Level Domain

/ \ | poly.edu/ uma;du

éaﬁgcggfvrzrs aDrEgzon.com thl)\lSSo;%rvers DNS servers DNS servers Authoritative
servers

Root

O meAdtng BéAeL tn StevBuvon IP yla To www.amazon.com (Lo TipwTn TPOCEYYLoN):

= O melatnc pwta évav efunnpetn pilag (root server) yia va Bpetl tov e€umnpétn DNS
com (com DNS server)

= O mehatnc pwta tov e€umtnpétn DNS com yla va mapet tov e€umnpétn DNS
amazon.com (amazon.com DNS server)

= O mnehatng pwta tov e€umtnpétn DNS amazon.com (amazon.com DNS server) yio va

T[('lpEL n 5L€L')eUVO'I’] IP Tou www.amazon.com
Aiktua Emikoivwviwy I - Emimedo epappoyhc

66

DNS: E€uninpetec ovopdtwyv pilac (Root name servers)

= £pxetal og emadn KUE AUTOV €VaC EEUTNPETNG
OVOUATWV TIoU SeV UTopEl va PeTappAoeL TO 13 €UTINPETEC OVORKTWV piZaC
Ovop pe AN TPOTTO. TIAYKOOULWG, UE TIOANATIAG
= Talpvel TNV avtiotolxio & TNV EMIOTPEDEL GTOV TOTILKO avtiypada kabevic oe Siddopa

,Egunnesm ovomatwy ) pépn (~1000 cuvoALka).
= 'H am\ad napanéumnel o€ AAAov eEUTINPETN

= [ToAU onuavrtikn Aeltoupyia tou Stadiktuou:
= To Alabdiktuo bev Ba Asttoupyoloe XwpIig authv

= DNSSEC — napéxet aopalela (aubevtikonoinon
akepaldTNTA HNVUUATOC) -‘

= |CANN (Internet Corporation for Assigned Names
and Numbers) Staxelpiletat to root DNS domain

Aiktua Emikoivwviwy I - Emimedo epappoyAc
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Top Level Domain (TLD) kat auBevtikol eEUMNPETEC

O E€umnpéeteg TopEwV avwTatou emunédou (Top-level domain (TLD) servers):

< YmevBuvol yla com, org, net, edu, aero, jobs, museums kot GAOUG TOUG AVWTATOU
emuESou Topelg xwpwy, TL.x. uk, fr, ca, jp

< H Network Solutions Statnpel e€unnp£teg yla toug .com, .net TLD

< H Educause yia tou¢ .edu TLD

O AuBevtikol e€unnpétec DNS (Authoritative DNS servers):

< OLe€unnpétec DNS evoc opyaviopoU TIOU TTAPEXOUV AUBEVTIKEG OVTLOTOLXIOELG
OVOMATWYV uTtoAoylotwy o SleuBuvoelg IP yio Toug eEUTINPETEG TOU OpPYAVIOHOU
(m.x., Web, mail)

< Mmnopel va Statnpeital and Tov opyaviopo i TAPoX0 UTINPECLWV

Aiktua Emikoivwviwy I - Emimedo egapuoyiig 68

Torukocg E€umtnpetng Ovopatwy (Local DNS Name Server)

O oOtav €vog UTTOAOYLOTHG TTPAYUATOTOLEL £va epwTnpa DNS, To EpwTnUa OTEAVETOL OTOV
Toriko e€umnpetn DNS
= O tomkog DNS anavta:
= [apéXovTag TNV aLToUEVN HeTadpaon ovopa-oe-SlevBuvaon, amo TNy TomLKA
cache twv npoodatwv {evyaplwv PeTadPpaong (Umopel va pnv sivat
evnUEPWHEVN!)
= AELTOUPYWVTOC WG Proxy, TPowbwvTaG To EpWTNUA TNV LEpap)ia
O kaOe ISP (mepidepelakog ISP, tatlpia, mavemniotriuo) €xet €vav. Na va tov Bpeite:

= MacOS: % scutil —dns
= Windows: >ipconfig /all

O O tomkog DNS 8ev avikel auotnpd otnv Llepapyia

Aiktua Emikoivwviwy I - Emimedo egapuoyig 69
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Nopadetypa petadpaons
ovopatog DNS

Mapadelypa: O unoloylotg oTo
cis.poly.edu B€AeL tn StevBuvon IP tou
gaia.cs.umass.edu

root DNS server

2
3
TLD DNS server

g——0

tl
L ' . local DNS server
Enava?\r]ntul(o EpWTNUA (I'Eerated query): s polyed
= O géunnpETng mou pwtnROnke A s 7N\ 6

QTTOVTA LE TO OVOUO TOU
€EUTINPETN TTOU MPEMEL VA
epwtnOEel

= “Aev E€pw TO OVoO OANG pWTA
QUTOV Tov gEunnpetn”

requesting host
cis.poly.edu

authoritative DNS server
dns.umass.edu

gaia.cs.umass.edu

Aiktua Emikoivwviwy I - Eminedo epappoyAc

Napadelypa LeTadpaonc
ovopatoc DNS

MNapadelypa: O urtoAoylotn¢ oto cis.poly.edu
B€éAeLtn StevBuvon IP tou gaia.cs.umass.edu

AvadpouLkd epwTnua (Recursive query):

= EvarmoB£tel to BAapocg tng
HETAPPAONG OVOLATOC OTOV
e€umtnp£tn ou pwtrOnke

* BapUL ¢optio ota avwtepa mnineda
¢ Lepapyiag (xpnotpomnoteital
TLOAU ALyOTEPO ATIO TNV TPOCEYYLON
LE ETTOVOANTITLKO EPWTNHQL)

root DNS server

TLD DNS server

tl
local DNS server
dns.poly.edu 5(14
1| l 8 @
Al =
|| J authoritative DNS server
e dns.cs.umass.edu
requesting host
cis.poly.edu

gaia.cs.umass.edu

Aiktua Emikoivwviwy I - Eminedo egappoyAg
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Npoowplvny armodnkevon (caching)

DNS mAnpodoplac Kol EVvNUEPWAN EYYpadwV

0O Otav évag e€UMNPETNG OVOUATWY HABEL pla avtiotolyia, tTnv armodnkevel
TIPOOWPLVA KOl XUECWC ETILOTPEPEL LA amoONKEVEVN avTLoToLXia 0TV TOU
{ntn0Osl.

= Caching BeATLWVEL TO XpOVO ATIOKPLONG

= Ta meplexopeva tg npoowpLvng pvnpng (cache) Ajyouv (e€aieidovral) peta anod
KAroLo xpovo (TTL)

= OLefumnnpéeteg TLD tumikd amoBnkelovTaL TPOowWPLVA O€ TOTUKOUG EEUTINPETEG
OVOUATWV

0 OLmpoowpLva amoBnKeUUEVEC eyypadEC UIMOPEL VAL LNV ELVOL EVNLEPWLEVEG

< av o name host aAAG&el IP StevBuvon, pnopel va pnv yivel yvwotod oto Atadiktuo pexpL
va Aféouv 6Aa ta TTLs

% BeéATioTnG mpoomadelag UeTappacn ovouatog-oe-dteuduvon!

Aiktua Emikoivwviwy I - Eminedo epappoyAc 72

Evvpadeg DNS

DNS: katavepnuévn Baon mou amoBnkeveL eyypadeg MOPwWV [resource records (RR)]

RR format: (name, value, type, ttl)

U Type=A (Address record) U Type=CNAME (aliasing record)
* name ival To 6vopa Tou = name &ival PeudwVupo yla KATIOLo
uTtoAoyLoTH KOLVOVLKO (TTPOYLOTLKO) OVOHa
= value sivatl n tevBuvon IP > www.ibm.com eival oTnv mpaypaTkdTnTa

servereast.backup2.ibm.com
U Type=NS (Name Server record) « value ivaL To Kavovikd dvoua
= name eival top€ag (domain) (m.x.,

foo.com)
O Type=MX (for mail server record)

= value sival to Ovopa Tou e€unnpétn
mail mou oxetiletal pe To name

= value ival to évopa umoAoyLotn
(hostname) tou auBevtikoU
€EUTINPETN OVOUATWY YLOL QUTOV

TOV TO Méa Aiktua Emikoivwviwy I - Eminedo spappoyAc 73
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Eloaywyn eyypadwv oto DNS

O Napadeypa: véa startup etatpia “Network Utopia”
O Eyypadel to 6voua networkutopia.com otov DNS registrar (m.x.,
Network Solutions)

= Mapéxel ovopata, SteuBUvVoeLg IP Tou auBevtikoU eEUTINPETN OVOUATWY
(kUplou kot Seutepeliovta)

= O registrar etoayet 800 RRs (NS kot A) otov e€unnpétn TLD com:

Domain ‘Ovopa umtoAoyioTh yia auté To Domain

(networkutopia.com, dnsl.networkutopia.com, NS)
(dnsl.networkutopia.com, 212.212.212.1, A)

Ovopa uTtohoyLoTh IP urtohoylotn

O Anpuoupyetl Tomika auBevtiko e€umnpétn Ue IP 212.212.212.1 UE eyypaPEC:
< Type A yia to www.networkuptopia.com (web server),
< Type MX ywa to networkutopia.com (mail server)

Aiktua Emikoivwviwy I - Eminedo e@appoyAg
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MnvuUpata DNS mpwtokoAAou

Ta DNS query (aitnua) kot reply (artokpion) pnvopoTa £XoUV
To 160 format:

<+—— 2bytes ——><+—— 2bytess —>

st)a}\iaa unVOW/identification | ——flags

= identification: 16 bit # ywa ait /#mns # answer RRs
N anokpLon oto ai # authority RRs | # additional RRs
XPNOtHoToLEL TO 610 #

- flags: questions (variable # of questions)

* Altnua i anokplon

* recursion gival emBupunTn

* recursion givat dtaBgoun

* H amnokplon elvat authoritative

answers (variable # of RRs)

authority (variable # of RRs)

additional info (variable # of RRs)

Aiktua Emikoivwviwy I - Eminedo spappoyAc
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MnvuUpata DNS nipwtokoAAou

Ta DNS query (aitnua) ko reply (amokpton) pnvopota £Xouv

1o (610 format:

name, type fields ylia éva aitnpa

RRs otnv amnokplon oto aitnua

records yla authoritative servers

Mo TuxoV MpocBeTn «BondnTikA»
nAnpodopia

<+—— 2bytes ——><+—— 2bytess —>

identification flags

# questions # answer RRs

# authority RRs | # additional RRs

questions (variable # of questions)

answers (variable # of RRs)

authority (variable # of RRs)

additional info (variable # of RRs)

Aiktua Emikoivwviwy I - Eminedo epappoyAc
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Entinedo Edbappoync: emokonnon

= Edappoyéc P2P

Aiktua Emikoivwviwy I - Eminedo spappoyAc
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Peer-to-peer (P2P) apyltektovikn

= Aev UTTAPXEL SLOPKWG EVEPYOC EEUTINPETNC

= Tuxalol TEPUATIKA CUCTAMOTO EMKOWVWVOUV
anevuBeiag

= OL opOTIHOL {NTOUV OO - KOl TIOPEXOUV OF
AAAOUG - OPOTLUOUG UTINPECLEG
OLUTOKALLAKWON — VEOL OPOTLUOL AUEAVOUV TO

Suva ko Tapoxng uINPECLWY Kat T {Atnon yla
UTINPECLEC

= OL opOTIOL Elval cuvdedepévol
Stakomtopeva kot aAAalouv dteuBuvoelg IP
MNapadelypata: P2P Atavoun apxeiou

(BitTorrent), Metadoon (streaming)
(KanKan), VolP(Skype)

Aiktua Emikoivwviwy I - Emimedo epappoyhc
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Atavoun apxeiou: Server-Client vs P2P

Epwtnon : NMdoog xpovog amatteitat ya tn dtavoun apxeiov
(uey€Boucg F) amo évav e€unnpétn o€ N OpOTIUOUG;

= n upload/download xwPNTIKOTNTA TOU OUOTLHOU EVOL TIEPLOPLOUEVOC TTOPOG

U XwpnTKotnTa
uploa

r eumnpétn ‘g q

u
u 1

d;: xwpntkotnTa

file, size F | download opdtipou i

server
‘ network (with abundant L’p
.,g bandwidth) u,-\ -

U XwpnTKOTNTL
upload opdtipou i

Aiktua Emikoivwvity I - Eimedo epappoyhc

79

39

2025



Xpovoc olavounc apxetou: NeAatnc - ecumnpeTng
(client-server)

O O eéunnpétnc otélvel (upload) oslplakd N
avtiypada:
= XpoOvog amooToArg evog avtiypadou: F/u, E
= Xpovog amnootoArg N avtiypadwv: NF/u,
O KaBe meAdtng mpemet va katefdoel (download) -
To avtiypado "%
= d.;, = 0 puBuog download Tou meAdtn pe
ToV eAd)LOTO pUBUO.

= xpovog download meAdtn pe Tov EAAXLOTO
pueué: F/dmin
Xpovog yia va StavepnBeito F - D > max { NF/us, F/dm,.n) }
/'

o N meAATEC xpnotulonoubvraq s
Vv npocgyylon client/server Aufavel ypappika pe to N

Aiktua Emikoivwvitwy I - Emimedo epappoyAc
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Xpovoc dlavoung apyeiou: P2P

O O €€umnpETNC MPETEL VOL AVEPATEL TOUAAXLOTOV E
! I u
éva avtiypado: :

O KaBe mehatnc npénel va katefacel to avtiypado:
< gAAXLOTOG XPOVOG KaTEBACHATOG yLa Tov TteAatn F/d,

O Owmelateg mpémnel va kKateBaoouv abpolotika NF bits

< MéyLotog cUVOALKOG puUBUGG aveBaopatog (ou epLopileL TO HEYLOTO
puBuO KaTEBAOHATOG) ElvaL: U, = U  + DU,

xpovog dtavourg tou F
o€ N meAdTeC e TNV Dp,p 2 max{F/u.,F/d, .., NF/(u,+ Su)}
P2P nipooéyyton ’

au€davel vpauuLKW
opolwg Kol auTo, Kabwg KABE opOTIUOG HEPEL LKAVOTNTA rtapO)g']q UTINPECLWV

Aiktua ETikoivwviwy I - Eminedo epappoyAc

% Xpévog F/u; g :’g
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Server-client vs. P2P: Moapadetlypa

PuBuog upload meAdtn = u, F/u=1wpa, u,=10u, d . 2 u,

Xpévog download Twv
3.5 peers pmopei va ayvon®si

| |-=Pop e
3 -o— Client-Server //,/'/' ~N/10
28 o (Dey 2 max /dm,-n) })

15 N->eo
f/ ~N/(10+N) = (10+N-10)/(10+N):1-10/(10+N@

//W “N/(10+N) « ¢ ¢ NF/(10u+Nu)
W‘“ ( Dpyp > max{F/uS,,F/dm;)

EAdxioTog Xpdvog Alavoung
Minimum Distribution Time
N

o h
o w (-
A "

T T T T T T

0 5 10 15 20 25 30 35

Aiktua Emikoivwvity I - Eimedo epappoyhg 82

P2P file distribution: BitTorrent

= 10 apxeio Stalpeital oe TpApata (chunks) twv 256Kb
= oL OMOTIHOL OTO torrent otéAvouv/AapBAavouv TUAMOTO EVOC apxeiou

tracker: mapakoAouBei Toug

OMOTLHOUG TIOU HETEXOUV OTO torrent torrent: opada opoTHWY

TIOU QVTOAAGGOOUV TUHHOTO

\ﬂ g QMS) €VOG apyeiou
| / E
£3

H AAikn pmadivet... g )
=g

... maipvel tn Alota Twv

OMOTLUWYV artd tov tracker N/

wer aKOL EEKVA TNV — g

avtaAhayr THNUATWY Tou e/ — T

OpXELOU HE TOUG OUOTLUOUG e i

oto torrent SHkrua Emkovwviiov T - Entimedo epappoyic

83
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BitTorrent

O OuoTuoG Tou cuvdéeTal oto torrent:

= Aev €xeL chunks, aAAd Ba Ta cucowpPEVOEL e
TNV dpodo Tou XPOvou amo AAAOUG OUOTIUOUG

= Eyypadetal otov tracker yla va mapelL tn Alota twv
OMOTLUWY, CUVOEETAL OE UTTOGUVOAO TWV OUOTIUWY

(«yeltoveg»(“neighbors”))

U Evw kateBalel, o opotipog avePalel chunks oge GAAOUG OMOTLUOUG

U O opotipog pmopet v aAAGEEL TOUG OROTLMOUG HE TOUG omtoioug avtaAAdooet chunks

U churn : Opotipol evdéxetal va €pxovtal Kat va pelyouv
U ‘Otav o opdtipog €xel 0OAOKANPO To apxelo, evoéxetal (eywioTika) va dUyeL f
(aAtpouiotika) va mapapeivel oto torrent

Aiktua Emikoivwviwy T - Eminedo epappoyAg
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BitTorrent: aitnon, armootoAn chunks apyeiwv

Zntwvtag Chunks

0O KaBe xpovikn otyun,
Stadopetikol opoOTLHOL EXOUV
StadopeTiko uTtocUVOAO
chunks tou apyeiou

O Meplodika, Evacg opoTIHOG
(AAikn) pwtd KAOe opoTLUO
OXETIKA HE TN AloTa Twv
chunks mou €xel

0O H AAikn otéAvel aitnon ya
ta chunks mou tng Aeimouy,
TPWTA TO OTIAVLOTEPO

(vt va yivouv Alyotepo onavia)

YtéAvovtag Chunks: tit-for-tat
L H AAikn otéAvel chunks otoug Téooeplg
OMOTLUOUC TTOU OTEAVOUV OTOV
vPnAdtepo pubuo
= AAM\OL OUOTLUOL OyVOOUVTOL OO TNV AALKN
(6€ Aappavouv chunks amnod autn)
» Emavaéloloyel toug top 4 kaBe 10 secs
W kaBe 30 secs: SLaAEyel Tuxaio GAAoV
OMOTLUO, EKLVA Vo oTEAVEL chunks
* JTOUOTAEL VO OYVOEL QUTOV TOV OUOTLUO
(optimistically unchoke)
= O VEOC OMOTLUOG TTOU ETIAEXTNKE EVOEXETOL
VOl CUULETAOXEL OTOUG top 4

Aiktua Emikoivwviwy I - Eminedo spappoyAc
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BitTorrent: tit-for-tat

(1) H AAikn “optimistically unchokes” tov BaoiAn
(2) H AAikn yivetal évag amno toug top-four mpopnBeutég Tou BaoiAn, o BaciAng avtamodidet
(3) O BaoiAng yivetal évag ano toug top-four mpounBeutéc tng ANKNG

Me vinAotepo upload rate, umopei va
Bpel kaAUutepouc eTaipouc avtaldayric
KQlL VoL TTAPEL YPNYOPOTEPQ TO QPYELO

Aiktua Emikoivwviwy I - Emimedo epappoyhc 84

Entinedo Edbappoync: emokonnon

= video streaming kat Siktua
SLaVOAG TEPLEXOUEVOU
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Video Streaming
Kot Alktua Atovopunc MepLeXOUEVOU (CDNSs) : ETILOKOTINON

= XapaKtnpLoTtika Bivieo

» Metadoon Blvteo-powv
= Buffering
= Avarmapoywyn

= DASH: duvauikr, odnyoupevn amo Tov eEAATN
pnetadoon Bvteo-ponc.

= Aiktua Atavopnc MNeptexopévou (CDNs) -
napadeiypata

Aiktua Emikoivwviwy I - Eminedo epappoyAc
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Video Streaming and CDNs: context

= Kivnon Bivteo: BaokOG KATAVOAWTHG
Internet MNopwv
* Netflix, YouTube, Amazon Prime: 80% of
residential ISP traffic (2020)

= [TJpokAnon 1: kh\pdkwon - Nwg va
g€unnpetnBboulv ~1B users?

" [lpokAnon 2: etepoyévela amss
= SLapopETIKOL XPAOTEC SLadOPETIKEC SuVaTOTNTES (TLX., 0
EVOUPHOTEG OE OXEON HE OLOUPHATEG-KIVNTEC OUOKEVEC — @ﬁuw'j
TIOAU SLOPOPETIKES XWPNTLIKOTNTEC MpooBaonc ) You
= AUON: Kotaveunpévn unoSopn emumédou epapuoyrg

Aiktua Emikoivwviwy I - Emimedo epappoyAc
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Multimedia: video

= Bivteo: aAAnAouyia elkovwy (mMAotoiwv)
miou epdavidovral pe otabepo puBuo
* T.X., 24 slkOvec-TAaiola/sec

= Yndrakn ekova: mivakag ano pixels
* KABe pixel meplypadetal pe bits

= Kwdikomoinon: xprion MAEOVACOU EVTOC
LLOLG ELKOVAC Kol UETaEU SLadoXLKWY
ELKOVWV yLa va LeLwOEeL # bits ou
aratlrouvtal yla tnv kwdlkomoinon
* Xwplkn (spatial)— evtog tng elkovag)

* Xpovikn (temporal — petal Stadoylkwv
ELKOVWV)

Xwpikn kwdikorroinon -
mapaderypa: avti yia N Tigég Tou
idlou xpwpatog (HwP), oTeile pévo
000 TIPEG: TIUA XPWHATOG (HWp) Kal
apIBudg eTTavaAfpewy TnG idia
Ting (N)

eIkova-TrAaiaio (frame) i

Xpovikn kwdikorroinon -
mapdderypa: avti va oTaAei
OAOKANPN n eikéva oTéAvovTal
pévo ol aAlayég

Kova-tTAaioio (frame) i+1

Aiktua Emikoivwviwy I - Eminedo epappoyAc
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Multimedia: video

= CBR: (constant bit rate):
Kwdkoroinon Bivteo otaBepou
puBpuou

= VBR: (variable bit rate):
Kwdlkomoinon Bivteo petafAntou
puBuou, avaloya pe To Babuo
Kwdlkomoinonc (spatial, temporal)

= examples:

« MPEG 1 (CD-ROM) 1.5 Mbps
« MPEG2 (DVD) 3-6 Mbps

* MPEG4 (often used in Internet,
64Kbps — 12 Mbps)

Xwpikn kwdikorroinon -
mrapaderypa: avti yia N Tigég Tou
idlou xpwpatog (UwpP), oTeie
MOV BUO TIMEG: TIMA XPWHATOG
(HwB) Kal apIBUSG eTTaVAAAYEWY
NG id1a TIpAg (N)

frame i

Xpovikn) kwdikorroinan -
Tapdadelyua: avTi va
oTaAei oAOKANPN N eikéva
aTéAvovTal pévo ol
ahhayég

frame j+1

Aiktua Emikoivwviwy I - Eminedo spappoyAc
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Yevaplo petadoonc arnodnkeupevou Blvteo

ATtAG oevaplo:

. ———
al
L
i

video server
(amoBnkeupévo Bivieo)

-

TeAdTNg

K0Opleg mpokAnoeLG:
O PuBpamnodoon petaty efumnpétn-nehdatn Bo petafarAetal pe To Xpovo, Aoyw UeTABAANOUEVOU
emunédou ouudopnong oto diktuo (owkia, Siktuo mpdoPaocng, Kopuod Siktuou, e€umnpétn Bivteo)
O AnwAeleg / kabuotépnon makeTwv Aoyw cuudopnong Ba kabuotepolv TN avarmapaywyn, f 6a
oénynoouv oe dptwyn otdtnTa Bivreo.

Aiktua Emikoivwviwy I - Enimedo epappoyhc

Metadoon anoBnkevpevou Bivteo

ebw otabepn))

In
8
(]
©
O
> 0
= O
S e
g8 2. video (m.x. pe Tov E
'] E .Et(xél'. TdtL pudo :
= 1. video K EYYPAPAC) 3. video eAfj$pOn, avaropdyetal otov
gyypodetal // /J niehdtn (30 frames/sec)
(x.ne30 N7/ , time
= KaBuotépnon
frames/sec) @ . SLCBOU
(UMOBETOUKE ot oo ming: auTA TN OTLYUA, O MEAGTNG

QVATIAPAYEL TIPOYEVECTEPO UEPOG TOU
Bivteo, evw 0 eEUMNPETNC OKOUN OTEAVEL
LETAYEVECTEPO UEPOC TOU PBivteo

Aiktua Emikoivwviwy I - Eminedo spappoyAc
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Metadoon amoBnkevpEvou Bivieo: MPOKANOELG

= O IEPLOPLOPOC CUVEXOUC QVATIOPOYWYNC: KATA TNV
avVaapaywyn oTov EAATH, O XPOVLOUOC
QVOTTOPAYWYNC TIPETTEL VOL CUUTTILUTTTEL LE TOV APXLKO
OUYXPOVLOUO

* ... 0AAQ, oL kaBuotepnoelg SIKTUOU elval PETAPBANTEG
(jitter), omote anatteital buffer otov meAatn wote va
LKOVOTIOLELTAL O TIEPLOPLOUOG CUVEXOUC VATIAPAYWYNG

= AAAEC TTPOKANOELG:

* AAAnAenidpaon nmeAdtn: pause, fast-forward, rewind,
jump through video

* Maketa Bivteo punopel va xaboulv, va emavapetadobolv

Aiktua Emikoivwviwy I - Eminedo epappoyAc 94

Metadoon anoBnkeupevou Bivteo: buffer avamapaywyng

avanapaywyr video otabepol pubuol otov ehdtn XQPIZ

kaBuotépnon (prebuffering) STARVATION — maywpa
petddoon video ANnyn video amno -
otaBepol pubpoy )

avaropaywyn video
otabepol pubuol otov
TteAdTn

petaBAntn
kaBuotepno
Siktbou

Cumulative data

buffered

KaBuotépnon time

avamnapaywyng
TeAdTn

= AtoUrkevon buffering) otov neAatn kat n kaGuotépnon
avarnapaywync: avtiotaduilovv thv kaduotépnon kat thv
UeTaBAnTOTNTA TNC (delay-jitter) mou eloayel to diktuo.

Aiktua Emikoivwviwy I - Eminedo spappoyAc 99
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I_I OA. U ué Ga 0 U VEXO L') q p O r,] q : DAS H MapéxelL mpooapuoyri o€ SLAPOPETIKA EUPN

1 céunnpetnc (server): e
npetng . Dynamic, Adaptive
< Slalpel to apyeio Bivteo og moANQTAQ KOpUATLOL Streaming over HTTP

< KAOe Koppatt kwdikomoleital og ToAAOUC StadopeTikoUC
puBpuoULg

< ALOPOPETIKEG KWOLKOTIOLNOELG armobnkevovTal o
SlapopeTika apyeia

< Ta apyelo amoBOnkevovtal os Stadopoug kopBouc (CDN) client

< apyeio manifest: mapexel URLs yla SLapopeTIKA KOPUATLL

Q rneAatnc (client):
< mepLodika uTtoAoyilel To eVpoc¢ Lwvng aVAUECO O TIEAATN Kol eEUTINPETN
< BaoelL Tou apyxeiov manifest, atteitol €va Koppatt kabs popa
o eTUAEVEL PLEYLOTO pUBUO KwdLkomoinong avaloya Le To eUPoG Lwvng TNG oUVOECHG Tou KABE oTyun.

o Suvapikn evadlayn avapeoa otig dlabéotpueg emhoyeg kwdikomoinong (avaloya e to Stabéoio

€UpoG LwvNng KABe oTLyun) Kat amod StadopeTikoug eEUTNPETEG
Aiktua Emikoivwvitwy I - Emimedo epappoyAc 9%

MoAupeoa cuveyxoug pong: DASH

QO “e€unvada” otov eEAATN: 0 TEAATNG ETUAEYEL

% Tote va awtnBel koppatt (amoduyn buffer over
Junderflow)

< ToV pUBNO KwbKomoinong mou Ba attnBel
(uPnAOTEPN MOLOTNTA OE CUVONKEG TEPLOCOTEPOU
SaBéotpou evpoug Lwvng)

client

< 1oV vaL autnBel to koppdtt (gite évav URL
e€unnpétn MANCLECTEPO TOU N pe LPNAOTEPO
SdlaBéotpo evpog Lwvng)

Metadoon Blvteoponc = kwdikoroinon + DASH + aroBrikeuon avamapoaywyrg

Aiktua Emikovwvity I - Emimedo egappoyic 97
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Atktua Atavopncg Meplexopevou
Content Delivery Networks (CDNs)

TTPOKkAnaon: mw¢ va dtavelpw (stream) meplexopevo (avapeoa
o€ ekatoppUpla Bivteo) oe ekatovtadec XIALAOEC
TOUTOXPOVOUC XPrOTEC;

" erttdoyn 1: povadlkog, peyaioc “mega-server”
* povadiko onpeio anotuyxiog
* onuelo Siktuaknc cupudopnong
* HaKPU LOVOTIATL TPOC ATTOUAKPUOUEVOUC TIEAATEG

..QTIAA: auti N AVon dev umopel va KALUAKWOEL

Aiktua Emikoivwviwy I - Eminedo epappoyAc

9§

Content distribution networks (CDNs)

TTPOkAnan: mw¢ va dtaveipw (stream) neplexopevo (avapeoa
o€ ekatoppUpLa Bivteo) oe ekatovtadeg XIALASEG
TOUTOXPOVOUG XPNOTEG;

» eritAoyn 2: anoBnkevon/npoodopd moAamAwY avilypadwy Twv
Bivteo o€ MOANATIAQ YEWYPOPLKA KATAVELNUEVA ONUELD
eEunnpétnoncg (CDN)

* Badeia etoywpnon (enter deep): eykataotaon CDN g€unnpetwy og MoANQ

Siktua mpoomélaong
* KOVTA O€ XPNOTEC

* 1.X., Akamai, 240,000 g€unnpéteg og > 120 xwpeg (2015) ((’\

* kovta otn Baon (bring home): HikpOTEPOG
oplOpog (6ekadeg) peyallTEPWY CUUMAEYUATWY . .
efumnpetwv oe IXP (Points of Presence) kovtd t—) Li mellg ht
(0 OxL péoa) ota SikTua TPOCTIEAAGNG NETWORKS
* 1.X., Limelight

Aiktua Emikoivwviwy I - Emimedo epappoyAc
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Akamai onpuepa:

The Akamai Edge Today

" million hits
servers per second deliveries
per day

locations || networks cities countries

Source: https://networkingchannel.eu/living-on-the-edge-for-a-quarter-century-an-akamai-retrospective-downloads/

Aiktua Emikoivwviwy T - Eminedo epappoyAg

Content distribution networks (CDNs) — mapadstypa

streaming video

= CDN: anoBnkelel avtiypada tou neplexopévou (m.x. MADMEN) otoug
kKopBouc CDN

" 0 XPAOTNG OULTELTAL TIEPLEXOUEVO, O TIAPOXOG EMLOTPEDEL manifest
* Baoel tou manifest, o meAdtng KateBALEL TEPLEXOUEVO LIE TO LEYLOTO EPLKTO pUOUO

* unopel va emAé€el Stadopetikd pubuod n aviiypado av to LovonaTtt UTtooTel
oupdopnon

Aiktua Emikoivwviwy I - Emimedo epappoyAc
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Aiktua Atavopnc Meptexopevou (CDNs)

7”7

O T7-.' ”O ver th e tO p * (service)

| g F 2Ff , F

Internet host-host emikowwvia cav unnpeoia \ i

OTT npokAnoe(¢: WG aVTILETWI(ETAL N cudOpNnon oTo AladiKTUO Ao Ta «AKPA»?
= Tumeplexdpevo va tonoBetnBel oe motdv CDN kopPo?
= Amo notov CDN kopfo va AndBet kamolo to neplexopevo? Me Tt puBud?

* Navw amnod uia IP umtodoun mou xpnotpornoleital anod ISPs
ywa thv TtapO)(I"] NG umn pEOiaC Aiktua Emikoivwvidv T - Eimedo epappoyhg
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Atktua Alavopnc Meplexopevou:
Noapadetypo NetCinema

O Bob (reAdtng) auteitat to Bivteo http://video.netcinema.com/6Y7B23V
= To Bivteo gival amoBOnkeupévo oto CDN oTn B€0N http://KingCON.com/NetCoy&B23v

1. O Bob Aappave To URL yia 1o j i
Bivreo q i
http://video.netcinema.com/6Y7B23r <= 2. 0 oUveapog hitp:/ivideo.netcinema.com/6Y7B23V

amé T oehida netcinema.com \@Kem)\ﬂsml péow Tou TotrikoU DNS (Tou Bob)
6. Afmon amd Tov eQumpEmT ToU. | O O tommkég DNS
KingCDN, Trou SiavégeTal péow eguTmnpéTng Tou Bob

HTTP /

3. ODNS 1ou netcinla erﬁmp&pa 10
h

URL
http://KingCDN.com/ 2tC6y&B23V

485. O oUvdETpOg
http://KingCDN.com/NetC6y&B23
emAVeral péow Tou KingCDN (aubevrikg

kTua Emikoivwviwy I - Emimedo epappoyhg
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Nopadetypa Netflix

Baivouv avtiypaga
AaTTAWY eKOOTEWY
Bivieo aToug CDN

Netflix servers
(Sraxeipion
Aoyaplaopwy,
TIHOAGYNGN) v NS
2.0Bob 3.To apyeio manifest AN
TEpINyEiTal OTA ETTIOTPEPE! VIO KABE

diabéaipa 2), L. armoupevo Bivieo
Netflix Bivieo P@)

1. O Bob diayeipieral
TOV Aoyapiaoué Tou
Neftflix

Gs\! 4. DASH Siavopr
@ &, f TIEQIEXOMEVOU

f’ﬂ

Aiktua Emikoivwvity I - Eimedo epappoyhg
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KedadaAato 2: Z0voyn

H emiokomnon pag twv SIKTUaKwV ePpapuroywyv Twpa oAoKANpwOnkKe!

0O APXLTEKTOVLKEG EPaPHOYNAG

= Mehdtng-e€unnpeétng . HTTP

* P2P - SMTP, POP, IMAP
O AntatAoeLg umtnpeciag pLog » DNS

gd)apuoyr']q: = P2P: BitTorrent

= aflonotia, eUpog lwvng, kKaBuoTtépnaon

O Movtélo unnpeoiog petadopdg Alktua Alavopng

. Meplexopévou
Awadiktuou PLEXOU
= oguvdeolotpedng (connection-oriented),
aglomotn: TCP
= un alomiotn, dedopevoypappata
(datagrams): UDP
Aiktua Emikoivwvitv I - Emimedo epappoyAg

U ouykekplpéva TpwTtOKoAAa:

U Bivteo Zuvexolg Ponc,
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KedpadaAato 2: Z0voyn

To 1o ONUOVTIKO: HABape yla Ta TTPWTOKOAAQ!

O Turkn avtaAAoyr HNVURATWY
altparog/andkpLong:
= O mehatng {nta mAnpodopia n
uTnpeoia
= O g€umnp£tnc amokpivetal pe
6ebopéva, KwSIKO KATAOTOONG
0 MopdEC UNVUUATWV:
= Kedalideg: media mou divouv
mAnpodopia OXETIKA UE T
6ebopéva
= AsbSopéva : mAnpodopia mou
ETILKOLWVWVELTOL

INUOVTLIKA B€patas:

L KevTpLKOTIOLNUEVO - KOTOVEUNEVO

(centralized vs. decentralized )
U akataoTatiko - PUE KATAOTAON
(stateless vs. stateful)
U kAtpakwon (scalability)
Qafomnotn - pn aflomotn
HETODOPA UNVUUATOG
U “roAumAokotnTa oTA AKPOL TOU
Siktuou”

Aiktua Emikoivwviwy I - Eminedo epappoyAc
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T€Aog Evotntag

Aiktua Emikoivwvitwy I - Emimedo epappoyAc
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