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floday’s Agenda

Introduction to Low-Power Wide Area Networks
A top-down approach in LoRaWAN MAC/LoRa PHY

Research challenges and methodology

Our work: Simulation study & Implementation study

Fundamental topics on Stochastic Processes and Markov chains
° Markov chains use cases

Apply stochastic modeling methodology to LoRaWAN channel access challenge

o “Performance analysis of the on-the-air activation in LoRaWAN”, J. Toussaint, N. El Rachkidy and A. Guitton, IEEE
7th Annual IEMCON, Vancouver, BC, 2016

o Key points from LoRaWAN protocol

o Analysis of access in LoRaWAN systems in terms of device activation procedure
o Expected delay to activation
o Expected energy consumed
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loT

A global infrastructure for the
information society, enabling advanced

services by interconnecting (physical high 55 high _
. . - = 9
and virtual) things based on existing ite =
and evolving interoperable information & © e =
: . . Short Range war 2
and communication technologies [1] o TE-D) S
() Long Range R-:;MP\ O
Proliferation Q 7 e IcHTLESS LERa'NB-'OT S
E . sigfox e

> Cisco predicts 500B devices by 2030 [2],  'ow__ & oo

Ericsson 25B by 2025 [3] Range
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Networks that can cover very large N o
areas by supporting large numbers of Coverage & ‘ Pover Consumption
extremely low-cost, low-throughput Penetratid
devices with very low power
Consumptlan [4] Transmission
. < >Bandwidth
Main characteristics ”
° Low power
° Long range Number of Radio
o Low data rates Base Stations | Chipset Costs
Radio
o CapEx, OpEx efficiency Subscription Costs
—— Short Range Cellular Long Range

[S] W. Guibene et al., "Survey on Clean Slate Cellular-1oT Standard Proposals," IEEE CIT, 2015
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The growth of interest in LPWANS
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Standardization

Semtech
Corporation

L§Ra"‘

— ,
LaRaWAN LoRa Alliance
=

ITU
(approval)

EC-GSM-loT

WEIGHTLESSW
Weightless Alliance

wWize?

Wize Alliance

IC

ETSI
(implementation)

RPMMN

Ingenu Inc.

non-3GPP
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LPWANSs: Which one?
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A lot of technologies!
s

GYNB-loT LoRa ol o1
LTE-gIﬁ ' sigfox
WEIGHTLESS“

=

[l

o
T

106
100 -

. = 82
cc.osmior  Wize? £ z ’
3 60 60 5 1
RPMM I v
20+ .
There is no one solution to rule them all _ __ | |
LoRaWAN @ Na-oT U sigfox LTE-

However, there are promising technologies
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LoRa and NB-loT complementarity

Scalability

Latency Performance

Range
Payload Length
-
» Coverage
-
QoS
BN
Deployment
Battery Life
Cost Efficiency

m—  [oRa e NB-I0T [6]R.S. Sinha et al., “A survey on LPWA technology: LoRa and NB-loT,” ICT Express, 2017

[7] K. Mekki et al., “A comparative study of LPWAN technologies for large-scale loT deployment,” ICT Express, 2019
R R R R
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LoRa in Networks beyond 2020 & 5G

The mMTC usage scenario [8]
> Vertical markets as will be described

> Network slicing approach suits the concept

eMBB
/- \_ .- 3D Video, UHD

-~ Work & play in the cloud
Smart Home - /

- VR & AR applications

Vaoice - .
- Industry automation

Mission critical applications

Smart City -~/ [
mMTC F—

- Self driving car

URLLC

Deployment options considering the part of
the network

o multi-RAT paradigm
> LoRa in the RAN, 5G as backhaul link

The concept of N3IWF [9], [10]

Option Vn"y af the
twm(

OpenEFC /
/
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_ 51 connection @
= (3GPP - B <NodeB
netwol kl Pico cell - S l-mme MME

«}’

LoRaWAN (BS/NS)

PCRF F
|

ﬁﬁ/

_n]L

.
!
1
KA
Non 3GPP T !
access natwork ANGW 7 AAA - 1oRa
Non3GPP
. Network
af——- ! o)

I
I
0, I
“ P00 Vb
% s Untrusted
- é i Non-3Gi
3GPP-Loka é
Laka base station picl,l.
paleway e
[11] R. Yasmin et al., “On the Integration of LoRaWAN With the 5G Test Network,” IEEE

\
N ) PIMRC, 2017
Option 3: As a part of eNodeB
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LoRaWAN Protocol Stack

Application

LoRaWAN (L2)

Class A

(all devices)

Regional Parameters

EU868

US915(|CN470||KR920

IN865

PHY (LoRa Modulation, FSK)

< [12] LoRaWAN™ 1.0.4 Specification, LoRa Alliance, Technical Specification, 2020 —>

[13] Low power protocol for wide area wireless networks, TU-T, Recommendation Y.4480, 2021
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LoRa Alliance Open Specification

Fully open protocol
o https://resources.lora-alliance.org/technical-
specifications/ts001-1-0-4-lorawan-12-1-0-4- LoRa Alliance®
specification S

= "
LoRa Alliance” LoRaWAN® L2 1.0.4 Specification

LoRaWAN® L2 1.0.4 Specification (TS001-1.0.4)

Authored by the LoRa Alliance Technical Committee

A set of specifications that define device classes,
activation procedures, over the air
communication, backend interfaces, etc.

Technical Committee Chair and Vice-Chair:
AYEGIN (Actility), O.SELLER (Semtech)

Editors:
T.KRAMP (Semtech), O.SELLER (Semtech)

Contributors (in alphabetical order):

ABERTOLAUD (Gemalto), | CALABRESE (A2A Smart City), JCATALANO (Kerlink),
J.DELCLEF (ST jics), V. DELPORT (Mi ip Technology), P.DUFFY (Cisco),
F.DYDUCH (Bouygues Telecom), TEIRICH (Semtech), LFERREIRA (Orange), Y.GAUDIN
(Keriink), 8.GHARQUT (Orange), O.HERSENT (Actility), AKASTTET (Birdz), D.KJENDAL
(Senet), V.KLEBAN (Everynet), J KNAPP (Semtech), TKRAMP (Semtech), M.KUYPER
(Semtech), PKWOK (Objenious ), MLEGOURIEREC (Sagemcom), CLEVASSEUR
(Bouygues Telecom), MLUIS (Semtech), MPAULIAC (Gemalto), P.PIETRI (Orbiwise),
O.SELLER (Semtech), D.SMITH (MultiTech), N.SORNIN (Semtech), R SOSS (Acility),
J.STOKKING (The Things Network), T.TASHIRC (M2B Communications), D.THOLL
(Tektelic), P.THOMSEN (Orbiwise), A.YEGIN (Actility)

Two current versions
° 1.0.4 (latest, and last of 1.0.x family)
[e) 1'1 72 Sl;fﬁs?g‘;?;;si%m

o eventually, they will converge

JHE2ARITARCIBLABRTLAIBEES & Sk

Thanks to openness, publicly available codebases
o e.g., https://github.com/search?g=lora

92020 LoRa Allance® Fage 20190 e
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LoRaWAN Protocol Stack

Application

LoRaWAN (L2)

Class A

(all devices)

Regional Parameters

EU868|[US915| [CN470(|KR9S20 || IN865

PHY (LoRa Modulation, FSK)

[12] LoRaWAN™ 1.0 4 Specification LaRa Alliance Technical Specification, 2020
<—_[13] Low power protocol for wide area wireless networks, ITU-T, Recommendation Y.4480, 202
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SERIES OF ITU-T RECOMMENDATIONS

Seres A Organization of the work of ITU-T

SeresD  General tariff principles

SenesE Overall network operation, telephone service, service operation and hun
SenesF Non-telephone telecommunication services

Series G Transmission systems and media, digital systems and networks
SeresH  Audiovisual and multimedia systems

Seres I Integrated services digital network

Series]  Cable networks and transmission of felevision, sound programme and of
i

Series K Protection against inferference

Senes L Environment and ICTs, climate change. e-waste, energy efficiency; con
and protection of cables and other elements of outside plant

SeriesM  Teleconmmnication management. including TMN and network mainten
Series N Mak i ional sound progr: d television

Senes O Specifications of measuring equipment

Senes P Terminals and subjective and objective assessment methods
Series Q  Switching and signalling

Seres R Telegraph transmission.

Series 5 Telezraph services terminal equipment

Series T Terminals for telematic services

Series U Telegraph switching

Series V' Data communication over the telephone network

ITU-T Y-SERIES RECOMMENDATIONS

ETWORKS, INTERNET OF THINGS AND SMART CITIES

‘CLOBAL INFORMATION INFRASTRUCTURE, INTERNET PROTOCOL ASPECTS, NEXT-GENERATION
N

GLOBAL INFORMATION INFRASTRUCTURE
General

Y.100-¥.199
Services, applications and middleware ¥.200-¥ 299
Netwrork aspects Y300-¥.399
Interfaces and protocols YADO-Y 499
Nuwbering, sddressing and naming ¥.500-¥.599
Operation, sdministration and maintenance Y 600-Y 639
Security Y700-¥.759
Performances Y.800-¥.859

INTERNET PROTOCOL ASPECTS
General ¥.1000-Y.1099
Services and applications TI00-Y.1189
Architeche, access, metwork capsbilities and resource management Y.1200-Y.1299
Trazspert Y.1300-Y.1399
Interworking ¥ 1400-Y 1499
Quality of service and nefwork performance Y1500-Y.1599
Signalling Y.1600-Y.1699
Operation, sdministration and maintenance Y1700-Y 1799
Charging ¥ 1800-Y 1899
PV over NGN Y.1900-Y.1999
NEXT GENERATION NETWORKS
Fremeworks and fimctiona] architecture models ¥2000-Y 2099
Quality of Service and performance ¥2100-Y 2199
Service aspects: Service capabilities and service architecture Y.2200-Y.2249
Service aspects: Inferopersbility of services and networks in NGN Y 2250-Y 2299
Enbancements to NGN ¥ 2300-Y 2399
‘Netwrork management Y2400-Y.2489
power networks Y2500-Y.2599
Packet-bazed Networks Y.2600-Y.2699
Security ¥2700-Y 2799
Generalized mobility Y2800-Y.2899
Cartier grade open environment ¥2900-Y.2999
FUTURE NETWORKS Y.3000-Y.3499
CLOUD COMPUTING Y3500V 3589
BIGDATA Y3600-Y.3799
QUANTUM KEY DISTRIBUTION NETWORKS .3800-Y.3999
DNTERNET OF THINGS AND SMART CITIES AND COMMUNITIES
General Y 4000-Y 4049
Definitions and terminologies YADSO-Y 4089
Requirements and use cases YA100-Y 4249
Infrastruchs it and nstk X 4250-Y 4399

e e memrnon e
Services, oy ey TS0y 4659
Mensgement, control and performance YATO0-Y 4799
Identification and secmity Y 4800-Y 4899
Evaluation and assessment Y 4300-Y 4999

International Telecommunication Union

ITU-T Y.4480

TELECOMMUNICATION (11/2021)
STANDARDIZATION SECTOR
OF ITU

SERIES Y: GLOBAL INFORMATION
INFRASTRUCTURE, INTERNET PROTOCOL ASPECTS,
NEXT-GENERATION NETWORKS, INTERNET OF
THINGS AND SMART CITIES

Internet of things and smart cities and communities —
Frameworks, architectures and protocols

Series X Data networks,_open sustem, icati dsacurity
= Global information infrastructure, Tnternet protocol aspects, next generation nerrorES s

Tnternet of Things and smart cities
SeriesZ  Languages and gencral soffware aspects Tor felecommumcaton systems

5/20/2022

Low power protocol for wide area wireless
networks

Recommendation ITU-T Y.4480
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LoRaWAN Protocol Stack

— ——

_— o~

< Application >

~—_ ___—

——— —

LoRaWAN (L2)

Regional Parameters

Class A

(all devices)

EU868|[US915| [CN470(|KR9S20 || IN865

PHY (LoRa Modulation, FSK)
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Applications

Semtech Corporation (LoRa) LoRa Alliance (LoRaWAN)
o Critical V Mass-scale ° The “smart” paradigm
° Industrial, Enterprise, Consumer applications ° Smart agriculture

o Smart buildings
o Smart cities

o Smart industry
> Smart logistics

o Smart utilities
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LoRaWAN Protocol Stack

Application

e —
— — — s

/ LoRaWAN (L2)

.wes)

Regional Parameters

EU868|[US915| [CN470(|KR9S20 || IN865

PHY (LoRa Modulation, FSK)
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LoRaWAN: star-of-stars topology

=5 e )
" B
-

- @
End Device (ED) - \_ @ @
Gateway (GW) 0
Network Server (NS)
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LoRaWAN device classes

fA

UL DL1 DL2 Class A

—+ ¥

Delay for
DL1

\
A 4

Delay for DL 2

fA
Class A

y UL DL 1 DL2 | extra DL extra DL extra DL
Class B

—~+Y

Delay for < Ping period >
DL 1

3
Y

Delay for DL 2

Y

A

Beacon frame period

Class A
UL C-DL DL1 C-DL DL2 | Continuous DL (C-DL) next UL Class C

Delay for
DL1

N
Y

Delay for DL 2
R R R R

5/20/2022 NKUA, DEPARTMENT OF INFORMATICS & TELECOMMUNICATIONS




DEPARTMENT OF
INFORMATICS +
TELECOMMUMNICATIONS

HELLENIC REFUBLIC
National and Kapodistrian d
University of Athens

LoRaWAN Protocol Stack

Application
, o>
1.868.1: SF7BW125 pexpt SF12BW125 B
LoRaWAN (L2) et
2.868.3: SF7BW125 puéxpt SF12BW125 kat L g
SF7BW250 -
Class A Class B Class C 3.868.5: SF7BW125 péxpt SF12BW125 g
(all devices) (ping slots) (continuous) B .

4.867.1: SF7BW125 péypt SF12BW125

Regional Parameters 5.867.3: SF7BW125 péypL SF12BW125
~ ©
/ ) 6.867.5: SF7BW125 péypt SF12BW125 T2
( EU868 ) US915( [CN470| [KR920 || IN865 —
\ 7.867.7: SF7BW125 uéypt SF12BW125 pd
N / —
8.867.9: SF7BW125 péypt SF12BW125 =

PHY (LoRa Modulation, FSK) 9.868.8: FSK
* For DL, channels are the same, plus a high

power channel of 0.5W at 869.525MHz with
SF9BW125
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LoRaWAN Protocol Stack
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Application

Class A

(all devices)

LoRaWAN (L2)

Regional Parameters

EUB68||US915||CN470||KR920 || IN865
— e
// \\
< PHY (LoRa Modulation, FSK)
\ /
S— R
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LoRa: an implementation of Chirp Spread Spectrum (CSS)

CSS: an implementation of Spread Spectrum (SS)

SF—> chip sequence: # of bits used for a symbol
o in CSS context: symbol == chirp
o # of ways to encode information:

Spreading Factor (SF): # of times the signal has been spread
chip: the way to encode information in spread spectrum systems

ZSF

Symbol rate: Rg = ;T‘j,, where R is the chip rate (R, = BW)

SF —— Input Signal

. : 2
Duration Ts: the reciprocal of rate, Tg = — ——Spread Signal
c

Bit Rate: R), = — z
T o

FEC is implemented in LoRa: Rate Code = ﬁ, CR={1,2,3,4} 3
. 4  BwW i
Bit Rate: Rp = SF * —— * —¢ E

Bandwitdth (BW)

5/20/2022 NKUA, DEPARTMENT OF INFORMATICS & TELECOMMUNICATIONS 21
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The Data Rate V Range trade off
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Data Rate: Ry, = SF *

4

BW

4+CR

%

ZSF

Receiver Sensitivity: Scapm) = —174 + 10 loglO(BW(HZ)) + NFgpy + SNRgp) | SF SNR(@B).
SF7 -7.5

—_—

Data Rate (bps

5/20/2022

6000

5000

4000

3000

N
o
o
o

1000

152

—Data Rate

T
CR=1)

(
——Data Rate (CR = 2)
Data Rate (CR =3)
—Data Rate (CR = 4) i
-«-Rx Power (Tx Power = 14dBm, NF = 6dB) .

r“

- 150

-1 148

8 9 10

Spreading Factor

SF8 -10
SF9 -12.5
SF10 -15
SF11 -17.5
SF12 -20
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Protocol stack inside architecture’s nodes

End Device Data flow
@annnns » Control flow
<= = =» Server-side internal communication
Application layer
(sensor App)
Application Server
i Network Server Aaijelllszgsrr:“lea:ter
e Network (Server side of
(ED side) A management sensor App)
1 U (Control plane) Join Server
Regional :  LoRaWAN 0SIL4 0S| L4 _
Parameters GateWay Gesops Security control
: OSILA 61 14 Ll L e osll4  0sI L4
Y (UDP)
.
LoRa Modulation | o
e OS5I L1-2-08SI L1-2-
3 3
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Research work: challenges

Robust PHY, e.g., [14]

ED activation, e.g., [15]

Transmission’s parameters configuration (ADR algorithm): TP, CF, SF, BW, CR (“nuts and bolts”), e.g., [16], [34]
Node (ED, GW) placement, e.g., [17]

Multiple access and transmission scheme, e.g., [18], [19], [20], [21], [28]

Mobility and roaming support, e.g., [22]

ED’s energy efficiency, e.g., [23], [32], [34], [35]

Information management, e.g., [24]

End-to-end cross-layer security, e.g., [25], [26], [39]

Combinations
° parameters configuration + node placement = spatial coverage, range, path loss models, e.g., [27], [36], [37]

o collective study of EDs’ power consumption = system lifetime, e.g., [28]

o robust PHY + parameters configuration + multiple access = successful reception, scalability, e.g., [20], [21], [33], [34], [35], [36], [38]
o advanced information management = utilization of ML algorithms, e.g., [29]

o advanced parameters configuration = resource allocation, network slicing, SDN, e.g., [30]

o distributed security = applicability of blockchain protocols, e.g., [31]

5/20/2022 NKUA, DEPARTMENT OF INFORMATICS & TELECOMMUNICATIONS 24




DEPARTMENT OF
INFORMATICS +
TELECOMMUMNICATIONS

HELLENIC REFUBLIC
National and Kapodistrian d
University of Athens

Research work: methodology

Analytical studies Simﬁ'itionkswdi_‘:_s Real Deployments
) > Network-specific )
o Fast Fourier Transform, e.g., [14] - ns3, e, [17], 28], [30] > Environment of ED and GW
> Markov Chain, e.g., [15] © OMNeT++ g, [34] (Outdoor/Indoor) — Mobility
, > WSN-specific (none/low/high/medium) —
> Type —A, — B uncertainty, e.g., > Cooja Number of EDs
20 . . :
[20] - - O Z‘j;i'a'\r"bon (low/high/medium)
> Kruskal-Wallis testing, e.g., [22] - LoRa/LoRaWAN-specific > Indoor-to-Indoor (121) - fixed position
o Security Analysis, e.g., [25], [26], - MATLAB, e.g., [18], [19], [23] —1GW covering 15 EDs, e.g., [28]
[39] > Scilab, e.g., [15] ° 020 Suburban — high mobility — low
- > Python (SimPy) number of EDs, 121 — fixed position —
> Federated Learning, e.g., [29] - LoRaSim and its successors, e.g., [16], [20] n;gdiulrg nuzrgberzzf E[z);, etc., e.g.,
° Game Theory, eg, [30] o LoRa-FREE, e.g., [21] [ ]r [ ]I [ ]) [ ]') [ ]
. ° LoRa-MAB, e.g., [35] > Advanced scenarios
o Markov Decision Process, e.g., > Java
132] - LoRaSim, e.g., [36] o water-to-land, e.g., [27]
) ) > Domain-specific  underground-to-land, e.g., [37]
Stochastic Geometry, e.g., [33] > ML, e.g., Tensorflow [29] > satellite-to-land, e.g., [38]

° Blockchain, e.g., Ethereum client [31]

5/20/2022 NKUA, DEPARTMENT OF INFORMATICS & TELECOMMUNICATIONS
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CupCarbon simulations
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//Transmitter
atget id id
getpos pos
loop

battery btr
areadsensor sensorValue
rdata $sensorValue a b temp
data p $id $pos $btr $temp
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delay 3600000
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The implemented testbed

The Things Node:

o

o

o

o

The Things Uno

o

o

o

o
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RN2483 LoRa module
MEGA32u4 processor
printed antenna

MMAS8652FC
accelerometer

MCP9804 temperature
sensor

NOA1212 light sensor

button for event
triggering

LED
3 AAA batteries

RN2483 LoRa module
MEGA32u4 processor
printed antenna

LED
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Sl Ko Bk
State Transition Diagram

activate
(OTAA
or

ABP)

powerOn >

join accept ,
create UL packet open DL windows
reset
sleep period over
or close DL windows
event detection
Based on “TheThingsNetwork.h”, “TheThingsNode.h” Arduino libraries stored in EDs
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TELECOMMUNICATIONS
Sending UL/DL message
\ o
A
L 3
¢ '
] Publisher (UL)
Subscriber (DL)
\ \ Subscriber (UL)
(] (] Publisher (DL)
' A |
o - II117
' topicW
) Broker [
(] : topicY |
[
L] \
mosquitto_pub -h <HOST> -p <PORT> -u <USERNAME> -P <PASSWORD> -t <TOPIC>
mosquitto_sub -h <HOST> -p <PORT> -u <USERNAME> -P <PASSWORD> -t <TOPIC>
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TELECOMMUNICATIONS
v3
application-1 application-n
@ttn @ttn
devices
device-1 device-2 ' ' ' device-n
down join location service up
ack failed nack push queued replace sent solved data
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Wireshark capture

No. Time Source Destination Protocol Length Info

1
TINNS 2 46 5.530079403 52.169.76.255 192.168.1.11 MQTT 633 Publish Message
MQTT topic = [testing_application_2/devices/testing_node/up]
4 Frame 46: 633 bytes on wire (5064 bits), 633 bytes captured (5064 bits) on

interface any, id O
5 Linux cooked capture
6 Internet Protocol Version 4, Src: 52.169.76.255, Dst: 192.168.1.11
7 Transmission Control Protocol, Src Port: 1883, Dst Port: 35874, Seq: 5, Ack
1, Len: 565
5 [3 Reassembled TCP Segments (568 bytes): #42(1), #44(2), #46(565)]
9 MQ Telemetry Transport Protocol, Publish Message
MQTT Header Flags: 0x30, Message Type: Publish Message, QoS Level: At most
QoS class once delivery (Fire and Forget)
11 Msg Len: 565
12 Topic Length: 45
13 Topic: testing_application_2/devices/testing_node/up
MESSEBE . Message: @HI2EL70705£696422322274657374696e67556170706¢69 . ..

secaa S
“app_id”: “testing_appli...
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Management Platforms

Tago([3) ‘

THE THINGS

NETWORK

gl \icrosoft
Wl Azure
I0T

[ 1 ThingSpeak
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Storing the data

— &) influxdb
O

CSsv

0 & ®g
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Visualization

Tago([®) @ .

Grafana

matpl:tlib

localy) [ 1ThingSpeak

(locally)
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Docker setup as Proof-of-Concept

-0
s
=
M = | D
Node-RED @ Grafana
localhost:1880 localhost:8086 localhost:3000
Network
Docker
Host OS
Infrastructure
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Node-RED flow

@ Flowi 1 Fiow 2 Flow 3 Ml = it debug i -
» commen [ christos (sub) 5 storeTolnfuxDB f uplink I - T selected nodes | | @
» function e 2 .
) . hristosiup - mag - Obje
- T L i i { topic: “vaerkair.
application@ttn/de.”, payload: ebject,
» sequence qos: 8, retain: false, msgid:
“daafanaz. 7aze1” }
~ [parser 1756 P node: SHFTILIS Tacss

¢ { payload: object, _msgid:

DE’ TIN_RED a
"daafenaz.7a2e1" }

e SR :

9 kon  © : "v3fworkshop-

§ OEI TTN_GREEN a applicationgttn/de.”, payload: object,
:E,T: 1 qos: 8, retain: false, _msgid:
- "215cae6d.6889c2" }

neg : Object

H

1P node: 45b034S0.Ghdfat

23FM mode: SHETHLLS Tacad.

v { payload: object, msgid:

» storage "Z15cae64.6009c2" }
do: Asbosdsn shdtas
P — sichresiomlup - mag - Obje

»{ topic: "v3jworkshop-
application@ttn/de_*, payload: ohject,
qus: 8, retain: false, msgid:
“5471e8599 9598fc" ]

CCIEEER
» formats
 uashboard C ol
4 omatter (- < atistos (out) ||

OEI TIN_YELLOW . - i 2 So0 e node: SHETRLIS Tacsd
) C J ) S
. +{ payload: object, msgid:
b =1 o omm|

"5471e599.9598fc" }

M mode: 460450, Ebdfas

ks MBI IR | mSg | Obje

DE n"—m a +{ topic: "v3jworkshop-
applicationgttn/de.”, payload: abject,
qos: @, retain: false, _msgid:

m! "dda2csad.548288" }

21102022, %

56 M node: SbATILLS Tacae

neg - Oy
v{ payload: object, msgid:
"dd42cs8d.540288" }

bcrsds0 shdfad

caton sinaiup : mag : Objec

»{ topic: "w3fworkshop-
application@ttn/de.®, payload: object,
qos: 8, retain: false, msgid:

[—]EI TTN_WHITE a "778745€1.937dBc" }
210022, 84442 EA noude; SLETELLS TacSd
«| | *{ payload: object, msgid:

77874521 93fdBc" }
-0+ =
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An instance from InfluxDB

h Terminal Tabs Help

File Edit Vie

christos@christos-optiplex-7050: ~ x christos@christos-optiplex-705 x christos@christos-optiplex-7050: ~ x christos@christos-optiplex-7050: ~ x
2622-82-14714:32:16. 3605599207 8.0514565 workshop-application 4136 125888 868.5 -s8 4/5 260BE14E christos interval nkua-gw-1 ECgAfga¥ -58 v3/warkshop-application@ttn/devices/christos/up
2022-82-14T14:33:21.8610364827 B.0514563 workshop-application 4136 12508 867.1 -67 4[5 266BE14E christos interval ECgAFQeY -67 v3/warkshop-application@ttn/devices/christos/up
2822-82-14T14:34:33.3531745467 0.851456s workshop-application 4136 125000 B67.3 -50 4/5 Z68BE14E christos interval ECgAFgeY -50 v3/workshop-application@ttn/devices/christos/up
2022-02-14T14:35:44.752257647 0.051456s workshop-application 4136 125000 867.5 57 4/5 266BE14E christos interval ECgAFgee -57 v3/workshop-application@ttn/devices/christos/up
2022-82-14T14:36:56. 2483833477 B.0514565 workshop-application 4136 125060 868.1 -66 4[5 266BE14E christos interval ECgAfQee -66 v3/warkshop-application@ttn/davices/christos/up
2022-82-14T14:38:67. 7317624662 B.0514563 workshop-application 4136 125080 868.5 -6a 4[5 266BE14E christos interval ECgAFQee -60 v3/warkshop-application@ttn/devices/christos/up
2822-02-14T14:30:19.2200538607 ©.851456s workshop-application 4136 125000 868.3 -63 4/5 Z68BE14E interval ECgAFQee -63 v3/workshop-application@ttn/devices/christos/up
2022-02-14T14:40:30.6105240507 B.051456s workshop-application 4136 125000 867.1 63 4/5 266BE14E interval ECgAFQee -63 v3/workshop-application@ttn/devices/christos/up
2022-62-14T14:41:42. 1418757872 0.8514565 workshop-application 4136 125080 867.9 -s9 4[5 266BE14E interval ECgARQee -59 v3/warkshop-application@ttn/devices/christos/up
2022-82-14T14:42:53 686812867 B.0514563 workshop-application 4136 125080 867.3 -61 4[5 266BE14E interval ECgAFAce -61 v3/warkshop-application@ttn/devices/christos/up
2822-02-14T14:44:05.001862607Z ©.851456s workshop-application 4136 125000 B67.7 -52 4/5 Z68BE14E interval ECgAGAee -52 v3/workshop-application@ttn/devices/christos/up
2822-02-14T14:45:16.5168840427 B.8565765 workshop-application 4136 125880 868.5 53 4/5 26BBE14E interval ECgAGQer -53 w3/workshop-application@ttn/devices/christos/up
2022-62-14T14:46:28.08736887 _ 0.8514563 workshop-application 4136 125080 867.5 68 4/5 260BE14E interval ECgAGAex 60 v3/warkshop-application@ttn/devices/christos/up
2022-82-14T14:47:30. 4BOB78081Z B.0514563 workshop-application 4138 125080 867.0 71 4[5 266BE14E interval ECIAGASD -71 v3/warkshop-application@ttn/devices/christos/up
20822-82-14T14:48:50.07084380Z ©.856576s workshop-application 4136 125880 868.3 -67 4/5 268BE14E interval ECQAGQFE -67 v3/workshop-application@ttn/devices/christos/up
2822-02-14T14:50:02.361248605Z B.051456s workshop-application 4136 125000 867.7 51 4/5 266BE14E interval ECgAFWTE -51 v3/workshop-application@ttn/devices/christos/up
2022-62-14T14:51:13.857753138Z 0.8514565 workshop-application 4136 125080 868.5 52 4/5 260BE14E interval ECgAFurQ -52 v3/workshop-appLication@ttn/devices/christos/up
2022-82-14T14:52:25. 3545122472 B.8514563 workshop-application 4136 125080 867.3 -85 4[5 266BE14E interval ECoAFwiH -65 v3/warkshop-application@ttn/devices/christos/up
2022-82-14T14:53:36.8595655937 0.8514565 workshop-application 4136 125000 868.3 -53 4/5 26BBE14E interval ECQAGQfd -53 v3/workshop-application@ttn/devices/christos/up
2822-82-14T14:54:48.35020833357 0.851456s workshop-application 4136 125000 B67.0 -54 4/5 Z6BBE14E interval ECQAGQF] -54 v3/workshop-application@ttn/devices/christos/up
2022-62-14T14:55:50.834142404Z 0.0514565 workshop-application 4136 125080 868.3 51 4/5 260BE14E interval ECgAGAF] -51 v3/workshop-appLication@ttn/devices/christos/up

workshop-application 4136 125888 867.7 -53 4/5 268BE14E
workshop-application 4136 125009 867.3 -63 4/5 260BE14E
2022-82-14T14:50:34.306753161Z 9.0565765 workshop-application 4130 125088 B67.5 -53 4/5 268BE14E
2022-82-14T15:08:45.69941267  B.0514565 workshop-application 4136 125808 867.1 53 4/5 268BEL4E
2022-82-14715:01:57.103803157Z B.0514565 workshop-application 4136 125806 868.3 -55 4]5 260BE14E

interval
interval
interval
interval
intarval

ECgAFQFp -53
ECgAFwfp 63
ECIAFwfv -53
ECgAFQfs -53
ECQAFQfS -55

v3/workshop-applicationBttn/devices/christos/up
v3/workshop-applicationBttn/devices/christos/up
v3/workshop-application@ttn/devices/christos/up
4 v3/workshop-application@ten/devices/christos/up
v3/workshop-application@ttn/devices/christos/up

2622-02-14T15:03:08.6006979937 B.0514565 workshop-application 4130 125000 867.9 -59 4/5 2608E14E interval ECIAFgqC -50 v3/workshop-application@ttn/devices /christos/up
2622-02-14T15:04:20. 2851018762 0.0514565 workshop-application 4136 125000 868.5 -53 4/5 260BEL4E interval ECgAFggC -53 v3/workshop-application@ttn/devices/christos/up
2022-02-14T15:05:31. 7760716267 0.0514565 workshop-application 4130 125000 867.9 -72 4[5 260BE14E interval ECTAEggl -T2 v3/workshop-application@ttn/devices/christos/up
2022-02-14T15:07:54. 7530227437 0.0514565 workshop-application 4130 125000 868.3 -s8 4[5 2608E14E interval ECIAEgqC -58 v3/workshop-application@ttn/devices /christos/up
2622-02-14T15:00:06. 2408496067 B.0514565 workshop-application 4130 125000 867.5 -66 4/5 2608E14E interval ECIAEQFS -66 v3/workshop-application@ttn/devices/christos/up
2622-02-14T15:16:17.732005272Z 0.0514565 workshop-application 4139 125000 867.3 -6 4/5 260BEL4E interval ECIAEGF2 -68 v3/workshop-application@ttn/devices/christos/up
2622-82-14T15:11:20.2274311767 8.8514565 workshop-application 4138 125680 867.3 -55 4[5 268BE14E interval ECTAEQF2 -55 v3/workshop-application@ttn/devices/christos/up
2022-02-14715:12:40.717225522  0.0514565 workshop-application 4130 125000 867.9 -63 4[5 2608E14E interval ECIAEQF2 -63 v3/workshop-application@ttn/devices /christos/up
2622-02-14T15:13:52. 2105806957 B.0514565 workshop-application 4130 125000 868.3 -61 4/5 2608E14E interval ECIAEGFv -61 v3/workshop-application@ttn/devices/christos/up
2622-92-14T15:15:03.714067918Z 8.8565765 workshop-application 4139 125000 868.5 -61 4/5 260BE14E interval ECIAEgfp -61

2622-82-14T15:16:15. 1078168187 B.8514565 workshop-application 4138 125680 867.5 -65 4[5 268BE14E interval ECTAEgfp -65 v3/workshop-application@ttn/devices/christos/up
2022-02-14T15:17:26.5034916487 0.0514565 workshop-application 4130 125000 867.5 -61 4[5 2608E14E interval ECIAEQfp -61 v3/workshop-application@ttn/devices /christos/up
2622-02-14T15:18:38.103611972  0.0514565 workshop-application 4130 125000 868.5 -65 4/5 2608E14E interval ECIAEGF] -65 v3/workshop-application@ttn/devices/christos/up
2622-92-14T15:10:40.6321541222 8.8514565 workshop-application 4138 125000 867.3 -6 4/5 260BE14E interval ECIAEgfp -60 v3/workshop-application@ttn/devices/christos/up
2622-02-14T15:21:01.075717106Z 0.0565765 workshop-application 4139 125000 867.1 -61 4[5 260BEL4E interval ECIAEGF] -61 26.198 v3/workshop-application@ttn/devices/christos/up
2022-02-147T15:22:12.567165244Z 0.0514565 workshop-application 4130 125000 868.3 -68 4[5 2608E14E interval ECIAEQF) -68 .25 20.19 v3jworkshop-application@ttn/devices/christos/up
2022-02-14T15:23:24.0576965197 B.0514565 workshop-application 4130 125000 867.1 -63 4/5 2608E14E interval ECIATwF]) -63 75 20.19 v3/workshop-application@ttn/devices/christos/up
2022-D2-14T15:24:35.5547754662 0.0514565 workshop-application 4138 125000 867.7 -63 4[5 260BE14E interval ECIAYwF] -63 .5 20.19 v3/workshop-application@ttn/devices/christos/up
2622-02-14T15:25:47.046208427Z 0.0514565 workshop-application 4139 125000 868.3 -61 4/5 260BEL4E interval ECIAagfd -61 .5 26.13 v3/workshop-application@ttn/devices/christos/up
2022-02-14T15:26:58. 5422004237 0.0514565 workshop-application 4130 125000 868.1 -s7 4[5 2608E14E interval ECIAWWTH -57 0.25 20.86 v3/workshop-application@ttn/devices/christos/up

2022-82-14T15:28:10.0333898127 B.0514565 workshop-application 4138 125886 867.9 -68 4]5 260BE14E interval
2022-82-14715:20:21.5245246617 B.0514565 workshop-application 4138 125888 867.7 -57 4]5 268BE14E interval
2022-82-14T15:38:33.0362348287 0.0514565 workshop-application 4130 125088 B7.7 -54 4/5 268BE14E interval
2022-82-14T15:31:44.4103005177 B.051456s workshop-application 4138 125608 867.5 a7 4]5 26BBE14E interval
2022-82-14715:32:55.088048631Z B.0514565 workshop-application 4138 125888 867.7 a7 4/5 268BE14E interval
2022-82-14715:34:67.3084152027 B.0514565 workshop-application 4138 125808 867.3 -53 4]5 268BE14E interval
2022-82-14T15:35:18.880242504Z ©.0514565 workshop-application 4139 125088 B67.1 -51 4/5 268BE14E interval
2022-82-14T15:36:30. 3884242927 B.051456s workshop-application 4138 125608 867.5 43 4]5 26BBE14E interval
2022-82-14T15:37:41.8989072867 B.0514565 workshop-application 4138 125888 867.3 a7 4/5 268BE14E interval
2022-82-14T15:38:53.37176246887 B.051456s workshop-application 4138 125808 858.3 -48 4]5 268BE14E interval
2022-82-14T15:48:64.861105742 ©.0514565 workshop-application 4130 125088 B67.1 -51 4/5 268BE14E interval
2022-82-14T15:41:16.355704747  B.051456s workshop-application 4138 125688 867.3 -54 4/5 268BEL4E interval
2022-82-14115:42:27.0456514407 B.0514565 workshop-application 4138 125808 868.1 53 4/5 268BE14E interval
2022-82-14715:43:30. 4420318547 B.051456s workshop-application 4138 125808 858.3 -51 4/5 268BE14E interval
2022-82-14715:44:50.035234885Z B.0514565 workshop-application 4138 125088 867.7 -52 4/5 268BE14E interval
2022-02-14T15:46:62.426670521Z 0.056576s workshop-application 4124 125086 867.5 -66 4/5 260BEL4E interval
2022-82-14T15:47:13.022066865Z B.0514565 workshop-application 4124 125888 868.3 66 4/5 268BE14E interval
2022-82-14T15:48:25. 4288413767 B.056576s workshop-application 4124 125888 867.9 -68 4/5 268BE14E interval
2022-82-14715:49:36.025748634Z 0.0514565 workshop-application 4124 125008 867.3 -53 4/5 260BE14E interval
2022-82-14T15:56:48.4006002317 9.0514565 workshop-application 4124 125088 B67.1 -67 4/5 268BE14E interval
2022-82-14715:51:50.046235747  B.0514565 workshop-application 4138 125808 868.1 61 4/5 268BEL4E interval
2022-82-14T15:53:11.3065837437 B.0514565 workshop-application 4138 125888 867.5 -54 4]5 260BE14E interval
2022-82-14715:54:22 877804587 B.051456s workshop-application 4124 125888 858.5 -54 4]5 268BE14E christos interval
2022-82-14T15:55:34. 4776868587 0.0514565 workshop-application 4124 125088 B67.1 -69 4/5 268BE14E christos interval
> SELECT * FROM cityzenDownlink
name: cityzenDownlink

tine

ECIAawfd -66
ECIAaQfd -57
ECIAawfd -54
ECIANWFd -47
ECIARQFp -47
ECIAOwFv -53
ECIAMgF2 -51
ECIANGFS -43
ECIAQAQL -47
ECIANAGP -48
ECIAYAGY -51
ECIAUwgb -54
ECIAgQgh -53
ECIAYQgh -51
ECIAYwgo -52
EBuAaggo -66
EBWAXAGD 66
EBuAZwgh -66
EBuAlAgh -53
EBuAZggb -67
ECIAYQQV -61
ECTAWWgP -54
EBwAVwgP 54
nkua-gw-1 EBWAZugl -69

2
5 20.13 v3/workshop-application@ttn/devices/christos/up
5 20.13 v3/workshop-application@ttn/devices/christos/up
v3/workshop-application@ttn/devices/christos/up
v3/workshop-application@ttn/devices/christos/up
5 v3/workshop-application@ttn/devices /christos/up
0 20.31 v3/workshop-application@ttn/devices/christos/up
26.38 v3/workshop-application@ttn/devices/christos/up

.25 20.44 v3/workshop-application@ttn/devices/christos/up
25 20.56 v3/workshop-applicationg@ttn/devices/christos/up
26.63 v3/workshop-application@ttn/devices/christos/up
26.60 v3/workshop-application@ttn/devices/christos/up
26.75 v3/workshop-application@ttn/devices/christos/up
26.75 v3/workshop-application@ttn/devices/christos/up
26.81 v3/workshop-application@ttn/devices/christos/up
26.88 v3/workshop-application@ttn/devices/christos/up
26.88 v3/workshop-application@ttn/devices/christos/up
26.88 v3/workshop-application@ttn/devices/christos/up
5 20.81 v3/workshop-application@ttn/devices/christos/up
26.75 v3/workshop-application@ttn/devices/christos/up
26.75 v3/workshop-application@ttn/devices/christos/up

20.69 v3/workshop-applicationgttn/devices/christos/up

5
.25 28.63 v3/workshop-application@ttn/devices/christos/up
.25 28.63 v3/workshop-applicationBttn/devices/christos/up
75
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0
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8
8
7
8
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7
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bt
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7
o 28.56 v3/workshop-application@ttn/devices/christes/up

appld devId  fPort framePayload priority qos topic

2022-82-16T12:17:18.231625108Z workshop-application christos §

NORMAL 8  v3/workshop-application@ttn/d hri. down fqueued
2622-02-16712:29:30.3553035067 workshop-application christos 5 NORMAL B v3/we 1 q
2622-02-11T11:54:24.622404322  workshop-application christos § NORMAL 8 v3/won 4
2622-82-11T11:55:45.376769781Z workshop-application christos § NORMAL @  v3/worksh: 1 @ten/d hri. d d
2622-82-14T12:24:21.2018188267 workshop-application christos § NORMAL 8  v3/workshop-application@ttn/devices/christos/down/queued
2022-02-14112:28:48. 2632565377 workshop-application christos 5 NORMAL @  v3/workshop 1 q
2622-02-14T14:52:25.951727144Z workshop-application christos § 8 vijworl 1
2622-92-14T14:56:48.531967834Z workshop-application christos § @ vi/worksh 1 @ttn/d hri. d d
2622-02-14T15:36:47.542531513Z workshop-application christos § ©  vi/workshop-application@ttn/d hri. down /queued
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Experiments based on testbed

1.  Examine power consumption and the longevity of EDs
a. 1 stationary GW, 4 stationary EDs, suburban

b. Focus on one ED, transmit a payload of 19 bytes every 2 mins with SF7, CR=4

2. Test GWSs range capabilities
a.  GW again stationary, environment again suburban
b.  Mobile ED, transmitting to find out its location

3. Packet delivery ratio
a. Same setup as in 15t experiment

b.  Tryto find out percentage of successful transmissions with regards to parameter selection

4. Channel selection
a. Examine the pseudorandom channel selection in UL transmissions
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Power Consumption

2000 The Things Node, Battery Consumption (19/06 - 04/07) CupCarbon simulations, Battery Consumption
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Packet Delivery Ratio
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Experiments
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Pseudorandom Channel Selection

The Things Node, Frequency Selection (10 day(s), The Things NOdeZ Fr_equency Selection (2_ day(s),
7455 packets periodically sent every 2 minute(s)) 3092 packets periodically sent every 1 minute(s))
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A theoretical and practical study of LoRa/LoRaWAN

Research directions based on published work
o research challenges

° research methodology

From methodology perspective, we have worked with simulators and real testbed
° both methodologies agree on power consumption behavior
° testbed reveals

° promising results on range
> high PDR

o fair channel selection

o development of a modular and scalable framework via Docker
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A first glance on Stochastic Processes

Stochastic Process

o

“A collection of random variables {X(t),t € T}, indexed by the parameter T taking values in the parameter set
T. The random variables take values in the set S, called the state-space of the stochastic process.”

A plethora of them

o

Bernoulli, Poisson, Discrete Time Markov Chains, Continuous Time Markov Chains, Renewal, Regenerative,
Diffusion, ...

How to study them

o

o

o

Definition
Characterization
Transient Behavior
First Passage Times
Limiting Behavior
Costs / Rewards
Applications

[40] V. G. Kulkarni, Modeling and Analysis of Stochastic Systems, CRC Press, 3™ Edition, 2017
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Law of Large Numbers applies to independent and identically distributed (iid) RVs

Can it be applied to RVs that have some dependency among them?
° How much dependency?

Allow full dependency

; .
Im POSS| ble to compute Andrey Andreyevich Markov (1856 — 1922)
[Image from Wikipedia]

One step
o Dependency in pairs (time pairs, space pairs, ...)

iid Markov property complete dependency

o TTTEEEEee——)

[41] Joseph K. Blitzstein, Jessica Hwang, Introduction to Probability, CRC Pres, 2" Edition, 2019
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Markov chains primer

Markov property: a step further
o Future and Past are independent assuming knowledge of Present = conditional independence

° P(Xn+1 = in+1"Xn = Iy Xpn—1 = ip—1, -, X3 = 03,Xp = io) = P(Xn+1 = in+1|Xn = in)

Assuming a space of states S, a Markov chain is a stochastic process, modeled by a graph G with a set
of vertices V (practically V is §) and connections among them called edges E, symbolized G = (V, E),

that:
> holds the Markov property for every transition p, i.e., edge in E, from a state i to a state j, Vi,j € S

° every possible transition p;;, i.e., edge in E, is non-negative
o for each of its states in §, i.e., vertices in V, the sum of transitions from (out-edges) is 1, Zj pij =1

n+1
Assumptions n 0 1

D&
> discrete time P 0o | @® DB
o discrete space 1 98 B
> finite number of states Bdb Bl

> probabilities do not change over time (time-homogeneous)

P19
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Terminology: States

Accessible: state j is accessible from state i if there is a valid sequence of transitions leading from i to j

Communicating: states i and j are said to be communicating, if i is accessible from j and j is accessible
from i

Recurrent: starting from one state, there is a positive probability that we get back to this state
° positive recurrent (or recurrent non-null): come back in finite steps

o recurrent null: come back but after infinitely many steps
Transient: by complementarity, if not recurrent
Periodic: a state that occurs in a periodic manner, i.e., gcd(returns_to_state) # 1
Aperiodic: by complementarity, if not periodic, i.e., gcd(returns_to_state) = 1
Ergodic: Recurrent non-null + Aperiodic

Absorbing: a state that when reached there is no escape from it, i.e., p; = 1

[41] Joseph K. Blitzstein, Jessica Hwang, Introduction to Probability, CRC Pres, 2" Edition, 2019
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[erminology: Chains
gY-

Irreducible: All states communicating
o Strongly connected graph (useful property)

Reducible: by complementarity, if not irreducible

Periodic: if at least one state is periodic
o Cyclic graph

Aperiodic: if all states are aperiodic
° Finite recurrent non-null states: aperiodic = irreducible *

Ergodic: Irreducible + Aperiodic
o all states are ergodic

Absorbing: chain with at least one absorbing state, that is accessible from any other non-absorbing state
Markov chain on steady state: transition probabilities have reached stationary distribution

Reversible: long-run percentage of transitions from i to j are equal to the long-run percentage of transitions from j to i
° intuition: you can look MC backwards in time without noticing any difference

1[42] https://brilliant.org/wiki/markov-chains/#markov-chain, Accessed: 22/01/2020
T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T TS ST
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Chapman — Kolmogorov equation

Probability of reaching state j starting from state i in n steps
° Intuition

o Reach some state k inn — 1 steps and from there transition to j in 1 step (assuming j is accessible from k)

° Proceed recursively
° Formula: p;j(n) = Xz Pie(n — 1) * py; n — 1 steps
> The opposite approach canalsowork T

________

¢ Transition from i to k in 1 step and from k reach jinn — 1 steps (again, assuming accessibility) .~ .

5
K

° Dij (n) = XiL1Pik * Pkj n—1) ......................................

........

....
e

Generalization: in m steps transition to intermediate state
and in n steps to destination @

" pijm ) = Liepic(m) * prej () IR ———

.
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Stationarity

Stationary distribution (steady-state distribution): a row vector () describing the long-run

probabilities of each state, 7 = 7 * P

Key on explaining a Markov chain’s behavior
> Average time spent on each state

o Average visits to each state 0 1
Questions: pnzcl) Q64 | @55
o Does a steady state exist? DB | @36

° |sit unique?
° Is it limiting?

7 = (0.64, 0.36)

0.5
0.5 G ‘ 0.1
0.9

For ergodic Markov chains the answer is yes to everything

For other types of Markov chains, the answers may vary, but a steady state does exist for finitely

many states

5/20/2022
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Stationarity calculation

Chapman — Kolmogorov equation for n steps
> Recursive formula: p;j(n) = YELipix(n — 1) * py;

From the above expression as n = oo
° T = YkeqTk * Dy, Vj (balance equations)

Remember, Tt is a distribution row vector
° Xj=im; = 1(normalization equation)

These set of equations (balance equations, normalization equation) form a linear system that gives stationary distribution
vector
> Also called “Steady-state convergence Theorem” or “The Big Theorem of Markov chains” 2

Essentially, to calculate the distribution vector in time n:
. 2 — 2(-1) 4 pi

o ﬁ')(n) = ﬁ-’(O) * Pn
For “large” m, if there is a steady state: 7 = 7 * P™,Vn

o Remember, each row of P™ equals to stationary distribution vector
o lterative self-multiplications of stochastic matrix P lead to stationary distribution

2 [45] John Tsitsiklis” lectures on “Probabilistic System Analysis and Applied Probability”, fall 2010, via MIT OCW
s
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How to interpret “large” n?

— rouTable = | 1.866088 .690000 |
” —_ .586600 ©.500808
. ) . 788600 0.380060
0.5

®

620000 0.320008
652000 0.342008
630200 0.36@308
644320 0.355638
642272 8.357728
643001 B.356009

642764 B.357236

.642895 @.357165
.642842 @.357158
.642842 @.357158
O o . Final probability for each state after 12 iterations: | 8.642842 0.357158 |
P — rowTable = | 6.@e0088 1.000000 |
_ . . 086000 0.166000
.548608 @.450008
1 0 9 0 1 .684008 @.316008
O . 626408 8.373600
.649448 @.350568

648224 8.359776
643910 @.356090
642436 ©.357564
643026 @.356974
642790 @.357218
642884 @.357116
.642884 0.357116
Final probability for each state after

croooODOOD®

©

©

CPOODDODOO DO

0.9

®

| @.642884 €.357116 |

6542604 8.351206
648658 8.351342
648712 ©.351288
648766 8.351234

7 = (0.65,0.35)
0.001
0 1

0.999/0.001
p=0 8.00 0.999 0.998
1 0.002/0.998

.650011 ©.3429989
. Final probability for each state after]

648026 8.351874
548979 8.351021

549138 8.350852
649191 8.358809
640243 8.358757
6540205 8.350705
649348 8.358652
649399 8.358681
640451 8.358540
649583 ©.356497
649554 8.356445
640606 8.358334
549657 8.350343

6540218 8.3501%0
649868 8.358140
649011 8.356689

PPN ORI IR E DD ®

©

©.650011 £.349939 |
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Types of stationarity

Does a steady state exist?
o If MC has finite state space: YES

° Interpretation: if | assign initial probabilities equal to stationary distribution, then, after achieving
stationarity, in every run of the chain | will get the same distribution

s it unique?
o If MCis irreducible: YES
o If MC has only one absorbing state accessible from all other states: YES
o Interpretation: initial distribution vector does not play a role in the long-run

s it limiting?
o If MCis irreducible + aperiodic (=ergodic): YES

° Interpretation: The chain converges to this stationarity, meaning that each row of stochastic matrix of
n — th order (n appropriately selected, as discussed before) will converge to stationary distribution
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States categorization

;>0 m; =0

lim (pj,-)(n) =m; lim (pji)(n) = d * 1;, with period d

[46] Simon Haykin, Neural Networks and Machine Learning, Pearson, 3™ Edition, 2008
n—o0oo n—->0o
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Common Examples — Random Walk

r 1-p—q 1-p—q 1-p—q 1-p—q p

C a.a.a.a co
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Common Examples — Gambler’s Ruin
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Commortéramoiekxatagmesler’s Ruin

1-p 1-p
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Common Examples — Periodicity
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Com xeondrsmplesodicity

T
@

[45] John Tsitsiklis” lectures on “Probabilistic System Analysis and Applied Probability”, fall 2010, via MIT OCW
-
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Common Examples — Birth/Death Chain

p*q+ (1-p)(1-q) p*q+ (1-p)(1-q)

q*(1-p) a*(1-p) q
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Common Examples — Slowly Spreading Chain

Po1 P12 P23
1-po1

1-p12

1

[47] John G. Kemeny, “Slowly spreading chains of the first kind,” Journal of Mathematical Analysis and Applications, Volume 15, Issue 2, pp. 295-310, 1966, ISSN 0022-247X, https://doi.org/10.1016/0022-247X(66)90121-1.
[48] Kanal Laveen, Sastry Ark, “Models for Channels with Memory and Their Applications to Error Control,” Proceedings of the IEEE. 66, pp. 724 — 744, 1978, 10.1109/PROC.1978.11013
s
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Wide area of applications: networks, operating systems, ML, finance, genetics, epidemiology,
earthquake study, particle physics, sports analytics, etc.

° Even in one domain the field of applications is vast

o search engine indexing, network caching, wireless network access, network resource utilization, etc.

PageRank: probably the most famous implementation
° the way that Google ranks the indexed webpages
© Webpage Rank = X - a1 in—edages TANK;

° avariation counts both in- and out-edges

Wide use in networks to evaluate nodes’ behavior: routers, switches, links
> Modelling of systems, like M/M/1, M/G/1, G/M/1, M/M/m, ...
o Birth-death chains

o “birth”: packet arrival, “death”: packet departure (“served”)
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Suppose a simple two-weather model: S: Sun, R: Rain

Probability of sun tomorrow according to today’s weather

If pis close to O and q is close to 1, we observe an area with a nice weather!
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Clinical Trials

2 tested drugs for a disease
Clinical trials on patients

Ethical reasons dictate play the winner rule

If p > g after many trials, we select drug 0, otherwise drug 1

[40] V. G. Kulkarni, Modeling and Analysis of Stochastic Systems, CRC Press, 3" Edition, 2017
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Susceptible - Infected - Recovered Model

Susceptible (S): people in danger of getting diseased Recovered (R): people recovered
Infected (l): people carrying the virus

p: prob. get infected, q: prob. get well

1 pq+(1-p)1-q) p-4) (1—q)?

r(1—q)

1-pA-9

q(1—-p)

SIS model 1 e
SIR model ((S,!) States)

[45] John Tsitsiklis” lectures on “Probabilistic System Analysis and Applied Probability”, fall 2010, via MIT OCW
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Urn Model

Let’s play a game!
2 * N balls in total, N green, N red
N balls in each urn D <__ >

Urn 1:1 greens, the rest are red

Probability of having k, k € {0, ..., 4} greens in Urn 1?
2+ (1% (N—1))/N? 2% (2*(N—2))/N? 2 % (3% (N —3))/N?
(N - 1)/N)? (N —2)/N)? ((N = 3)/N)?

(1/N)? (2/N)? (3/N)? 1
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PageRank Algorithm

Intuition: A webpage is important when a lot of webpages
cite it (academic citation)

o Extension: It does not matter what someone says, but also e

who is this someone

° how much important this someone is

_ (- d) PR(T1) PR(Tn)
PR(A) = +d ( con t o T oo ) a FG

° A:some webpage A
° T1..Tn:pages 1..n with a link to page A

> C(A): number of out-links from A '
o d: damping factor (1 — d: probability of “teleporting” to a @ 0

random page)

o In Brin’s and Page’s publication, d = 0.85 (PageRank in Wikipedial

[49] S. Brin, L. Page, “The anatomy of a large-scale hypertextual Web search engine,” Computer Networks and ISDN Systems, Volume 30, Issues 1-7, 1998
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Varkov chains in Network Access

Wireless networks with excessive number of end devices trying to access the medium

“Performance analysis of the on-the-air activation in LoRaWAN”, J. Toussaint, N. El Rachkidy and A.
Guitton, 2016 IEEE 7th Annual IEMCON, Vancouver, BC, 2016
4

SendReq

psﬂ"l ppl,w

Puw.s Pri,rg
e Pra.ea
Recv 2 Preamb 2
p’"z Y2l ]

prz w0 pp27w
"
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Low-Power Wide Area Network (LPWAN): a subdomain of l1oT .

End Nodes

Interconnection of devices: -
° power constraints

o communication in wide areas
o small data rates

Gateway Server Network Server Application Server D
Gateway [ Concetrator _— - P =
i)

0

° low cost
Application
LoRaWAN: a MAC protocol in the space of LPWAN AN
> open protocol developed by LoRa Alliance oo --
> based on LoRa PHY, proprietary modulation by Semtech Regional Parameters
EU868||US915| |CN470| |[KR920 || IN865
PHY (LoRa Modulation, FSK)
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State of the problem

Three main entities:
© End DEVICE (ED) Application

© Gateway (GW) LoRaWAN (L2)

> Network Server (NS) D Gasss [ dassc

EDs are deployed in massive numbers: how to access the medium? b b

EU868 U¥15 CN470(|KR920 || IN865

First time an ED tries to access the channel: during activation P:Nohmdulmw
o Activation By Personalization (ABP): hardcoded access keys

ocQver The Air Activation (OTAA) based on join request/accept messages between ED an{ server-side

Successful activation is based on successful communication and proper key generatjon

: Ti it RX1 | X2
2 questions: (Transmit | .
. . . . < - ‘;'g > 5
> How much time until successful activation? oo S NG
. . . \\{\«\ Wi N $
° How much energy until successful activation? & e o«
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Markov chain of the problem

Wireless networks with excessive number of end nodes trying to access the medium

“Performance analysis of the on-the-air activation in LoRaWAN”, J. Toussaint, N. El Rachkidy and A.
Guitton, 2016 IEEE 7th Annual IEMCON, Vancouver, BC, 2016

MAC Payload MIC
|___ Transmit RX1 | r2) 0 \EmdRe@p) o T e
< >€ > Preambl Head CRC Payload F'?;F';‘ca“
W - A {2
" g\,"‘* N
_{\ 0 explicit mode only

S INaad e ing R nsidered Payload for calculating Coding Rate———————

(a(\c}“ Q_“&C’ (ﬁ-
«
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Transition Matrix

ScniRe 7 =(1,0,0,0,0,0,0,0,0) States O — 7 are transient State 8 is recurrent (absorbing)
Do Dor S rl pl cl r2 P2 c2 W a
0 |ps O 0 0 0 0 0 0
0 0 Prp, O |Pryr, O 0 0 0
0 0 0 | Ppc, Pprp,| O 0 pyw!| O
| 0 0 0 0 Peyr, O 0 | pew P
0 0 0 0“0 Prp | O | Drw BI
0 0 0 0 0 0 Puye, Poyw | O
e o theait ctation. i LoRaWAN in 1ENCON, 2016 2| 0 0 0 0 0 0 0 | Pew | Peya
Wl pes | O 0 0 0 0 0 0 0
al o0 0 0 0 ()o 0 0 0 1
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Transition Matrix (cont’d)

N = (I — Q)™ 1: fundamental matrix
> Gauss —Jordan elimination

N; j: Expected number of visits to

state j starting from state i 0 %1 0 0 0 0 0
oV = 1. = 7
V 1S * N, where s T 0 0 prl’pl 0 prl,rz 0 0 0
Column vector D (expected duration 0 0 0 0 0 0
of each state) Ppicy | Ppirs Briw
o V x D: expected delay of activation 0 0 0 0 Pcyry 0 0 Pc,w # P
procedure 0 0 0 0 (U § 0 Dy s 0 Dy, H
Column vector E (expected energy 0 0 0 0 0 0 p P 0
consumption of each state) P22 | TP2W
o V % E: expected energy 0 0 0 0 0 0 0 Peow | Peya
consumption of activation procedure 1
% 0 0 0 0 0 0 0 0
0 0 0 0o () o 0 0 0 1
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Performance Evaluation

Scilab environment

Key parameters: channel quality a, used receive window y
> a€l0,1]
o 0:low quality
o 1: high quality
>y =1{0,1}
o 0: 2" receive window

o 1: 1 receive window

Assumptions for other parameters as well (network saturation, # of channels, # of sub-bands, # of
inactivated / activated EDs, duty cycle)

Energy consumption setting from Semtech (SX1272)
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Expected delay to activation

A
’E _
O 140
3 130
% — 120
é 'E 110
> S 100
= 2 90
. 0 | | I égg 350 "o oF VIR
0. 0.925 0.95 0.975 1 of inactivated nodes —+—
’ ’ ’ ’ = 60 0 FeellTUIe 300 I 50% of mactivated nodes --X:
s - . Treal Xy N 100% of inactivated nodes —~%--
50 =¥ T 250
O 40 1 | | 1 1 5
6 8 0 12 14 16 183 2w
Total number of channels = 130
~ 100
-
- 0
3

Number of nodes
[15] J. Toussaint, N. El Rachkidy and A. Guitton, "Performance analysis of the on-the-air activation in LoRaWAN," in IEMCON, 2016
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0.112 | . 3 sub-bands --%-- _
o 011y AN -
o 0.108 . S -
= 0.106 "-._- \*"-.. _
S By 0.104 | e T o
0.9 0.925 0.95 0.975 1 5 0102 X -
£ 01F )
o 0.098 [ - 7
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Ej
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Outlines of the paper

Low channel quality leads to packet losses - EDs visit more often state Wait — delay issues due
to duty cycle

More sub-bands - more traffic > more collisions - delay issues
o But Wait state lasts less due to more sub-bands (duty cycle applies to each sub-band)

Wait state duration has greater impact than traffic

Energy follows delay’s behavior
o Butin figures that are respect to total number of channels the behavior of the two performance metrics
is the opposite

o Little detail
o Delay Vs total number of channels: absolute difference is steady among the sub-bands but proportion changes

o Energy Vs total number of channels: absolute difference changes among the sub-bands but proportion is steady
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Outlines of the paper (cont’d)

Assumptions: No capture effect, 1 GW, Data Rate O - DRO (Spreading Factor 12 - SF12), EU868 bands

US915 bands
o dedicated DL channels = no DL/ UL interference

o more UL channels = less interference
° DRO equals SF10

China matches EU case but EDs have less max. transmission power
° Less energy consumption

DRO =SF12
> higher SF, greater DR changes some of the probabilities in stochastic matrix

° Most important: smaller Time On Air (ToA)
o smaller collision probability
o less Wait state duration
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LPWAN paradigm: a new loT networking family

LoRa/LoRaWAN: a top-down approach
Research challenges and methodology
Discussion on our simulations and experimental testbed
Stochastic Modeling — Discrete Time Markov Chains: Definitions, Terminology, Key Properties

Modeling of LoRaWAN Access

Christos Milarokostas - chmil@di.uoa.gr
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