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Aocknon B1:
MeAETN KAAUWNC ACUPUATOU TOTTIKOU OIKTUOU

2.TOXOl:

« Ecoikeiwon pe TN Asitoupyia Tou dikTuou WiFi
e MeAETN atTOO0ONG UTTO DIQPOPETIKEC CUVONKEC
« BeATIOTOTTOINON ACITOUPYIAC
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Aocknon B1:
MeAETN KAAUWNC ACUPUATOU TOTTIKOU OIKTUOU

1) Zapwon

« Me xpnion epappoywyv capwaong tng utmravrac Wiki (1r.x.,
WifilnfoView, WifiAnalyzer) capwaoTe TO XWPO TTOU BPIOKECTE
KAl avaAUOTE TNV KATAOTAON O€ TPEIG OIOQPOPETIKES BETEIG

e KAAUYN,

* TTAPEMPOAECG,

* OUM@OPNON KavaAlwy AsiToupyiag,
* KAAUTEPQ KAVAAIQL.

« MeAeTtnote TI¢ dlaBeaipeg pmavreg WiFi (2.4GHz kai 5/6 GHz).

« E¢NYNOTE TIC DIAYOPEC TTOU TTAPATNPEITE OTAV KAAUWN KAl OTIC
TTaPEMPBOAEC.



https://www.nirsoft.net/utils/wifi_information_view.html
https://play.google.com/store/apps/details?id=abdelrahman.wifianalyzerpro

Aocknon B1:
MeAETN KAAUWNC ACUPUATOU TOTTIKOU OIKTUOU

Wi-Fi Protocol New Naming Approach By Wi-Fi

Available Band Available Bandwidth
Version Alliance
802.11n Wi-Fi 4 2.4GHz, 5GHz 20MHz, 40MHz
802.11ac Wi-Fi 5 2.4GHz, 5GHz 20MHz, 40MHz, 80MHz

20MHz, 40MHz, 80MHz,
802.11ax Wi-Fi 6 2.4GHz, 5GHz
160MHz

2.4GHz, 5GHz, 20MHz, 40MHz, 80MHz,

802.11ax Wi-Fi 6E

6GHz 160MHz



Aocknon B1:
MeAETN KAAUWNC ACUPUATOU TOTTIKOU OIKTUOU

2) PuBpamodoon

* Me xpnon edappoywv peTpnong pubuou petadoonc (m.x.,
speedtest) LETPOTE TOV ELOEPXOUEVO KOl EEEPXOUEVO pUOUO
OeSOUEVWV TIOU TIETUXALVETE OTLC TPELG OLAPOPETLKEC

OcocLc.

* JUYKPLVETE TOV YE T OMTOTEAECLOTOL TOU TIPONYOUUEVOU
epwtnuatocg (1).

* YILAPXEL ALECN avTloTolxlon HeTaéy Touc (puBOC Ko
kKAAun/mapeuBoAEc), vo ] OxL Kol Lo,



Aocknon B1:
MeAETN KAAUWNC ACUPUATOU TOTTIKOU OIKTUOU

3) Au¢non Kivhong 0edopEvVwY

« AtrevepyoTroinoTe 1N diakivnon OeQOUEVWYV OAWV TwV
QOUPMNATWY DIKTUOKWY 0AGC CUOKEUWY (] OOWV EXETE TN
duVATOTNTA) EKTOC ATTO AUTH TTOU XPNOIMOTIOIEITE YIO TN HETPNON
TOU puBpouU petddoong.

* ApXiOTE va TIG ETTAVAQPEPETE OTADIAKA OTO DIKTUO
(XPNOIMOTTOIWVTAC ATTAITNTIKEC EPAPPOYEC) KAl KATAYPAWTE TNV
aAAayr Tou puBuou oTn OUCKEUN TTOU XPNOIUOTIOIEITE.

« KavTe 10 idl0 TTEipaua OTIG TPEIS DIOPOPETIKEG BETEIC.
* 2UYKPIVETE KAl £ENYNOTE TA ATTOTEAECUATA.



Aocknon B1:
MeAETN KAAUWNC ACUPUATOU TOTTIKOU OIKTUOU

4) ZupuTtrepaocpaTa

KataAncre o€ guutrepacuara

* BEATIOTN B€0N

* MTTavta Asitoupyiag kai ekdoon WiFi

« KavaAl Asitoupyiag

« KOAUTEPOQ AVAPEVOUEVA ATTOTEAEOUATO
* [1AfB0¢ uttooTNPICOUEVWV OUOKEUWV
* [1poTelvOpEVEC BEATIWOEIC
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uoa-webonly

MAC: 50:1c:b0:bf:dd:02 8m
Freq: 2437MHz (20MHz) CH 6
a[ESS]

eduroam

MAC: 50:1c:b0:bf:dd:01 8m
Freq: 2437MHz (20MHz) CH 6
a[WPA2-EAP+FT/EAP-CCMP]

uoa-guest

MAC: 50:1c:b0:bf:dd:03 8m
Freq: 2437MHz (20MHz) CH 6
8 [WPA2-PSK+FT/PSK-CCMP]

uoa

MAC: 50:1¢c:b0:bf:dd:00 9m
Freq: 2437MHz (20MHz) CH 6
a[WPA2-EAP+FT/EAP-CCMP]

iot

MAC: 00:13:10:7c:d8:e4 14m
Freq: 2437MHz (20MHz) CH 6
a[WPA2-PSK-CCMP]

KIHA GUnet

MAC: a4:2b:b0:a9:37:8¢c 39m
Freq: 2422MHz (40MHz) CH 3(5)
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Speedtest by Ookla
@ :: Open
Contains ads -

In-app purchases

4.3% 100M+ El
TM reviews Downloads PEGI3 ®

Coverage Map

From the makers of Speedtest.net. Take free and
accurate speed tests anywhere!

Ads - Related to your search

Speedtest - Wifi Speed Test  Speed Test WiFi W
Internet Speed... - Internet Spee... Analyzer EXPE.. S
4.4% 4.5% 46% B 4,
You might also like ->
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() SPEEDTEST
© DOWNLOAD Mbps  (®) UPLOAD Mbps

61.0 111

Ping 6ms Jitter 3ms Loss 0.3%

Test Again

RATE YOUR PROVIDER
UNIVERSITY OF ATHENS

Want to test without ads?

Remove Ads




File Edit View Options Help

ELEEE]
1 g MAC Address PHY Type RSSI Signal Quality Average Signal... Frequency Channel Information Size  Elements Count  Company Router Model Router Name Security Cipher Maximum Spe...  Channel Width Chal
| DIRECT-BED... 98-48-27-D1-31-E9  802.11g/nfac -79 40 370 n 328 17 TP-LINK TECHNOLOGIE. DESKTOP-ITK82HT ‘WPA2-PSK CCMP 433 Mbps 40 MHz
« DIT Museum  E4-C3-2A-28-43-93  802.11g/n/ac/ax -80 38 415 & 507 28 TP-LINK TECHNOLOGIE... Wireless Router Archer... WPA-PSK+ W... TKIP~CCMP 867 Mbps 40 MHz
M edurcam 00-D7-8F-C5-9D-A1  802.11g/n =70 (74 7.0 1 240 19 Cisco Systems, Inc ‘WPAZ-EAP CCMP 144 Mbps 20 MHz
M eduroam 00-D7-8F-98-13-F1 802.11g/n -68 72 746 [ 240 19 Cisco Systems, Inc ‘WPAZ-EAP CCMP 144 Mbps 20 MHz
oM eduroam 00-D7-8F-98-13-FE  802.11n/ac -69 70 69.7 100 262 19 Cisco Systems, Inc ‘WPA2-EAP CCMP 867 Mbps 20 MHz
-0C-04  802.11g/n 90 885 4 77 14 TP-LINK TECHNOLOG! ‘WPAZ-PSK CCMP 300 Mbps 40 MHz
il TP-LINK_9/ E8-04-F6-9A-84-CA  802.11g/n -84 29 279 2412 1 448 13 TP-LINK TECHNOLOGIE...  TD-W8970 TD-W8970 1.0 ‘WPA-PSK + W... TKIP+CCMP 450 Mbps 40 MHz 1-7
o uca 00-D7-8F-98-13-FF  802.11n/ac -68 72 69.1 5.500 100 264 20 Cisco Systems, Inc ‘WPA2-EAP CCMP 867 Mbps 20 MHz 98-
M uoa 00-D7-8F-98-13-F0 802.11g/n -68 72 75.1 2437 6 230 18 Cisco Systems, Inc WPAZ-EAP CCMP 144 Mbps 20 MHz 4-
ol uca 00-D7-8F-C5-9D-A0  802.11g/n -74 57 599 2412 1 236 19 Cisco Systems, Inc ‘WPAZ-EAP CCMP 144 Mbps 20 MHz 1-
a uoa-webonly 00-D7-8F-98-13-F2  802.11g/n -68 72 745 2437 [ 235 18 Cisco Systems, Inc None 144 Mbps 20 MHz 4-
:‘M uoa-webonly 00-D7-8F-C5-9D-A2 802.11g/n -70 67 65.0 2412 1 235 13 Cisco Systems, Inc None 144 Mbps 20 MHz 1-
ﬁd uoa-webonly 00-D7-8F-98-13-FD  802.11n/ac -69 70 69.7 5.500 100 263 19 Cisco Systems, Inc None 867 Mbps 20 MHz 98-
=
=

14 item(s)

NirSoft Freeware. https://www.nirsoft.net



¢l WifilnfoView - Full Details Mode

File Edit View Options Help
EEEEE]
aximum Spe Channel Width Channels Range  BSS Type 'WPS Support First Detection Last Detection Detection Count  Start Time Minimum Signal . Maximum Signal 802,11 Standards Connected Stations Count Channel Utiliza... Country C...  Description MAC Group

33 Mbps 40 MHz 7-15 Infrastructure Configured 23-Feb-23 4:03.. 23-Feb-23 4:06:14 ... 47 14-Dec-22 8:56:48 Eil 40 802111 No

67 Mbps: 40 MHz 2-10 Infrastructure Configured 23-Feb-234:05:28 ...  23-Feb-23 4:06:14 47 04-Sep-22 8:51:09 35 43 802.1ifufy No

44 Mbps 20 MHz 1-3 Infrastructure No 23-Feb-234:05:28 .. 23-Feb-234:06:14 ... 47 21-Dec-21 10:39:35.. 57 70 802.11d/efi/r No 0 35.7% GR 3

44 Mbps 20 MHz 4-8 Infrastructure No 23-Feb-234:03:28 ..  23-Feb-23 4:06:14 47 04-Sep-22 8:53: [} 80 802.11d/efi/r No 0 13.7% GR 2

67 Mbps 20 MHz 98- 102 Infrastructure No 23-Feb-23 23-Feb-23 4: 4. 47 14-Dec-22 8:56:45... 63 75 802.11d/efi/r No 0 1.2% GR 2

Mbps 40 MHz 2-10 Infrastructure No 23-Feb-23 2 3 4:06:14 47 23-Feb-231:17:58 a7 90 802.11e/i No 1 11.8% 1

30 Mbps: 40 MHz 1-7 Infrastructure Configured 23-Feb-234:05:28 .. 23-Feb-234:06:14 ... 47 04-Sep-22 8:49:10... 20 43 80211k No

67 Mbps 20 MHz 98- 102 Infrastructure No 23-Feb-23 4:0° w 23-Feb-23 40&:14 .. 47 14-Dec-22 8:56:45... 67 72 802.11d/efi/r No 0 0.8% GR 2

44 Mbps: 20 MHz 4-8 Infrastructure No 23-Feb-234:05:28 ...  23-Feb-23 4:06:14 47 04-Sep-22 8:53:33 67 80 802.11d/efi/r No 0 14.9% GR 2

44 Mbps: 20 MHz 1-3 Infrastructure No 23-Feb-234:05:28 ...  23-Feb-23 4:06:14 47 21-Dec-21 10:39:55... 57 67 802.11d/efi/r No 0 353% GR 3

44 Mbps 20 MHz 4-8 Infrastructure No 23-Feb-234:05:28 .. 23-Feb-234:06:14 ... 47 04-Sep-228:53:33... &7 80 802.11d/e No 0 122% GR 2

44 Mbps. 20 MHz 1-3 Infrastructure No 23-Feb-234:03:28 .. 23-Feb-23 4:0&:14 ... 47 21-Dec-21 10:3%:35.. 57 67 802.11d/e No 0 38.4% GR 3

67 Mbps 20 MHz 98- 102 Infrastructure No 23-Feb-23 4:0° 23-Feb-23 4:06:14 ... 47 14-Dec-22 8:56:4: [} 75 802.11d/e No 0 0.8% GR 2
5
-

14 item(s)

NirSoft Freeware. hitps:liwww.nirsoft.net




File  Edit  View o
WPS Support : No

First Detection : 23-Feb-23 4:05:28 PM

Last Detection 1 23-Feb-23 58 PM

Detection Count : 91

Start Time : 23-Feb-23 1:17:58 PM

Minimum Signal Quality: 87
Maximum Signal Quality: 98
802.11 Standards : 882.11e/i
Connected : No
Stations Count  : 1

Channel Utilization: 7.5%
Country Code

Description

MAC Group i1

SSID : TP-Link_8C84_5GHz
MAC Address : BB-BE-76-22-8C-86
PHY Type : 882.11n/ac

RSSI : -hb

Signal Quality  : 85

Average Signal Quality: 85.8

Frequency : 5.180

Channel 1 36

Information Size : 191

Elements Count : 13

Company : TP-LINK TECHNOLOGIES CO.,LTD.
Router Model

Router Name B

Security : WPA2-PSK

Cipher : CCMP

Maximum Speed : 867 Mbps

Channel Width : 8@ MHz

Channels Range 134 - 50

BSS Type : Infrastructure

WPS Support : Mo

First Detection : 23-Feb-23 4:05:28 PM
Last Detection : 23-Feb-23 4:086:58 PM
Detection Count 91

Start Time : 24-Jan-23 3:13:33 PM

Minimum Signal Quality: 85
Maximum Signal Quality: 85
802.11 Standards : 8@2.11e/i
Connected i Yes
Stations Count 1
Channel Utilization: 2.0%
Country Code

Description :

MAC Group D1

Ln1,Col 1

Windows (CRLF)




H oikoyévela TrpoTutTWy 802.X

IEEE 802.2 Logical Link Control (LLC)

T

OSI Layer 2
) (Data Link)
M?C l
|IEEE 802.3 | IEEE 802.4 | IEEE 802.5 IEEE 802.11 T T
CSMA/CD Token Token Wireless osiL 1
- ayer
ELE MY PHY (Physical)

l




802.11 Mg YTtrodoun

ESS

802.11 LAN

STA

Access
Point

Distribution System

Access
Point

Station (STA) - Z1aBuoé¢
TEPMATIKO PE PINXavIououg TTpdoaong oTo aocUPUATO
MEOO Kal duvaTtoTnTa £TTIKOIVWYVIaG pe To Access Point

Basic Service Set (BSS)

oudda OTABPWY TTOU XPNOIUOTTIoIoUV TnV idia padio-
ouxvortnta

Access Point — Znpueio MNMpéoBaong
OTOABOPOG O OTTOI0G ETTIKOIVWVEI TOOO YE TO ACUPUATO
TOTTIKO QiKTUO, 00O Kal JE TO oUOTNUA dIAVOUNAG
(distribution system)

Portal

yéQupa PETAEU TOU OUCTAMATOS IAVOUNG Kal
eEWTEPIKWYV BIKTUWV

Distribution System — ZuoTnua

Alavounig
OikTUO dlacuvdeong TToAwV BSS og éva ESS
(Extended Service Set)



802.11 Xwpic YTodoun (Ad-Hoc)

802.11 LAN

STA 1 ' Z 2 %
R

STA1

IBSS 2

802.11 LAN

Station (STA)

TEPUATIKO ME INXAVIOUOUC TTPOCRacng oTo
acuppaTo HECO

Independent Basic Service Set
(IBSS)

OMAda OTaBUWY TTOU XPNOIMOTTOIOUV TV idIa
padIo-ocuxvOTNTA, XWEIC TNV TTAPEUPOAR anueiou
TTpdoaong



802.11 — AouppuaTtn Eréktaon Tou Ethernet

Application Level Data

~
Aidgpavn uttooTAPIEN

|1 IP epappoywyv
Network pddressing, routing

TCP/IP

stack TCP/IP

Bridge control IP routing

Ethernet Ethernet Ethernet




ATToQUYN ZUYKPOUOEWV: «KKPATNON» KAVOAIOU
MEow RTS-CTS

g2

@ (5O
1éAP

«C P22

XPOVOG

A B

B

RTS(A) RTS(B)

ouUyKpouaon

RTS(A)

CTS(A) CTS(A)

DATA (A)
avapBoAn

ACK(A) ACK(A)




ATTOQUYN oUyKpouonc aTov KouRo B

RTS

CTS




Baoika Meiovektiuata DCF

ATTPOBAETITOC APIOUOC CUYKPOUTEWY
ATTPOBAETITEC KABUOTEPNOEIC ETTITUXOUG METADOONGS
ATTPOBAETITN puBuatrodoaon (throughput)

Mn eAeyxopevn €tmAoyr) oTaBuoU TTPog JETAdOON

Kal Eva TTAEOVEKTNA:

XapnAn kaBuoTtEpnon petddoong Kal KaAn atrodoon
0€ XauNAO @OpTO

2uoTtiiuata Kivntwy kai MNpoowTTikwy ETTIKoIVwvIwV



Point Coordination Function (l)

v EvepyoTroicital atrd 10 AP O1T0TE QUTO KPivel OTI TTPETTEI VA

TepAcel o contention-free period (11.%. OTAV OIQKPIVEI UEYAAO

apIOUO CUYKPOUCEWV)

v Tevikd, 6tav n kivnon €ival xapnAn cupeépel 1o DCF, evw
oTav gival uwnAn cupeépel To PCF

v 2e autn) Tn Acitoupyia 1o AP ovoudletal kai Point Coordinator

v’ "Exel rpoTtepaidTnTa o€ oxéon ue Tnv DCF yiaTi evepyoTrolgital

META a1TO avevepyo Xpovo PIFS<DIFS

2uoTtiiuata Kivntwy kai MNpoowTTikwy ETTIKoIVwvIwV



Point Coordination Function (ll)

al Contention free period -
SIFS SIFS SIFS PIFS SIFS
—| p— - —p — — cp
| H D1-+Poll 2+ ALK -+ Paoll D3+ ACK-+Poll D4 =Poll CF-End
U1 +-ACK 2+ ACK 4+ ACK

- — - — - —

FIFS SIFS SIFS SIFS
MAY

Synchronization beacon

Variable duration of
Contention Free Period

2uoTtnuara Kivntwy Kai NpoocwTrikwyv ETTikoivwviwy



Baoikd peiovektipata tou PCF

v Ta TEpUATIKA OEV €XOUV TPOTTO VA JETAOWOOUV TIC
ATTaITAOEIC TOUG oTO AP

v'To AP d¢ev £xel TPOTTO va dIakOWEl pia HETADOON O€ CEAIEN
yia va oTeilel To synchronization beacon *

v To Poll dev kaBopilel xpbdvo yia Tov o1To0io diveTal TO
KAVAAI JE ATTOTEAEOUA £vac OTAOUOC va UTTOPEI va TO
KPpATAOElI 000 £xeEl OedoPEVA TTPOC peTadoon *

* Maximum packet (MPDU) allowed 4095 bytes = 32760
bits = 32,76 msec (yia kavaAl 1Mbps)

2uoTtiiuata Kivntwy kai MNpoowTTikwy ETTIKoIVwvIwV



Exkdoocic IEEE 802.11

Protocol Frequency Band Compatibility Theoretical Rate Actual Rate

802.11a 5 GHz MAA 54 Mbit/s About 22 Mbit/s

802.11b 24 GHz MAA 11 Mbit/s About 5 Mbit/s

802.11g 24 GHz Compatible with 54 Mbit/s About 22 Mbit/s
802.11b

802.11n 24 GHz, 5 GHz Compatible with 450 Mbit/s (three About 80 to 220
802.11a/b/g spatial flows) Mbit/s

802.1Mac 5 GHz Compatible with 1300 Mbit/s 250 Mbit/s to 400
802.11a/n Mbit/s

: ‘ 802.11ac
Standard Approved | July 1999 | July1999 | June2003 | October2009 | January 2014
| savbps | 1iMups | sambps | 4sommp 6.77 Gbps
3 by S o
(Theoretical)
DSSS or DSSS or
Modulation OFDM e s OFDM OFDM
24 GH
RF Band 5 GHz 24GHz | 24GHz s 5 GHz
5 GHz
Number of Spatial
St < 1 1 1 Uptod Upto8
20 MHzor | 20,40, 80 or 160
Channel Width 20MHz | 20MHz | 20MH:z ety ey




2,4 GHz

1 2 3 4 5 B T 8 9 10 1 12 13 14 Channel
2412 2417 2422 2427 2432 2437 2442 2447 2452 2457 2452 2467 2472 2.484 Cenler Freguency

:ll_

22 MHz

5 GHz

802.11ac Channel Allocation (N America)

FCC
W v e N2 rene L T

~200mwW (23 dBm]""‘ 200 mW (23 dBm) 200mW (23 dBm) 900 mW (29 dBm)

: : V\.&aa&:her :

adar :

DFSChEmneIs :

] € M . — >
WiFi - : Eiowoomtoo-zroownooq-i D M~ <
Channel#:toogno;muocqr; O 00 HdHdH N NNOMOMmS < < 0 1N W W
N < <1 N W W L B T B T T T B I B B | L e e B |

Channel Width
802.11a 20 MHz

so2.11n 40 MHz .A“ “‘-“ A‘
soziscso vz A A -—- -
woms: A AN

Frequency 5170 5250 5330 5490 5730 5735 5815 5835
MHz MHz MHz MHz MHz MHz MHz MHz

* Channels 116 — 144 used for Doppler radar. Channels 132 — 144 not yet available in USA
** Allowed Power for UNII-1 band increased by FCC from 40 mW to 200 mW in 2014

© 2013 SecurityUncorked.com
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