[ToAupECQ KOLL
Acuppatn Alktuwon

Evotnta AcUppatng Atktiwong
Tpitn Epyaotnplakn Aocknon

https://eclass.uoa.gr/courses/DI570/



Mdpmog ATrpiAiog Mdiog louviog
1 |Ma 1|Ae 1(Te 1|Za
2 |Za 2 |Tp 2 |Me 2 |Ku
3 [Ku 3 |Te [MoAupéoa: Mapddoon 1ng doknong | 3 |MNa 3 |Ae
4 Ae 4 |Ne [AcUppata: Meplypan 2ng doknong 4 (Za 4 |Tp
5(Tp 5 [Ma 5 [Ku 5|Te
6 |Te 6 [Za 6 [Ag 6 |Me |MoAupéoa: Atropieg 3ng doknong
7 |Ne 7 [Ku 7 |Tp 7 [Na
8 |Ma 8 |Ae 8 [Te 8 |Za
9 (Za 9 Tp 9 [Me 9 [Ku
10|Ku 10|Te 10|Ma 10|Ae
11|Ae 11|me [AOUPHOTO: ATTOpieg 2n6 doknong, 11|%a 11{Tp
MoAupéoa: Meplypa@r 2ng doknong
12|Tp 12|MNa 12|Ku 12|Te
13(Te 13|Za 13|Ae 13|Me |MoAupéoa: Mapdadoon 3ng doknong
14(Me |Eicaywyn—AcuUpuata: Meplypagn 1ng doknong |14 |Ku 14(Tp 14 (Ma
15(Ma 15|Ae 15|Te |MoAupéoa: Mapddoon 2ng doknong15|Za
16 (Za 16(Tp 16(Me |AcUppata: Mepiypa®r) 3ng AOKNONGeal 16 |Ku
17 |Ku 17(Te 17|Ma 17|Ae
18(Ae 18|Me |MoAupéoa: Atropieg 2ng doknong 18(Za 18(Tp
19|Tp 19|MNa 19|Ku 19|Te
20(Te 20|Za 20|Ae 20(Me
21|ne AcUpqua': Aﬂopieg 1ng doknong, MNoAupéoa: 21|ku 21|Tp 21|Ma
Mepiypagn 1ng doknong
22|Ma 22|Ae 22|Te . 22|Za
23(Za 23|Tp 23|Me |Acupuata: Atropieg 3ng domoﬁ'g_’ 23(Ku
24 (Ku 24|Te |Aoupparta: Mapddoon 2ng doknong (24 |Ma 24|Ag
25(Ae 25|MNe 25|Za 25(Tp
26(Tp 26|Ma 26|Ku 26(Te
27 |Te |Aocupparta: Mapddoon 1ng doknong 27 |Za 27|Ag 27(Me
28([MNe |MoAupéoa: Atropieg 1ng doknong 28|Ku 28(Tp 28(Ma
29 (Ma 29|Ae 29|Te |Aouppata: Mapddoon 3ng doknong29|Me
30|za 30|Tp 30|Me [MoAupéoa: Mepiypapr 3ng doknong |30(Ma
31|Ku 31|MNa




Aoknon B3: EmBewpnon makeTwv
Q.oUPULATOU TOTILKOU OLKTUOU

2To)oL:
* E¢olkelwon e TNV avAAUON LYVWV TIULKETWV

* MeAETN MOPAUETPWV AELTOUPYLAC TOU OLCUPUOTOU
TOTILKOU OLKTUOU

e Mel€tn dLadikoolwyv avakaAvPnc KoL CUCYXETLONG
onueLwv mpoofaong

e JUYKpLON amodoonc acUPUATWY TOTILKWVY SIKTU WV



Aoknon B3: EmBewpnon makeTwy
Q.oUPULATOU TOTILKOU OLKTUOU

1. NAaiowa-Oapot

2. Metadopa Asdopevwy (http)

3. Zuoxetion/AmocuoyETion

4. AN\oL tuTtoL mAaoiwv (active probe)

5. ZUMMEpACpOTO



Aoknon B3: EmBewpnon makeTwy
Q.OUPLLATOU TOTILKOU OLKTUOU

1) MAaiota-Oadapot

* Me xprion edappoywv availuong Twv yvwyv riaketwv WiFi (Wireshark),
QTIOVTAOTE OTO TP AKATW EPWTAMATA

* SSID twv dV0 onueiwv MpocPacng mou CTEAVOUV Ta IEPLOCOTEPA TIAALoLa-PAPOUC

* Meooblaotipata HeETafl TwV MAALCIWV-PAPWV YLa CUYKEKPLUEVA CNUELN
npoofaong

* MeAétn MAC dLeuBuvoewv mou meplAapfavovtal os va mAaiolo-papo
* Ynootnptlopevol pubpot petadoong

2Bytes 2 Bytes 6 Bytes 6 Bytes 6 Bytes 2 Bytes Vriable length 4 Bytes

Eee Sequence

Duration
Control - Control

— Variable Variable
[ B Bytes 2 Bytes 2 Bytes Length 7 Bytes 2 Bytes B Bytes 4 Bytes Length

- _ D5
SrEie Beacon Capability FH Parameter FC Parameter

Parameter
Interval Infa Set Set

et



https://www.wireshark.org/

Aoknon B3: EmiBewpnon mokeTtwy
Q.OUPLLATOU TOTILKOU OLKTUOU

2) Metadopa Asdopevwy

e Bpeite ta mAaiota WiFi mou meptexouv tunpoto SYN TCP ko
SYNACK TCP yia ouykekplpevn aitnon HTTP
e AvaAvorte TI¢ Tpelg SteuBuvoelc MAC oto mAaiowo WiFi tou meplexet
To TuAMa SYN TCP kat Tic avtiotolyieg toug e Tic IP dteuBuvoelg

e AvaAvorte TI¢ Tpelg SteuBuvoelc MAC oto mAaiowo WiFi tou meplexet
To TuApa SYNACK TCP kot TL¢ avilotolyieg toug e Tis IP
SdleuBuvoelg

Client Server

= A - | B
%T\ R /‘\
111.111.111.111 & s 222'/;22 -
" 74-29-9C-E8-FF-55 S— 222.222.
S > SYN/ACK - — 7 49-BD-D2-C7-56-2A

& é/ 222.222.222.220 -~
~ -~ 1A-23-F9-CD-06-9B \:4
111.111.111.112 111.111.111.110 I~

CC-49-DE-DO-AB-7D E6-E9-00-17-BB-4B 222.222.222.221

88-B2-2F-54-1A-0F

TCP three-way handshake



Aoknon B3: EmiBewpnon mokeTtwy
Q.OUPLLATOU TOTILKOU OLKTUOU

3) ZuoxEtion/AnoouoxETion

* O TEPUOATIKOG OTAOUOG arodaoileL va CUCXETLOTEL PE EVOL
VEO onuELo mpoaBaong

* EveEpyeleg amo Tov TEPUATIKO 0TAOUO yia va AREEL N uTtapxouoa
OUOYXETLON

e E¢etaote ta mAaiowot AUTHENTICATION
* Avaintnote anokpioelc ota mAaioto AUTHENTICATION

* O TEPUATIKOG OTAOUOG ETULOTPEPEL OTO TIPONYOUEVO ONUELD
npocBaong
e Eéetaote ta mAaioia AUTHENTICATION

e E¢etaote ta mAaiowor ASSOCIATE REQUEST kat ASSOCIATE
RESPONSE

* MeAetnote touc urtootnpPL{opevouc puBbpolc petadoong



Aoknon B3: EmiBewpnon mokeTtwy
Q.OUPLLATOU TOTILKOU OLKTUOU

4) AAN\oL TtUTtoL TAaLGLwV

e Evtomiote ta rtAalowot PROBE REQUEST kot PROBE
RESPONSE.

* Molec eivat ot dStevBuvoelc MAC Tou amooTtoAEa, Tou
nopaAnmnen kat tou BSS id og avta ta mAailola;

 [ToLoC €ival 0 OKOTIOC QUTWV TWV NTAQLOLWV;

BBBBBB

eeeeeeeeeee

BBBBBBB

Passive Scan



Aoknon B3: EmiBewpnon mokeTtwy
Q.OUPLLATOU TOTILKOU OLKTUOU

5) Zuumnepaocpoto

KataAnéte o cupmepaopata

* Xpnotpomotovpevol puBpol dedopevwy
* [loloTNTA CAMOTOC

* XpNOLLOTIOLOU LLEV UTTAVTO KOl XPNOLULOTIOLOU LLEVN
£kboon MPpwWToKOAAOU

* JUYKPLON TWV MOpamavw KE Tnv aocknon B1



File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

4.2 ® Bl]Re= = ®|RQan
[l\App\y a display filter ... <Ctrl-/> 0]+
N Time Source Destination Protoce Lengt Info
1 @.ese000 Cisco-Li_f7:1d:51 Broadcast 802.11 183 Beacon frame, SN=2854, FN=@, Flag: |
2 @.@62101 Bciclrae:cBrear2c Bciclrae:c@:ea: 211 1624 PV1 Management[Malformed Packet]
3 0.0885474 Cisco-Li_f7:1d:51 Broadcast 211 183 Beacon frame, SN=2855, FN=8,
4 2.187919 Cisco-Li_f7:1d:51 Broadcast .11 183 Beacon frame, SN=2856, FN=8,
5 8.188100 IntelCor_dl:b6:4f Cisco-Li f7:1d:51 882.11 54 Qo5 Null function (No data),
6 8.188201 IntelCor_d1:b6:4f (.. 802.11 38 Acknowledgement, Flags=.....
7 ©.188935 IntelCor_dl:b6:4f Cisco-Li_f7:1d:51 802.11 54 Qo5 Null function (Mo data),
8 ©.189034 IntelCor_dl:b6:4f (.. 802.11 38 Acknowledgement, Flags
9 9.290284 Cisco-Li_f7:1d:51 Broadcast 802.11 183 Beacon frame, Si BI=10@, SSID="3@ Munroe St"
18 @.294432 LinksysG_67:22:94 Broadcast 802.11 9@ Beacon frame, SI BI=62, SSID=6c69ec@1@4e2273a32[Malformed Packet]
11 @2.393174 Cisco-Li_f7:1d:51 Broadcast 802.11 183 Beacon frame, SN=2858, , BI=1@8,
12 @.396690 @@:ae:93:3d:Bax4a 8f:ae:93:3d:@ar4a (.. 382.11 98 PV1 Reserved
13 @.495032 Cisco-Li_f7:1d:51 Broadcast 882.11 183 Beacon frame, SN=2859, BI=10@,
14 @.493197 LinksysG_67:22:94 Broadcast 882.11 98 Beacon frame, SN=3@74, BI=10@,
15 @.597382 Cisco-Li f7:1d:51 Broadcast 802.11 183 Beacon frame, SN=286@, BI=100,
16 @.601687 LinksysG_67:22:94 Broadcast 802.11 9@ Beacon frame, SN=3@75, BI=10@, SSID="linksys12"
17 @.699847 Cisco-Li_f7:1d:51 Broadcast 802.11 183 Beacon frame, BI=100, "30 Munroe St"
18 2.882226 (isco—Li_f7‘1d‘Sl Broadcast 802.11 183 Beacon frame, BI=108, @ Munroe St
19 @.984619 Cisco-Li_f7:1d:51 Broadcast 802.11 183 Beacon frame, BI=108, @ Munroe St
20 1.007015 Cisco-li_f7:1d:51 Broadcast 802.11 183 Beacon frame, BI=188, SSID="3@ Munroe St"
21 1.010949 LinksysG_67:22:94 Broadcast 882.11 98 Beacon frame, BI=10@, inksys12™
22 1.109486 Cisco-Li_f7:1d:51 Broadcast 882.11 183 Beacon frame, SN=2865, BI=10@, @ Munroe St
23 1.113691 LinksysG_67:22:94 Broadcast 8@82.11 9@ Beacon frame, SN=388@, BI=188, SSID=2cdcbe6h7379733132
24 1.211843 Cisco-Li_f7:1d:51 Broadcast 802.11 183 Beacon frame, e BI=10@, SSID="3@ Munroe 5t"
25 1.211992 IntelCor_dl:b6:4f Cisco-Li_f7:1d:51 802.11 54 Qo5 Null function (Mo data), FN=8, Flags=....... TC
26 1.212089 IntelCor_d1:b6:4f (. 802.11 38 Acknowledgement, Flags= eaal
27 1.212185 Cisco-Li_f7:1d:51 IntelCor_dl:b6:4f 802.11 177 Probe Response, SN=2867, FN=8, Flags=........ C, BI=1@@, SSID="3@ Munroe St"
28 1.212282 Cisco-Li_f7:1d:51 (.. 8@2.11 38 Acknowledgement, Flags
1 13011 Tobelfan d1:hE.af fernoii £7.1d.51 11 < 1) function (Mo dst Jo142S EN-n Elane- D T

@@ 18 @@ ee 58 0@ @0 10 02 85 @9 a® 00 e3 Oc
@8 68 47 03 26 7e @5 80 08 8@ @@ ff ff ff ff
f @@ 16 b6 7 1d 51 @2 16 b6 7 1d 51 6@ b2
el 38 96 28 80 @@ @9 64 @9 ©1 06 0 Oc 33 38
6f 65 20 53 74 91 04 82 84 8b 96
@@ @7 86 55 53 49 @1 @b

Frame 1: 183 bytes on wire (1464 bits), 183 bytes captured (1464 bits)
Radiotap Header v@, Length 24

802.11 radio information

IEEE 862.11 Beacon frame, Flags: ......
IEEE 862.11 Wireless Management

32 @8 8c 12 98 24 bd 43
@3 o1 83 es
04 ff @2 @3 80 11 01 61 dd 18 58 f2 82 01
of 00 @3 a4 00 00 27 a4 00 00 [F 43 Se 00 62
2f B8 88 26 7e @5
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
L ® R &= = ®|RQan
\l\App\y a display filter ... <Ctrl-/> =3 -]+
No. Time Source Destination Protocol Lengt Info
58 2.446572 Cisco-li_f7:1d:51  Broadcast 802.11 183 Beacon frame, SN=2889, FN=8, Flags=.. C, BI=10@, SSID="30 Munroe St” 1l
59 2.453941 Cisco-li_f7:1d:51  IntelCor_1f:57:13  802.11 177 Probe Response, SN=2881, FN=8, Flags C, BI=10@, SSID="30 Munroe St"
60 2.542945 Cisco-li_f7:1d:51  Broadcast 802.11 183 Beacon frame, SN=2882, BI=10@, SSID="3@ Munroe S
61 2.645319 Cisco-Li_f7:1d:51 Broadcast 802.11 183 Beacon frame, BI=18@, SSID="38 Munroe St"
62 2.747697 Cisco-Li_f7:1d:51 Broadcast 802.11 183 Beacon frame, BI=18@, SSID="38 Munroe St"
63 2.850114 Cisco-li f7:1d:51  Broadcast 802.11 183 Beacon frame, FN=8, BI=100, SSID="36 Munroe
64 2.952572 Cisco-li f7:1d:51  Broadcast 302.11 183 Beacon frame, SN=2886, FN=0, BI-10@, SSID="36 Munroe St"
65 3.054945 Cisco-li f7:1d:51  Broadcast 302.11 183 Beacon frame, SN=2887, FN=0, BI-10@, SSID="36 Munroe St"
66 3.157343 Cisco-li f7:1d:51  Broadcast 802.11 183 Beacon frame, SN=2888, BI=16@, SSID="36 Munroe St"
67 3.266366 Cisco-li_f7:1d:51  Broadcast 802.11 183 Beacon frame, SN=2889, Fi= BI=10@, SSID="3@ Munroe St"
68 3.260500 IntelCor_d1:b6:4f  Cisco-Li_f7:1d:51  802.11 54 QoS Null function (No data),
69 3.260599 IntelCor_d1:b6:4f (. 802.11 38 Acknowledgement, Flags=
78 3.261440 IntelCor_di:b6:4f Cisco-1i_f7:1d:51 802.11 54 QoS Null function (No data), FN=0, Flags=...P...TC
71 3.261539 IntelCor_d1:b6:4f (.. 802.11 38 Acknowledgement, Flags=.
72 3.362149 Cisco-li f7:1d:51  Broadcast 302.11 183 Beacon frame, SN=2898, F .C, BI=18@, SSID="3@ Munrce S
73 3.465563 Cisco-li f7:1d:51  Broadcast 302.11 183 Beacon frame, SN=2891, F .C, BI=180, SSID="30 Munroe
74 3.566868 Cisco-li f7:1d:51  Broadcast 302.11 183 Beacon frame, SN=2892, FN=0, .C, BI=180, SSID="30 Munroe
75 3.669297 Cisco-li f7:1d:51  Broadcast 802.11 183 Beacon frame, SN=2893, FN=0, BI=10@, SSID="38 Munroe
76 3.771739 Cisco-Li_f7:1d:51  Broadcast 802.11 183 Beacon frame, SN=2894, FN=0, BI=100, SSID="3@ Munroe
77 3.874104 Cisco-li_f7:1d:51  Broadcast 802.11 183 Beacon frame, BI=10@, SSID="3@ Munroe
78 3.976501 EiS(n'Li_f7‘1d‘51 Broadcast 802.11 183 Beacon frame, BI=18@, SSID="38 Munroe
79 4.@78852 Cisco-Li_f7:1d:51 Broadcast 802.11 183 Beacon frame, BI=18@, SSID="38 Munroe
80 4.181257 Cisco-li f7:1d:51  Broadcast 802.11 183 Beacon frame, BI-100, SSID="38 Munroe St"
81 4.283592 Cisco-li f7:1d:51  Broadcast 302.11 183 Beacon frame, BI-10@, SSID="36 Munroe St"
82 4.283737 IntelCor_d1:b6:4f (. 802.11 38 Acknowledgement, Flags=........
83 4.283835 Cisco-li f7:1d:51  IntelCor_dl:b6:4f  882.11 177 Probe Response, SN=2008, FN=8, Flags=........ C, BI=188, SSID="38 Munroe St"
84 4.283933 Cisco-Li_f7:1d: 38 Acknowledgement, Flags=........C
85 4.284692 IntelCor_d1:b6:4f  Cisco-li_f7:1d: 54 QoS Null function (No data), SH=1491, FN=@, Flags=. .TC =
PSS Lnosid 1
> Frame 76: 183 bytes on wire (1464 bits), 183 bytes captured (1464 bits) @0 00 18 00 == 58 00 00 10 02 85 09 a0 00 4 9¢
> Radiotap Header v@, Length 24 58 00 60 48 cf 4d 3f ba 30 08 0@ @0 ff ff Tf f
;S Tl il N et 5 00
82 2 c
M iEEE Zzz:ﬁ ::3:5?:«::;;};5: 20 ad 75 be 72 6f 65 20 53 74 ©1 04 82 B4 8b 96  Munroe St
@3 @1 66 05 84 00 01 00 90 67 86 55 53 49 61 @b ust
v Fixed parameters (12 bytes) 1a Bc 12 6f 88 83 a4 B0 80 27 a4 80 08 42 43 Se IR
Timestamp: 174322790786 8@ 62 32 2f @8 2a @1 @@ 32 @38 3c 12 98 24 bd 43 b2/-*-- 2 $H
Beacon Interval: @.10240@ [Seconds] 6@ 6c dd 15 @@ @a 5 @z @2 48 cé 0@ @3 81 83 es "1 @
> Capabilities Information: Bx@661 8e 04 £f 80 03 00 11 @1 ©1 dd 18 80 50 f2 82 81 [3
@1 6 60 03 ad 00 00 27 a4 08 B9 42 43 Se 60 62 BC* b

¥ Tagged parameters (119 bytes)
> Tag: SSID parameter set: "3 Munroe St”
> Tag: Supported Rates 1(B), 2(B), 5.5(8), 11(B), [Mbit/sec]
> Tag: DS Parameter set: Current Channel: &
5 Tag: Traffic Indication Map (TIM): DTIM @ of 1 bitmap
> Tag: Country Information: Country Code US, Environment Indoor
> Tag: EDCA Parameter Set
> Tag: ERP Information
> Tag: Extended Supported Rates 6(B), 9, 12(B), 18, 24(8), 36, 48, 54, [Mbit/sec]
> Tag: Vendor Specific: Airgo Networks, Inc.
>

Tag: Vendor Specific: Microsoft Corp.: WHM/WME: Parameter Element

32 2f 88 cf 4d 3f ba
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Open Carle0 = Qaan
Open Recent » =3 -]+
Merge.. —
Destination Protocol Lengt Info
Import from Hex Dump.
Broadcast 802.11 183 Beacon frame, SN=2888, FN=8, Flags=.. C, BI=180, SSID="38 Munroe St" |
Close Curl+ W IntelCor_1f:57:13  8€2.11 177 Probe Response, SN=2881, FN=8, Flags C, BI=108, SSID="3@ Munroe St"
. — Broadcast 802.11 183 Beacon frame, SN=2882, 81=100, SSID="3@ Munroe S
Broadcast 8@2.11 183 Beacon frame, BI=18@, SSID="3@ Munroe St"
Save As.. Ctrl+Shift+5 Broadcast 802.11 183 Beacon frame, BI=10@, SSID="38 Munroe St"
Broadcast 302.11 183 Beacon frame, Fli=a, BI=180, SSID="38 Munrce
Rz 4 Broadcast 302.11 183 Beacon frame, SN=2886, FN=0, BI-186, SSID="36 Munrce St"
Broadcast 302.11 183 Beacon frame, SN=2887, FN=8, BI-180, SSID="38 Munrce St"
Export Specified Packets.. . .
Broadcast 802.11 183 Beacon frame, SN=2888, BI=18@, SSID="38 Munrce St
Bl m lemarme 4 Broadcast 802.11 183 Beacon frame, SN=2889, Fi= BI=10@, SSID="3@ Munroe St"
Export Packet Bytes... Ctrl+ Shift+X Cisco-Li_f7:1d:51  8@2.11 54 Qos Null function (No data),
Export PDUs to File.. IntelCor_d1:b6:4f (.. 802.11 38 Acknowledgement, Flags=
Cisco-1i_f7:1d:51 8@2.11 54 QoS Null function (No data), FN=0, Flags=...P...TC
Eluplleaes IntelCor_d1:b6:4f (.. 882.11 38 Acknowledgement, Flags=.
Export TLS Session Keys... Broadcast 302.11 183 Beacon frame, SN=2898, Fl=0, .C, BI=16@, SSID="3 Munrce S
Export Objects s Broadcast 302.11 183 Beacon frame, SN=2891, FN=B, .C, BI=186, SSID="38 Munrce
Broadcast 302.11 183 Beacon frame, SN=2892, FN=B, .C, BI=186, SSID="38 Munrce
Pri CtrleP Broadcast 802.11 183 Beacon frame, SN=2893, FN=, BI=160, SSID="3@ Munroe
Broadcast 802.11 183 Beacon frame, SN-2894, FN-, BI=160, SSID="3@ Munrce
Quit Ccul+Q Broadcast 802.11 183 Beacon frame, BI=18¢, SSID="3@ Munroe
78 3.976501 E)S(D'Ll_f7‘1d‘51 Broadcast 8@2.11 183 Beacon frame, BI=18@, SSID="38 Munroe
79 4.078852 Cisco-Li_f7:1d:51 Broadcast 8@2.11 183 Beacon frame, BI=18@, SSID="38 Munroe
80 4.181257 Cisco-Li £7:1d:51  Brosdcast 502.11 183 Beacon frame, BI=180, SSID="3@ Munroe St"
81 4.283592 Cisco-Li f7:1d:51  Broadcast 302.11 183 Beacon frame, BI-186, SSID="36 Munrce St"
82 4.283737 IntelCor_dl:b6:4f (.. 862.11 38 Acknowledgement, Flags=........
83 4.283835 Cisco-Li f7:1d:51  IntelCor dl:b6:4f  882.11 177 Probe Response, SN=2988, FNi=B, Flags=........ C, BI-188, SSID="38 Munroe 5t"
84 4.283933 Cisco-Li_f7:1d: 38 Acknowledgement, Flags=........C
85 4.284692 IntelCor_di:b6:4f (No data), SN=1491, FN=8, Flags=. .TC =
8

Cisco-Li_f7:1d: 54 QoS Null function
2 1k Ao

K v vwvv

Frame 76: 183 bytes on wire (1464 bits), 183 bytes captured (1464 bits)
Radiotap Header v@, Length 24
802.11 radio information
IEEE 862.11 Beacon frame, Flags:
IEEE 862.11 Wireless Management
v Fixed parameters (12 bytes)

Timestamp: 17432279@786

Beacon Interval: ©.102480 [Seconds]

> Capabilities Information: @x@661

¥ Tagged parameters (119 bytes)
> Tag: SSID parameter set: "3 Munroe St”
> Tag: Supported Rates 1(B), 2(B), 5.5(8), 11(B), [Mbit/sec]
> Tag: DS Parameter set: Current Channel: &
5 Tag: Traffic Indication Map (TIM): DTIM @ of 1 bitmap
> Tag: Country Information: Country Code US, Environment Indoor
> Tag: EDCA Parameter Set
>
>
>
>

Tag: ERP Information
Tag: Extended Supported Rates 6(8), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
Tag: Vendor Specific: Airgo Networks, Inc.

Tag: Vendor Specific: Microsoft Corp.: WHM/WME: Parameter Element

@030

©0 @0 13 00 == 58 0@ @0
58 @0 00 45 cf 4d 3f ba
ff f 80 16 b6 7 1d 51
82 b1 72
20 4d 75 6e 72 &f 65 20
@3 @1 86 05 04 0@ @1 e
1a @c 12 of 0@ 83 a4 @8
6@ 62 32 2f @8 2a @1 @8
60 6c dd 15 @@ 8a f5 @a
oe @4 ff 00 03 00 11 01
@1 ef 0 03 ad 0 @0 27
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B Res

Qe en

\App\y a display filter ... <Ctrl-/>

, BI=10@, SSID="3@ Munrce St"

"3@ Munroe St

Packet Format

8 Summary line

8 Include column headings
8 Details:

O All collapsed

0 As displayed

O All expanded
[ Bytes

Include secondary data sources

(J Print each packet on a new page

@ Capture information header

+and - zoom, 0 resets

© Captured © Displayed
2364

2364
1

o o o o

Cancel

Help

o o o o

No. Time Source Destination Protocal Lengt Info
58 2.448572 Cisco-Li_f7:1d:51 Broadcast 802.11 183 Beacon frame, SN=288@, FN=8, Flags=.
59 2.453941 Cisco-Li_f IntelCor_1f:57:13 802.11 177 Probe Response, SN=2881, FN=@, Flag:
60 2.542945 Cisco-Li_f7:1d:51 Broadcast 802.11 183 Beacon frame, SN-=2882, FN=@, Flag:
61 2.645319 Cisco-Li_f' Broadcast 802.11 183 Beacon frame,
62 2.747697 Cisco-li_f7:1d:51 Broadcast 802.11 183 Beacon frame,
63 2.850114 Broadcast 8082.11 183 Beacon frame,
64 2.952572 Cisco-Li f7:1d:51 Broadcast 882.11 183 Beacon frame,
65 3.054945 Cisco-Li_f Broadcast 882.11 183 Beacon frame, SN
66 3.157343 Cisco-Li_f7:1d:51 Broadcast 882.11 183 Beacon frame, SN
67 3.260366 Cisco-Li_f Broadcast 802.11 183 Beacon frame, SN
B8 3.200500 IntelCor_d: Cisco-Li_f7: 802.11 54 QoS Null functio
69 3.260599 (- 802.11 38 Acknowledgement,
78 3.261440 IntelCor_di: 802.11 54 QoS Null functio
71 3.261539 X (. 802.11 38 Acknowledgement,
72 3.362149 Cisco-Li_f Broadcast 882.11 183 Beacon frame, SN
73 3.465563 Broadcast 882.11 183 Beacon frame, SN
74 3.566868 Broadcast 882.11 183 Beacon frame, SN
75 3.669297 Broadcast 802.11 183 Beacon frame, SN
76 3.771739 Broadcast 802.11 183 Beacon frame, SN|
77 3.874104 Broadcast 802.11 183 Beacon frame, SN|
78 3.976581 L_1 Broadcast 802.11 183 Beacon frame, SN
79 4.@78852 Cisco-li_f7:1d:51 Broadcast 802.11 183 Beacon frame, SN
B0 4.181257 L1 Broadcast 802.11 183 Beacon frame, SN
81 4.283592 Cisco-Li f7:1d:51 Broadcast 882.11 183 Beacon frame, SN
82 4.283737 IntelCor_dl:b6:4f (.. 382.11 38 Acknowledgement,
83 4.283835 Cisco-Li_f7:1d:51 IntelCor_d1:b6:4f 8082.11 177 Probe Response, Packet R
84 4.283933 Cisco-Li_f7 1 (. 802.11 38 Acknowledgement, CRTAEINER
85 4.284692 IntelCor_dl:b6:4f Cisco-Li_f7:1d:51 802.11 54 Qos Null functio
e dribcins it ad
> Frame 76: 183 bytes on wire (1464 bits), 183 bytes captured (1464 bits) O All packets
> Radiotap Header v@, Length 24
> 882.11 radio information © Selected packets only
> IEEE 8@2.11 Beacon frame, Flags: ........ C ]
v IEEE 802.11 Wireless Management Marked DaCkEtS DH“{
v Fixed parameters (12 bytes) First to last marked
Timestamp: 17432279@786
Beacon Interval: @.18240@ [Seconds] O Range:
> Capabilities Information: @x@6061
v Tagged parameters (119 bytes) Remove ignored packets
> Tag: SSID parameter set: "38 Munroe St™
> Tag: Supported Rates 1(B), 2(B), 5.5(B), 11(B), [Mbit/sec] Page Setup...
> Tag: DS Parameter set: Current Channel: 6
> Tag: Traffic Indication Map (TIM): DTIM @ of 1 bitmap
> Tag: Country Information: Country Code US, Environment Indoor
> Tag: EDCA Parameter Set
> Tag: ERP Information

> Tag:
> Tag:
> Tag:

Extended Supported Rates 6(B), 9, 12(8), 18, 24(B), 36, 43, 54, [Mbit/sec]
Vendor Specific: Airgo Networks, Inc.
Vendor Specific: Microsoft Corp.: WM/WME: Parameter Element
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No. Time Source Destination Protocol
61 2.645319 Cisco-Li f7:1d:51 Broadcast 802.11

BI=100, SSID="3@ Munroe St"

Frame 61: 183 bytes on wire (1464 bits), 183 bytes captured (1464 bits)

Radiotap Header v@, Length 24

802.11 radio information

IEEE 882.11 Beacon frame, Flags:

IEEE 802.11 Wireless Management
Fixed parameters (12 bytes)

Beacon Interval: ©.1024080 [Seconds]
Capabilities Information: ©x0601
Tagged parameters (119 bytes)

Tag: SSID parameter set: "3@ Munroe St”

Tag: Supported Rates 1(B), 2(B), 5.5(B), 11(B), [Mbit/sec]

Tag: DS Parameter set: Current Channel: 6

Tag: Traffic Indication Map (TIM): DTIM @ of 1 bitmap

Tag: Country Information: Country Code US, Environment Indoor

Tag: EDCA Parameter Set

Tag: ERP Information

Tag: Extended Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54,
Tag: Vendor Specific: Airgo Networks, Inc.

Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Element

S o |

m v B ¢ & o W Q
Length Info
183 Beacon frame, SN=2883, FN=0@, Flags=

[Mbit/sec]
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